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1.1.0 V100R001C52 Frig RS 100008

1.1.0 V100R001C30 i . 245384 11 refreshToken
1.1.0 V100R001C10 g O

SRR DR AR AP AT, B T IR SBEED (Auth), A4 D AR 244E
request header H {17 241 app_key F1 Authorization:Bearer. app_key NS HH [
appld, Authorization [¥I{E EI A Auth #2 DI3REE][Y accessToken.

N 2 RFREL accessToken, 22 Rif i accessToken 2<%k, J&—1k3RELI] accessToken 4
B BRI accessToken.

ERFGE POST

15K ik https://server:port/iocm/app/sec/v1.1.0/login

17 HTTPS

¥ WIR/AIE | B g |k

appld ik String(256) | body | HE=J7 MBS bR, HTME—

FRR—ARH o JFRE ATl %
BURERE AR KA A 10T &
[K)IFi APL. appid 7E loT “F& 1)
SP Portal - 1) g N i 3K 45

secret ik String(256) | body | 5 =77 N Y, 5 appld Xf
N, FHFEFUjH 10T V4. secret
7 10T *F- & K SP Portal _F 61 % v 1]
RN

Status Code: 200 OK
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scope String(256) | HiEALIRTEE, EN accessToken Fr&E i) 10T ~F & %tk i
T, SHUER N default.

tokenType | String(256) | accessToken K255, Z¥{ii & %E A bearer.

expiresin | Integer(256) | ~F 4 iR [F] accessToken [ 2 ], A NFD.

accessTok | String(256) | %SS4, Vil 10T “F & API #: FHFEIE.

en

refreshTok | String(256) | %M =4, HKA#r accessToken, refreshToken 4 &k

en a1 AN H

Method: POST

request:

https://server:port/iocm/app/sec/v1.1.0/login

Content-Type:application/x-www-form-urlencoded

Body:
{

app I d:******&secret:******

}

response:

Status Code: 200 OK

Content-Type: application/json

Body:
{

"scope": "default",

"tokenType™: "

bearer",

"expiresln": Bl

"accessToken': "*******-.,

"refreshToken'; "***x**x"

}
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SH
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right. I E Y
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W, TR AT R DR
2. B ETERERAE T 1P Huhk 2
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500 100008 The haproxy address is | Z=f{] haproxy Hsiil:.
null WEFREL 10T S R,
THIER 10T FE4E4 N AL HE
2.1.2 RllFf token
A=
accessToken PRid BART, 26 =77 B A I R A e dz 11, #FRECAT H accessToken.
¥EOhEe
SHFEE = J5 N FHAE accessToken EIIHT, FRBUHT 1) accessToken.
TEIEER
EOM A IoT FEERRA T E AR
1.1.0 V100R001C52 FrifEriReS 100008
1.1.0 V100R001C30 o HRSHCHIY appld, secret
o JR[EIZEI NN scope, expiresin
o R[EIZEMFR timeout
1.1.0 V100R001C10 WG
EORE
BERFEE POST
TE K e https://server:port/iocm/app/sec/v1.1.0/refreshToken
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appld Wik String(256) | body B A S ER N, T
PRIR—NNH . JF R AE I %A
PURFE A S KA 10T “F &
(KI5 APL. appid 7£ 10T “F& 1)
SP Portal -1 % N FH i 3k A

secret Witk String(256) | body BN, 5 appld Xf
N, HTExUiH 10T “F&.
secret 7& loT “F- & 1 SP Portal _I- £
N FHIN 315

refreshTok | @ik String(256) | body Jill 3 token, FHSRIREL—ANHTH

en accessToken. refreshToken 7£ 1 FH
Ve ARl P =

Status Code: 200 OK

S e it R

scope String(256) HE ARG, S (B E E A default.

tokenType | String(256) YA token IR, SEUEE €A bearer.

expiresin Integer(256) S 42 i IEIR [H] accessToken [R5 RNt 1E],  BRpr Ky
o

accessToken | String(256) YW ZH, Vil loT “F& APl O HEE,

refreshToken | String(256) WS H, PSRRI accessToken, refreshToken f)
ARITEN LA H .

Method: POST

request:

https://server:port/iocm/app/sec/v1.1.0/refreshToken

Content-Type:application/json

Body:
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{

"appld": Mkedkekk kK11
"SeCI'et"Z (L 1]

"refreshToken"; "****x*"

}

response:

Status Code: 200 OK
Content-Type: application/json
Body:

{

"accessToken'; "xkaaxxtt
"tokenType"; "*x*xkixn
"expiresin'; MRk FEAIARN

"refreshToken"; "****x**"

"SCOpe": Mgk kdkh Kt

}
Http X | 3H1RA5 B A A
S
400 100022 The input is invalid. | #y A S0 TC5% .
AEEREL: TERE R HIE R
W SR E R
401 100006 Refresh access accessToken Jill 357 2< .
token failed. bR -
1. iEK A refreshToken A& 75 Cid 3,
A 2 SO0 R P B AR .
2. ERE refreshToken &M H R, &
AR BRI T .
3. IHREIE R IP 2 HA IR,
il iZ refreshToken £ 75 )& T 241l
appld.
401 100208 Appld or secret is appld = secret #5i% .
not right. RhEEY -
1. 15K appld 1 secret J& 157 %,
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address is null. ISR - 10T T4 PR, I

A 1oT 54 N i Ab

22 IR FHEE

=T NI 10T P Sd N, REBEN) 1D MUY, FrBi& ez loT 165
NG, B&ESE = MBI NERR.

221 EMEERE (IERFIO

mAlg S
BB =07 N R e M EE R A%, HREOR S R IRUERY, fEEIERAEA 0T °F
G PR IGUEND, FREUCK & ID A0TSR A 8 FH AN P2 AN FH AE4 o
EOIhAEE
SRS =07 B HTEM BB, FREUES B A kALY
TEIZR
EORRAK IoT £ &A T E 1A
1.1.0 \V100R001C52 o ERHLFAE

o BAKSHMA

o iAY 100412Http ARAHS HH 200 Bk 500
o FHIZAY 100416Http ARASHE i 200 B KA 400
o HiAY 103026Http ARAHS HH 200 Bk 500

o FEiRfY 100203Http RS H 200 #7434 403
55500

o RN 100217Http HRASHD H 200 B A 403
o MIFsEY RS 100022, 103027, 103028

110 V100R001C30 o HIYIE SR Z% appld, psk, isSecure FEX
o HriMEEIRED 100002, 100022 F1 100217
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Header:
"app key *khkkixn
"Authorization:Bearer ******"
Content-Type:application/json;
EORE
ERFE PUT
15K e https://server:port/iocm/app/reg/v1.1.0/deviceCredentials?appld={appl
d}
B 17 HTTPS
ERKEH
¥ WHE/A] | HKE NE ik
1%k
appld Ak String query H=TT NS bR, T
—FRR— R PR @
AR IR RAR TE AN R Sk H
loT “F- & (I APl appid 7£
loT *F & (1) SP Portal _F 12 5 ]
I 3RAG . LA E SN FH Y
appid.
verifyCode | mJ ik String(256) | body WAAWAERY, FHETFRPIEE
verifyCode, JIjma 7 =1 35 [A]175 3R
Hi8 € 1 verifyCode; #7iER
NG 7E verifyCode, NI 0T ~F
B HNEN. #CH nodeld #
B
nodeld Wi String(256) | body B IME—FR iR, 8 H
MAC, MAC Mk, Serial No 5%
IMEI {4 nodeld.
iRA

1
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P

Z1£ A IMEI 48 % nodeld, AR4E7

Bl R&EAHEARRREZK,

o Tl A IXEAE—ARIRA
urn:imei:xxxx, xxxx # IMEI 5

o BELRIREME—ARIRA
IMEI 5

o bR H ML & E—ARIRGE
BARE ) RHIN,

endUserld

CIpH

String(256)

body

i ID, INFHLS,
email #bik.

psk

CipA

String(8~32)

body

R E psk, W& 18 4
SE [ psks T RHATEE psk,
D H P 6 42 5 sk BRAH Y5 il 2
a-f. A-F. 0-9 L7155 .

timeout

CIpH

Integer

body

WA ALY RO, AR, BR
IAMHE 180s.

o {HNOMN, FRKIUERSINIK
At .

o (HAKTEET 0 HBH,
RIRAETR E I 8] N & AT
hoE, I eI UG
R0, RN R v 2 A
B o

devicelnfo

CIpeA

DevicelnfoD
TO

body

WEIEFEE, FESE&
Profile SCAF RIS BAOREEF— 2L
H A& 2 L DevicelnfoDTO 45 #4)
5NN

customFiel
ds

Al

List<Custom
Field>

body

HE X rBA R, HrakE s
ENTEL, BARS
CustomField && ¥4

imsi

CIpeH

String(64)

body

NB-loT &4/ IMSI, FITH R
3%,

isSecure

Boolean

body

R 2 RE, BOAMEN

false.
o true: 4
o false: JFz4:

DevicelnfoDTO 4544 & X
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SH WIE/A] | KB NE | R
jvid
manufacturerl | ]k String(256 | body J R ID, ME—RRIR—AN T, 5%
d ) #% Profile U S B ARFE—EL
manufacturer | A% String(256 | body B4R, 5% % Profile XX )
Name ) 13 BORFE— 2
deviceType | Ak | String(256 | body | WA, KipWems R, S5
) #% Profile U (5 BARFF—EL
#i4n: MultiSensor .
ContactSensor. Camera.
WaterMeter,
protocolType | Ti% String(256 | body | WA NIV, S
) Profile SCAFH K15 BARFF—3, 24
B SCHFHI MRS . CoAP,
huaweiM2M, Z-Wave, ONVIF,
WPS, Hue, WiFi, J808,
Gateway, ZigBee, LWM2M.
model A | Sting(256 | body | &M, ) RN, &
) Profile SCA4 145 B ORFF— 2o
CustomField %5 i) 44 5& X :
S Whide /AT i it & ik
fieldName alik String(256) body TR,
fieldType [l ik String(256) body FERRA,
fieldValue [l ik String(256) body Z R,
DI VE-2:4
Status Code: 200 OK
S e i) A
deviceld String(256) W ID, HTHE—FRiR— g%
verifyCode String(256) USERY, AT DL IS S uE RS SR E A% 1D

i, FEVE RS 4EE verifyCode, I . b
IR 0] 3R Fh 48 2 1 verifyCode; #7iE R A Hg
€ verifyCode, WM 10T “F& H3hE K.

timeout Integer RAERD A RO I, BARTRD, B o B A
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1ER I

2% A ik

N 10T T 5.

psk String(32) BENL psk S8, A1ERTPHEN T psk, NI H]
R psk, I R & 2R BBEHL psk 2

Method: POST

request:
https://server:port/iocm/app/reg/v1.1.0/deviceCredentials?appld=s*x#x#xsx
Header:

"app_key: Fk

"Authorization:Bearer ******"

Content-Type:application/json

Body:

{

"endUserld": "FxExFEx A KA AN

"Vel'lfyCOde" oA do e Fed oK Fe ook '

" L Tt 20l
nodeld": ,

" ps k' e Mkkkhkhkhkkkkhhkhkkhkhiiiiiiiikikikiikkhhkhiiixn
. l

"timeout™: 300,

"devicelnfo": {
"manufacturerld"; "****",
"manufacturerName'; "****",
"model"; "FrEE,
"protocolType™: "CoAP",
"deviceType"; "**#=*"

}

"customFields": [

{

"fieldName": "****",
"fieldType"; "***=*",

"fieldValue™: "****"

14




]
}
M) /82 7~ 451
response:
Status Code: 200 OK
Content-Type: application/json
Body:
{
"deviceld"; "rxEEERR
"verifyCode™: "*xx*kxxn
sk MRk Rkt
"timeout™: 360
¥
EixAg
Http K EiRAD Fix g il
Shg
401 100002 Invalid access EI2 1 token 5 8.,
token. SETER: R BRI o
] accessToken 7& 75 H 1%«
401 100025 Appld_for auth SREUAE] appld L4505 ..
not exist.

b PR

1. iR EE R MR R Header k35
W 25 T B app_key TRAH

2. @i HTTP A, 1EELA loT
FE4Ey N Gl Header Skigk A
JE appld 7B 44 42 app_key it
& x-app-key.

403 100203 The application | RN ATELE

is not existed. AR

1. ik A HTTP 3K kI 4717 (1
appld & 5 1% .

2. IERAETEREE (ur) PR
appld /2 5H %

500 100203 The application | $ZUN FH AELE
is not existed.
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Http EiRAD AR fiA il
=B
b PR -
1. IERA HTTP iR Sk b4 w5 (1)
appld 25 H 1%
2. IR RERE (ur) PN
appld /2 5H %
403 100217 The application | %7 il 5k B 54 .
hasn't b v e = ,
il WL FAERIRRUAR,
WIERZSE ) appld 978,
400 100007 Bad request BRI,
Message. R deviceld RIRME, 5%
ERSZHUIHHE K.
500 100412 The amount of ENIIMERN &S v IR
ice h s NS .
devicehas | ARG WERYERSHTII Rl
i A ok B P g ) B RR
400 100003 Invalid verify | BiERSTEAL.
code. HEBRFEL: RTERE L R
verifyCode 2 5H %, #7iERSH+
Hatr verifyCode, TEBLR loT V&4
N RALHE
400 100416 The device has R CEYE.
areadybeen | pmgiv. R AR AR DS
P
500 100001 Internal server AR SS N E A B A R
rer WRERFEIL: 10T P b, DG
A& 10T T E4ES A SUAE
500 103026 The license is License NETE
not exist. AR 10T -5 6 License ]
B, AHECR 10T “FE 4 A fiAb3E .

222 FMEBEZERE (FBBAER)

AR

=07 R R AE 10T P GUEM e, SREE ID AR, i iiid s 1D

FELEEN 10T P45,
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EOThEE

FEIEK

EEEIM

EORE

EREH

SCHFHE =T N HAE 10T ~F B s,

AR 1D AVERS o SCIRFIEEA L FH A AL

FHRE 4 o
EORRA IoT &k IRl
2.0.0 V100R001C52 o iERHbHAE
o HHiRND 100426Http R AL H 200 FHCA 400
o HiRND 103026Http AR AHD 1 200 A 500
o FEiRNY 100412Http IRZSAL EH 200 B 5 500
o HiRAY 100203Http RAHS HH 200 4773 403
F1 500
o HTHEEEIRED 100217
o s IRES 100022, 100403, 100418,
103027, 103028, 100610 F11 100611
2.0.0 V100R001C30 iz
kS S
Header:

"app key *kKkikxN

"Authorization:Bearer ******"

Content-Type:application/json;

BRFE POST

TE K e https://server:port/iocm/app/reg/v2.0.0/deviceCredentials?appld={appl
d}

17 HTTPS

Y WiE/A] | KE & FE:puy
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S Whik/A | HKHE & TP
%
appld Al ik String query BTN M S AR, T
IR TR E A
AN ERFE RN B FH >k 1
loT “F-& IFF 7L APl appid 7E
loT “F-4 11 SP Portal _F 617 M FH
B3R HAHS BN 1)
appid.
endUser | aJik String(256) | body 21D, WFEHLIS Y,
Id email Hihk .
region Al ik String(256) | body WA FTE X AT B
organiza | mJ ik String(256) | body WA ATBIMAHLE .
tion
timezon | Tk String(256) | body WA FTERXEER.
e
subsyste | mJ ik boolean body P RAShRR . T X A%
m HREEE =TT RS
deviceln | A% Devicelnfo | body WERMFEAER, BAkS I
fo Devicelnfo 45 f)44.,
Devicelnfo 45 f4 443 B -
S b/ | HKH g | ik
Al ik
nodeld Wik | String(256) | body | #AAHIME—ARIN, JEE S MAC, MAC
Huhik, Serial No ¢ IMEI 1% nodeld.
TR
4¢ B IMEI 4 %4 nodeld, ARAEARE T K495
AARERE ER,
o FHiBXAREWRE—ATIRA
urn:imei:xxxx, xxxx # IMEI 5
o BEYNRILAWE—IFIRA IMEI 5
o AL KA MREE—AFRIFHKARLL
I~ E#Hiiko
name Tk | String(256) | body | & LFR.
descripti | mJi% | String(2048 | body | ¥4 HIREIAE .
on )
manufact | Ak | String(256) | body | SR ID, ME—kRiH—A R, S5
urerld Profile S A {2 L1431
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S Wik | EKE fIE | @k
Ak

manufact | @ik | String(256) | body | J R4, 5% Profile XX HIE R

urerNam {3,

e

mac A%k | String(256) | body | % MAC Hitik.

location %k String(2048 | body A B ER,

)

deviceTy | m[ix | String(256) | body | &#&2KM, KRIpkEam4 i, S5&&

pe Profile SO 15 B ORFF— 3,
MultiSensor. ContactSensor .
CameraGateway .

model Al | String(256) | body | MRS, k4 Profile U MG
BOREF—E
Z-Wave: ProductType + Productld, 16 it
HRE R XXXX-XXXX Fb 0 %F 5%, U
001A-0A12, H ARSI AT E o

swVersio | i1k | String(256) | body | ¥4 HIERAEER A, .

n Z-Wave: EIRAS JIRAS, W: 11

fwVersio | gk | String(256) | body | 4% 1 [E AR A

n

hwVersio | aJi& | String(256) | body | ¥4 IR HRR A

n

protocol | m[i& | String(256) | body | &AL MIEMICEA, 5% Profile 3¢

Type PG B —3, HETSCREI R
. CoAP, huaweiM2M, Z-Wave,
ONVIF, WPS, Hue, WiFi, J808,
Gateway, ZigBee, LWM2M.

bridgeld | mJi& | String(256) | body | Bridge FRif, Fosik& @A Bridge
BN 10T T 5.

status | it | String body | YAk, FRBAEREEL, WU
Fl: ONLINE. OFFLINE. INBOX.
ABNORMAL.,

statusDet | wJi | String(256) | body | WA KPR VEN, status Z&AFHUE, IUE

ail P status I statusDetail .

mute Afig | String body | RRE&EmhTIRERS, s Bk

BAEwy, “FEen B HRAg,
e TRUE: H459RE
e FALSE: dRES5IRE
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2H ik | KA g |k

aJ ik
supporte | "% | String body | FRREA&RMCRFZEBA,
dSecurity o TRUE: %4tz
e FALSE: NTHZ4iHL
isSecurit | AJi% | String body | TR &LHIEE 0 ZeiA.
y

e TRUE: HH
e FALSE: KJGH

signalStr | a %k String(256) | body e O EREE L ER
ength

sigVersio | AJ gk String(256) | body WA sig hRAS .
n

serialNu | A& | String(256) | body | %% 1I)F5)5 .
mber

batteryLe | mJi% String(256) | body PR I Rt e
vel

status fll statusDetail:

status statusDetail
OFFLINE NONE CONFIGURATION_PENDING
ONLINE NONE COMMUNICATION_ERROR

CONFIGURATION_ERROR BRIDGE_OFFLINE
FIRMWARE_UPDATING DUTY_CYCLE NOT_ACTIVE

(L] 3sm8
& %@ loT 46 EIRZ LKA E & status. statusDetail 53T _E3R . statusDetail 323U A 7% 2
=, NEBURTEEAR,

RS %
StatusCode: 200 OK
FE i) e
deviceld String(256) W& 1D, FTFME—riR— A5
secret String WA EY, /NT 256 M.
psk String(32) BEHL psk 280, Hi 10T ~F &4 k.
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BRI
Method: POST
request:
https://server:port/iocm/app/reg/v2.0.0/deviceCredentials?appld=>***=**
Header:
"app_key: *rrkn
"Authorization:Bearer ******"
Content-Type:application/json
Body:
{
"devicelnfo™: {

"nodeld": ([N 1]

}!
"enduserld" Nikkkkkkikiikikii!
}
M) /82 7= 451
response:
Status Code: 200 OK
Content-Type: application/json
Body:
{
"deviceld"; "FrxEEIRN
"Secret": "*********",
"psk": Nikkkkhkkiikhkiiix!
}
Eix g
Http K755 Hixhg S i AR
401 100002 Invalid access 21 token (E 5.,
token. B R R
Fr# 1) accessToken J& 754
o
403 100203 The application is | #3748 FH AELE
not existed.




Http HR7585 | $#Ei%H5 AR fiA il
LUSLIEE SNV
1. iERA HTTP iR LIk 4
T appld S22 BH R
2. KA RS Curl) ik
A appld /&2 75 H 1% .
500 100203 The application is | k¢ Fl R A77E -
not existed. KT 14 s
1. 5K HTTP iR ki
) appld f2 5 A %o
2. KA RS Curl) Ak
A appld 25 FH %
403 100217 The application | R A Bk 7242
asnt beed WA FARRI AU
5, IEIANERSE R
appld H= .
400 100426 The nodeld is nodeld &,
duplicated. RREREE: TR B R 13 SR
nodeld & 5H %,
500 100001 Internal server AR S5 N ES AL B A R
error. WEERFE: 10T T &3 PO Hsky
1%, HECAR loT FE4EP AR
&[\@o
400 100007 Bad request A,
message. REFR7E: deviceld AME,
WEEERSHHIHEE
ﬁ‘_\{o
500 103026 The license isnot | License N 777E .
exist WTREL: 10T F-6 1
License |1 @, iR loT ‘P&
e N AL,
500 100412 The amount of BTV NS EIAE

device has
reached the limit.

MR

ARPREE: TR AT
s B e 1 DIk S i F I
BRI EFR
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2.2.3 hlFhi& &% (GGIEREAR)

AR

TELR

5 =75 N i BT R B B T B A, AT LA A B8R CURET nodeld A4S

UEfS .

55 =75 N R H ¥ % nodeld FNSSAIERD,  STRFIRIE M 2 AS S A AR5 24 A4 AL BR A e

BN B .

1. YHEHEFYEFER: deviceld NF, &K EHIE.
2. CHFEFIREHIN: deviceld AA7F, device F AT nodeld fE &k A AR AL

FEORRA IoT &k

L E A

1.1.0 V100R001C52

o JifRibEARE
o FHRAY 100203Hittp IRAHD H 200 #7534 403
55 500

o FERAY 100403Http RASHD 1 200 B i Ay 404
o 4fiRGY 100610Http RS H 200 B 24y 400
o FERAY 100610Http RASHD 1 200 B i Ay 400
o FERAY 100611Http RASHD H1 200 B Ay 400
o fiRTY 100418Http RS 200 B 24y 404
o Hixfid 100426Http RS H 200 B 24y 400
o MIFRESRID 100022

1.1.0 V100R001C30

o HrtliRZ 2 appld
o HTHGESIAITHIIY 100002, 100022 1 100217

1.1.0 V100R001C10

B

7 KI5 R

Header:

"app key: Kk kkkAk
"Authorization:Bearer ******"

Content-Type:application/json;
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#ORR

HRSH

KA

PUT

TEK it

https://server:port/iocm/app/reg/v1.1.0/deviceCredentials/{deviceld}?a

ppld={appld}

R

HTTPS

it

L&

ik

String

query

BN F AR, TR A
A S A B LIBURER TR IAb < i=Dackl RN VAT
KIAH 10T &/ API. appid 7£ 10T 1
£ 1) SP Portal -G S N 3R1S . IHLALIHS
BN FH ) appid.

deviceld

String(2
56)

path

FHFH 10T T &7 kA .

verifyC
ode

String(2
56)

body

HUGUERY, A TEVE R 4R € verifyCode, I
M % IR (1147 R HR 4 58 1Y) verifyCode; 578
K AN 2 verifyCode, MIHT 10T “F& HE)
. EEURT nodeld 8 B —F .

nodeld

String(2
56)

body

WA IME—ARIR, @ H MAC, MAC Hh
Hi, Serial No &% IMEI {£ 4 nodeld.
o [HZ*HF, nodeld A7%,
o [HANKNZHS, ®3H nodeld.
SRR
Z4& B IMEI 48 % nodeld, RABERE ) Ko%K
ATRBE &K,
o 5l % A KA G9VE—ARIRA urniimeixxxx,
XXxx A IMEI 5
o EEL R IXEME—IIRA IMEI 5
o HAMRERMILEEATRFREAELE) K
Ao

timeout

Ak

Integer

body

Yo ERL R 6], BAED, AT 4T 0
RER.

o {HNEN, fEAERIME (180s) -
o MHNOI, RALH.
o A0, FRERE,
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el &2 & 3

Status Code: 200 OK

S i iR
verifyCode String(256) SRRy, Vg ] DLE I e SR B A

ID MUY AEEKPIRE
verifyCode, I 3 H 3R [B]175 =k HR 48 58 1)
verifyCode; #7i# RHAH8 2
verifyCode, I 10T V& H3h4E K.

timeout Integer SERLA I, AR, B
HH BN 10T .

=P bl
Method: PUT
request:

https://server:port/iocm/app/reg/v1.1.0/ deviceCredentials

/*************’)ap p I d —kkkkkkkhkkhkhhkik

Header:

"app key: FhhhxxN
"Authorization:Bearer ******"
Content-Type:application/json

Body:

{

"VerifyCOde": Tk gk ko ke ke hk kK k ',

"nodeld": Nhkkkkiiikikx

"timeout": 300
}

M) /2 7= 451
response:
Status Code: 200 OK
Content-Type: application/json
Body:
{
"verifyCode™: "AE10-12424-12414",
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"timeout": 300

}
Http K7 At Bixfmid iR
5
401 100002 Invalid access AR token (Z B,
token. SR R EERE O R P T
Hifr) accessToken 42 54 1%
401 100025 Appld for auth not FREUAE] appld L85 B
exist BRI
1. TERE S SR S5 MR Header Sk
2 TS 45 7 B app_key TR H
2. FIEN HTTP A, WEEEA loT
F a4 A A Header Sk
JE appld 7B 4 42 app_key
A2 x-app-key.
500 100203 The application is | KU AF7E
not existed. Kb 13 s
1. TR HTTP i R kg rh #5471
appld 25 H %o
2. WEREIEREAE (urD FAEANR
appld &5 1%
403 100203 The application is RN FAANTFAE
not existed.

b PR

1. TERE HTTP iE R KI5 1
appld 2 5H %

2. WREIERESE (urD i A/
appld & 1R

200 100217 The application N R IR

hasnt been DN AR AR, i
' kiR 240 1 appld %5 -

400 100007 Bad request BB

message. REFREAY . deviceld RMR{E, 15S%
RS IES K.

404 100403 The device is not BB AL

existed. WATBEIL: 10T 6 K4 F] deviceld
XL, 1Sk A deviceld 215
ﬁ-‘l’%o
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Http K7 | $#H=M5 R EIA il

400 100610 Device is not active. | 545 A&

MFREW . EREIZIRS RS O
A oT “F & HB0uE .

400 100611 Device is online. WA EZ .

ARBREL: N R BCE W
W 10T & HiER.

404 100418 The deviceData is WS BANIRAE

not existed. K

1. WERSEPHEAY deviceld £
o i5MiIANZ deviceld 27 )E T
% appld 8¢ deviceld &5
o

2. Header #7711 appld Hi%, &
ffiiN1Z appld T2 5 A 1%
deviceld.

3. Wik URL H#E4 T [ iE 541
appld, 15K 1% appld 215
o

400 100426 The nodeld is nodeld X .

duplicated. WAL R BB R
nodeld 7& 754 %

400 100003 Invalid verify code. | Z&UFfE AL,

AERA: TR AR AT
verifyCode 2 5H %, #7iERSH+
Fir verifyCode, 1EBER loT &4
AR S

224 RIFEFEZEER (BEER)

AR
8577 1 R T AT R A S A O 2, T L PR3 R 4 OB
HH.

EOThEE

55 =5 N RUH B BN, STRFREIE A 2% B B v 46 A9 7 PR 0 L e B2
1B

1. CFFERYE R deviceld A28, W& EHYEE.
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2. XHFFEFGEERHN A deviceld N4, device AN Y nodeld {8 & AEARAK

TEILR
BORA IoT F&RRA T E AR
200 V100R001C52 o iERHLHAETE
o K5I 100403Http R A 1 200 B K 404
o HHiRND 100610Http RS H 200 FE A 400
o ERAY 100611Http RASHD 1 200 B Ay 400
o FHRAY 100418Hittp IRAHD H 200 FE B 404
o 4fiRGY 100426Http RS H 200 B 24 400
o fiRAY 100203Http RS H 200 $743 4 403
11500
o FHRAY 10021 7Hittp RAHS H 200 FE B 403
o fHIEREE %S 100003, 100007, 100022 FlI
100025
2.0.0 V100R001C30 i o
#EORR
BERFEE PUT
1E SR ik https://server:port/iocm/app/reg/v2.0.0/deviceCredentials/{deviceld}?a
ppld={appld}
R HTTPS
AEEI
i L E
Header:
"app_key *khkkkkikN
"Authorization:Bearer ******"
Content-Type:application/json;
BEKREH
S Wife/m] | KE E |k

appld | "rik | Sting | query | S5=J5RIHEHGHRIA, T bR
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M) B &3

BRI

S whifk/m] | HKE E |k
1%
N . A E Z AR R RS 2 WA B
KA 10T *F S HFF B APL. appid 7£ loT
“F- 5 1 SP Portal AN H I3RS . A
HE RN F K appid.
devicel | ik String path W& ID, HFME—AniR—AN &, et
d BAETE 10T E& 4 Ik .
nodeld | mi% String(25 | body | WA RIME—ARIR, BEE I MAC, MAC Hh
6) 1, Serial No & IMEI /£4 nodeld.
iR
4% B IMEI 4 % nodeld, #RBIRE T L% 4
HARBEZK,
o B % A X EA9E—ARIR Y urniimeiixxxx,
xxxx # IMEI 5
o BT R IXEMNE—ARIRA IMEI 5
o HtbT KRG H WA E—IIRFIR AR
RN
endUse | mJik String(25 | body | &g ID, WFHLSEY, email Hidik,
rid 6)
Status Code: 200 OK
FE il R
secret String WY, /NT 256 AT .
psk String(32) BEHL psk S50, H 10T ‘P& 4K
Method:PUT
request:

https://server:port/iocm/app/reg/v2.0.0/deviceCredentials/fdsafdsasafdsaf

Header:

"app_key e e

"Authorization:Bearer ******"

Content-Type:application/json
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Body:
{

"enduserldl':"***********u

"nodel g E R xR xR

}
i 82 7~ 451
response:
Status Code: 200 OK
Content-Type: application/json
Body:
{
"Secret":"***********",
"psk":"***********"
}
ST
Http K755 | #HixE B g il
401 100002 Invalid access A& token 13 2.,
token. SEEREEI: AR HER
Fir#%45 [) accessToken J& &5 F
o
403 100203 The application is | 2N FHAELE
not existed. Kb
1. HRA HTTP i R ka4
W appld 2 G H %
2. TERAERERE Curl) HhfE
K appld & EHi%.
500 100203 The application is | FZAUN FHATELE
not existed. Kb
1. KA HTTP iR LIk b
W appld 2 EH %
2. TERAIERERE Curl) HhfE
K appld & HHi%.
403 100217 The application N R A2
hasn't been R, 4 74y 4
aUthorized. AL}EL‘[/X: E‘EHE&}EH&*X%
56 1EHAE RS ET ) appld
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Hittp R75AS

P

Hixfid

il

7

404

100403

The device is not
existed.

B AL
REFREAY . 10T “FE AR F
deviceld X} B4 #%, 1EIGE
deviceld /& 5H 1%

400

100610

Device is not
active.

B AR
USSRV ERRTY DREN RS S i
CHEA 10T &5 I .

400

100611

Device is online.

BARAELL
AR T N R B
Wi & 5 loT P& .

404

100418

The deviceData is
not existed.

e AE R
AL
1. RS Hh 1Y deviceld

R TEIAZ deviceld &

)8 T1% appld 20
deviceld &5 54 .

2. Header H#%47 (1) appld A
W, TEWINZ appld T2
1% deviceld.

3. ik URL H#f5if 7 ik %

¥ appld, TERIAEZ appld &2

BH R

400

100426

The nodeld is
duplicated.

nodeld E& .

ACERE: TE R R L R A
nodeld & 5H %,

500

100001

Internal server
error.

R 55 N AR AL AR R o
AEEEEL: 10T T & W HRET %,
THERR 10T "B 4E4 A Ak
M,

225 B EIER

AR

B=I7T N DB SO R REAER, &R, | REER. AEE RS,
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EOThEE

FEIEK

AEE

EORE

BEREH

SCRFSR =05 MBI A AT S, SCRFIB SO LT 350 2 A T SRR R B B

A5 2% 15 B
EORRA IoT &k IRl
1.4.0 V100R001C52 o i RHhhEAREE
o HEMIERZH imsi
o HTHEEEIRED 100217
o HiRAY 100203Http RAHS HH 200 4773 403
#1500
o HiRAY 100403Http RS HH 200 BB 404
o FHRAY 100418Http RIS H 200 B 404
1.2.0 V100R001C30 AR BHAAL,
1.1.0 V100R001C10 popr A
kS S
Header:

"app key *kKkikx

"Authorization:Bearer ******"

Content-Type:application/json;

BRFE PUT
TE K e https://server:port/iocm/app/dm/v1.4.0/devices/{deviceld}?appld={app
1d}
17 HTTPS
g Wik/A] | KE & i3
%
deviceld DAk String path W ID, HTME—FRil— AN, &
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SH Wi/ Al | KE NE ik
1%
VEM AT 10T V5 4 FE k1S .
appld Al ik String query F=TT SRS s, TR
H—RNH . R B 2R AR
FRIEWBA R R A 10T 1 & BIFHI
API. appid 7t 10T *- 5 ) SP Portal I~
BRI RS . AR S AN H
1) appid.
name ik String(1~ | body WA 2R o
256)
endUser Al ik String(1~ | body ZumH P, HAEERE, W
256) endUser Al ik NIEEERE, NI
endUser 7] LA null,
mute Alik Enum body FoRBWHERGUTHRERES, i
EIREARER, P ESSE AR
7o
e TRUE: #450R%E
* FALSE: FRE40IRSE
manufactur | Ty String(1~ | body ] F D, ME—FRIR—AN .
erld 256)
manufactur | [Ji%k String(1~ | body INGES
erName 256)
deviceType | nJik String(1~ | body WA, KipWgasa i, Fla:
256) MultiSensor. ContactSensor. Camera
F1 WaterMeter .
7E NB-loT &, JEM& & I %20
Bk, HES profile HiE X
R ERFF—F
model Ak String(1~ | body wEMY, HREE L.
256)
location o1k String(1~ | body R
1024)
protocolTyp | wJifs | String(L~ | body | BEA&AEFIHIBAA, 4T LRFOBY
e 256) WM. CoAP, huaweiM2M, Z-
Wave, ONVIF, WPS, Hue, WiFi,
J808, Gateway, ZigBee, LWM2M,
deviceConfi | mJik DeviceCo | body HAEEES, BEAS R
g nfigDTO DeviceConfigDTO Z5#1%
region Gl String(1~ | body WA IXIE B
256)
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I

R &N

¥ Weik/m] | KE NE i3
1%
organizatio | W]k String(1~ | body WA T B ZE B
n 256)
timezone Ak String(1~ | body WA PTAER IXAE R, A FHI X 4WhY,
256) A I DT R B X i Ay
Asia/Beijing.
imsi Cipsd String(1- | body NB-10T £&3iff] IMSI.
64)
DeviceConfigDTO 45 ¥4 i3 B -
g WIR/ATE | FERER ik
dataConfig Al %k DataConfigD | #{Eic B= 85, EfAZs 0
TO DataConfigDTO £5#414
DataConfigDTO £5 #4445 8 «
¥ DSviAle] i FERER ik
dataAgingTime | A]i% Integer Bz, BUATERE . 0-90,
fii: Ko

Status Code: 204 No Content

Method: PUT

request:

https://server:port/iocm/app/dm/v1.4.0/devices/{deviceld}?appld={appld}

Body:

Mpame: MR
"endUser"; "*xx*E"
"mute": ekt

"deviceConfig": {
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"dataConfig": {
"dataAgingTime": 30

M) Rz 7= 51

response:

Status Code: 204 No Content

Hetp 4% | $8iR10 | itk 5
SH
401 100002 Invalid access EEIR Y token (£ 8.,
token. IEBAEI: R R OISR R
accessToken #& 75 H %o
400 100022 The input is ENSHTER
invalid. WEFRREL AR TR R g
A
403 100203 | The applicationis | #Z N FHATELE
not existed. Y
1. 1R A HTTP iRk 38471 (1 appld
N H R
2. EREIEREESE Cur) AR appld
AR
500 100203 | The applicationis | 2N FATELE
not existed. R
1. 1ERE HTTP & Rk h 44 1 appld
REAT R
2. WK EIE R R CurD AL appld
M H R,
403 100217 | The application IMEER EE®
hasn't b e - TR
Sthorised SRR ARSI, A
SRSEP appld =
404 100403 The device is not AL
existed. AEFREEL: 10T 1 5 K3k 2 deviceld X 37
FI% 4%, IR deviceld & 5H %o
404 100418 | The deviceDatais | % 41Z EALELE
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Http X | $5iRAD RSP L
7Hg
not existed. AT Y .
1. i RSHP R deviceld 5% . 15
N1Z deviceld #2753 J& T-1% appld B+
deviceld & 554 .
2. Header H#&47 1 appld %, 15HHIINZ
appld T &5 iZ deviceld.
3. I URL H #5747 T Rl E S % appld, 1
K75 1% appld &5 A .
2.2.6 MFREZEX
HAAS
B =7 N R I IR BLE WA R AR BUE W 4.
FEOThEE
SCREER =07 N AN bR EE RS A N AR BN A, SCRFMNBR A B FH AR 46 RN 952 T AL
PR ) & B FH A 3 7% o
TEICR
FEORRA IoT &k iR
1.4.0 V100R001C52 o iERHiHEARTE
o HESAD 100203 ) Http RS HI 200 #75>H
403 #1500
o HESAD 100217 1) Hittp RS H 200 F iy
403
o FERAY 100403 [ Hitp RASAS H1 200 B 2y
404
o Ai56D 100418 1) Hitp JRZSHS H 200 B Eh
404
o MIFREYIRES 100023, 100428, 100431,
100432 #1 102203
1.1.0 V100R001C30 o JHIBRES RIS 101001
o CHMEEEIRAL 100002, 100217 F11 100431
1.1.0 V100R001C10 Frigher
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EEEM

LR YS!

Header:

"app_key *khkhkixn

"Authorization:Bearer *****=*"

Content-Type:application/json;

EORR
B3R F5E DELETE
153Ktk https://server:port/iocm/app/dm/v1.4.0/devices/{deviceld}?appld={app
Id}&cascade={cascade}
R HTTPS
BEKREH
¥ WIE/A | KR | LE | ik
1%k
deviceld | 1% String | path | &% ID, A FME—piR— D&, EEME
FIFEH 10T “FE Rk
appld Ali% String | query | ZE=J7 AR SRR, HTHE—FRIH—
N o FF R A I AR R AN S
KA 10T *F & HIFFB APL. appid £ loT T
S 1) SP Portal @GN N 3R1F . IHALIHS
BERUN 1) appid.
cascade | W[ ik Boolea | query | {04 MR T IE EIER AN AR
n o true, ZUEMRR. EDMRRELE B RUE T
FOE[=RCA &
o false, MIBREZERA, (HEAMILTHIHE
HIERS, IPHEEERENBIETNE
WA R
DI VES2)
Status Code: 204 No Content
=0 ]

Method: DELETE
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M) Rz 7~ 151

H1xhg

request:

https://server:port/iocm/app/dm/v1.4.0/devices/{deviceld}?appld={appld}&cascade={cascad

e}
Header:
app_key *kkkkk

Authorization:Bearer ******

response:

Status Code: 204 No Content

Hetp 4% | @iRE | stk 5
S
401 100002 Invalid access £E5 1 token 5 5. .
ken. NV s .
foken RRERRI. KRR R PTG
accessToken #& 75 H %o
403 100203 The application is | 2N HATELE
not existed. Y
1. 1ERE HTTP & R k4 Hh 4547 1) appld
N H R,
2. iR AE SRR CurD RN appld
REHR.
500 100203 The application is | 2 I ATELE
not existed. KR 1
1. WA HTTP iR k4571 appld
M H R,
2. WHREE SRR Curl) AN appld
REAR
403 100217 The application N R AR AL
nasnt been R AR, A
RSP appld =
404 100403 The device is not BB ATELE
existed. AEFREEIL: 10T “F & AR F deviceld Xf B
%, ERE deviceld /&A%
404 100418 The deviceData is | % &2 EATELE
not existed. I E Y
1. ERZEP ) deviceld FiixR. iF
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Hitp %X | $HIRAS AR A iFA
T

N % deviceld & 75 J& T-1% appld 54
# deviceld &5 55

2. Header #1571 appld %, iEHIIA
% appld T 215 F 1% deviceld.

3. Wk URL Hifay 7 wliE 24k appld,
1% appld & 15 A 1%

2.2.7 BN FHEUEIRTS

A=
S5 =5 N b O B 8 e 1 LR loT “F & FE0E .
FEOThee
SR =T NI R A ID WA TR IRES, SCRRFE WA N A 1% & AR T AR A
HE R AP
TEICR
EORA IoT F&MRA & AR
1.1.0 V100R001C52 o iEsRHbHlAS T
o RS 100203Http ARAHS HH 200 #7534 403
5 500
o RS 100217Http RAHS HH 200 Bk 403
o HRAY 100403Http RS B 200 B 404
1.1.0 V100R001C30 o HiiER 2% appld
o MR [A 2% deviceld
o HTIEEESAED 100002 1 100217
1.1.0 V100R001C10 i O
AEEI
e S35 B
Header:

"app_key *khkhkkxn

"Authorization:Bearer ******"
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Content-Type:application/json;

EORE
BRGE GET
Bk e https://server:port/iocm/app/reg/v1.1.0/deviceCredentials/{deviceld}?a
ppld={appld}
RN HTTPS
BHKREBH
¥ WiE/A | HKE VA= faik
Svi
appld | mlik | String | query | SEUiRIAIIEGRERL bR
—ARH . IR FE AT AR R E
WA R SR 10T ~F & FIFF A AP,
appid 7F 10T “F- & 1 SP Portal - @1 5
ERTG . MLALIAE SN ) appid.
deviceld | %% String path W 1D, ATME—FRR— &%, fEF
& &S 10T “F & 2Bl 3k 1S
M 2 £ 41
Status Code: 200 OK
¥ it ik
deviceld String(256) W 1D, HTHE— iR — %,
activated boolean S N & SR US LBV Al REE i G T
PRSI
o true: LG
o false: ARIIF
name String(256) B4R o
HKR B
Method: GET
request:

https://server:port/iocm/app/reg/v1.1.0/ deviceCredentials /{deviceld}
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Header:
"app key *khkkkiik
"Authorization:Bearer *****=*"

Content-Type:application/json;

M) /2 7= 451
response:
Status Code: 200 OK
Content-Type: application/json
Body:
{
"deviceld":; "EEFFIIEN
"activated":; "HEFREAR
name": ""FrRRRRRN
¥
Eix g
Http RK75HS | $HIR6S B ik A
401 100002 Invalid access token. | 4% token £ B .
MBI TR AR LR
BT HE A 1) accessToken &
AR
403 100203 The application is RN AL
not existed. b E Y
1. 5K HTTP iRk ki
P appld & 5 1%,
2. R EIEREE (urD
NI appld &5 A %
500 100203 The application is RN HANELE .
not existed. b E Y
1. B HTTP ik ki
P appld & 5 1%,
2. WEREIEREE (urD
NI appld =75 A %
403 100217 The application NP AR IR
hasn't been Ry, 2 747 4
aUthorized. ALEE?\_LX ‘ZHEIFFEL%&*X %
5 EIAE RS HT R
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Http K785 | $EIRES R EIA iR

appld N7

404 100403 The device is not BB ATELE
existed. WAL 10T £ AL E

deviceld X W i &, TE TS
75 deviceld & 5H 1%,

2.3 k= AbIE

= M EN it E A BB O X C N 0T P& & T it EE3E .
2.3.1 S @t ={E5S

BMAAHS
FE N AT U DA 10T FemittEf @ik s, SMtERS TREFTS
TIRe.
EOIheE
SCHREEE =T X W A QR EAT 55 . SCRFZR AR FH A T AR 1 e B B e
1145,
THEICR
EORRA IoT £ &hA - AR
1.1.0 V100R001C52 o NG RBH tags
o taskType %3 i HU{H DeviceCmd (L& T
R 2AE5%)
 param £5FFEIG INZ 4L callbackUrl 1
maxRetransmit
o HrBAEEIRAD 100203, 101016 F1 101017
1.1.0 V100R001C30 HrhE
AEEIN
o k5 S
Header:

"app_key *khkkkxn
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EORE

BEREH

"Authorization:Bearer *****=*"

Content-Type:application/json;

BERFEE POST
15K bk https://server:port/iocm/app/batchtask/v1.1.0/tasks
AN HTTPS
S ik | HE g | R
Ak
appld | 24i%k | String(6 | body | =7 R E AR, AT HE—FRIR— AN
4) FH o TF R 2R PR AN B SR
Fi 10T “F- & HIFFi APl appid 7E loT &1
SP Portal _F- &8 FH I 3R 75 .
timeout | 243% | Integer | body | R AEIETK:, BALIFP, SN 10 3 2880,
taskNa | @43 | String | body | (ES4HK, BOKKEE 256 T4
me
taskTy | @4k | String body | {£452%%, DeviceReg/DeviceCmd.
pe
param | #4i% | ObjectN | body | (EZ5VE40S%, R4 taskType /145 KA AN
ode W RIAFEIZEI S, BARS I param 240,
tags Ak | List<Ta | body | #x28%1%, 152 W TagDTO2 4544 1i ] .
gDTO2
>

param 34514

o taskType Z¥HU{H DeviceReg (HtEJF:M (LS ), param S%:

2Y whik/m] | HKE NE |k
%
fileld ik String body | ST bARI R B SCAE 1D

o taskType Z¥HUH DeviceCmd (L& K &A% ), param S3(:

i%

QAT

il

-
7

pay
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S WK/ | KB VA=) ik
1k
type whidk String body Ly &R, BUETEH:
DeviceList/DeviceType/DeviceArea/Group
List/Broadcast.
deviceLi | Ak List<Strin | body deviceld %13, X4y 424K DeviceList
st 9> i, FEEEHE.
deviceTy | AJ ik String body WERA, Mar42AY0N DeviceType i}
pe WEHE, HAHEMN Y5 profile H 2 X1
— 3.
manufact | AJik String body J 7 ID, H1n A28 DeviceType B
urerld IS, HAHEMN Y5 profile HE X —
.
model Al %k String body WS, a4 JAY0N DeviceType i}
IS, HAY RN 45 profile g LK —
.
deviceLo | AJ ik String body WHERALE, M2 RAN DeviceArea )
cation EFIHE
groupLis | Ak List<Strin | body | &4 FHIER, “indHRiN
t 9> GroupList i 75 BHAE
comman | ik Command | body 4, TH CommandDTOV2 &5 KAkt
d DTOV2 &5 K X
callback | AJi% String body | dr #4745 R0 [ml AL
Url
maxRetr | A] ik Integer(0~ | body A TR KEAA RS, PUETEH: -
ansmit 3) 3,
CommandDTOV?2 454435 B -
S WHiE/A] | HKE g iR
SV
serviceld | Wik String(1- | body AR RS ID, 5 profile HiE X
64) ] serviceld {45 —%k.
method | hi%k String(1- | body | k55 N EARKdr L 4FR, E5 profile
128) & SUIr 2 2 PR — 3
paras AT ik ObjectNo | body A28, jsonString /%3, json &
de

B (key) MRS profile HLE SCar 4 K]
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Mo B &

BRI

M) ]z 7~ 451

TagDTO2 &5 F A 15l :

¥ Wk/Ar | KE fLE | @k
1t
tagName | @bk String(1- | body PR FR
128)
tagValue | ik String(1- | body | FRZAH.
1024)

Status Code: 200 OK

2 il iR
tasklD String HLEATSH 1D,

Method: POST

request:
https://server:port/iocm/app/batchtask/v1.1.0/tasks
Content-Type:application/json

Body:

{

"appld" ; MrEERRR

"timeout" : 1000,

"taskName" ; "xxxxxxtt

"taskType" : "DeviceReg",

"param" : {
"fileld" ; MrExARA
}

}

response:

Status Code: 200 OK
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Content-Type: application/json

Body:
{
"task|D"; " xExFAR
}
fBIRAg
Hitp %X | #HixHS SEIRTEIR i EA
PO
401 100002 Invalid access token. HER ) token 18 5.
ACFREEV: TR AT O SR A BT
7 accessToken & 75 A 1%
200 105001 The batchTask count has | R5ERFMESER T2T 10 4
reached the limit. W, 3R [T 5% 35 B K PR
200 105002 The batchTask name has | {44 O fE7E
exist IR ERES LK
400 100007 Bad request message. AR iERIE B
MW TESHE GRS H0
o AL IE SR A 2 A R
200 100203 The application is not N AIELE
existed. AR
1. iR HTTP R Sk R #5717
i) appld &5 H 1%
2. WREIERKAE (urD) FfEAN
i) appld &5 H 1%
500 101016 Get iotws address failed. SREY iotws Hihk 2
AFREW: 10T “F & N AR,
WHELR 10T “FE4E N RAREE.
500 101017 Get newCallbackUrl from | M oss $RECHT i (8138 Hi k2 g
0ss failed. WEREEL: 10T 4 1 MR,
WHELR 10T 49 N LR,

232 BHENMESER

HAHR

S5 =77 B ATAT DL A D A WS ML EAE S HIE R, RS ADIRAS AR .
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EOThEE

FEIEK

EEEIM

ZORE

EREH

SRR =TT A AWML RARSHMER, SR E AN AR AR A H e N A €Y

L EATSE R
EORA IoT FF&RRA T E AR
1.1.0 V100R001C52 o HNIE R ZEY select
o I finme N Z%L tags
o A% 100203Http ARZD HH 200 B Xk 400
o HIBRET RS 100217
o HTHMATIRD 100002
1.1.0 V100R001C30 B0
i L E B
Header:

"app key *kKkikx

"Authorization:Bearer ******"

Content-Type:application/json;

BRI GET
15K ik https://server:port/iocm/app/batchtask/v1.1.0/tasks/{taskld}?appld={ap
pld}&select={select}
RHY HTTPS
S Wik/A] | EKE i |k
ix b=
appld Ak String quer | 5 =77 N FHI S dril, T HE—FRIR
y —ARH . TR FE I AR IR E

RS R SR A 10T “F & I AP
appid 7£ 10T “F 5 1) SP Portal -] 5 H
IERAS . AN S $AUN FH 1) appid.
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g W%/ ] fir | &k
i% =1
select CIpH String quer | #575E A IERYIR [EME, FTHUE: tag.
y
taskld Wik String 3uer HEATLS ID, GIEMETS GRS
M B2 238
Status Code: 200 OK
Y e 3id) ik
taskld String fitE4T55 1D
taskName String LA SR
appld String HEALSFTIHJE R appld.
operator String IR ZHEEAT S5 R 5
taskFrom String fLEAT S IR
* Portal: @il SP Portal fil%£ .
* Northbound: k1A API £ H8IZE
taskType String MEAEF I, BUE VL -
DeviceReg/DeviceCmd/DevicelLocation.
status String MEALFHIRE, BUATEH:
Pending/Running/Complete/Timeout.
startTime String fLEAT 55 B [a]
timeout Int HEEARSS IS I 8], A AD
progress Int MEALSS MR, . Tt JEf: 0-1000, [
T
totalCnt Int {155 B VERS S A0
successCnt | Int FRIN TS5 VEIEHL
failCnt Int SRR S5 VRIS 5L
timeoutCnt | Int I AR S5 PRI 2
expiredCnt | Int RPAT IR VR HL
completeCnt | Int FEHMES VIG5 S5 VRIS B= ) 55
TEIG B+ R AE 55 VRIS B+ AR S5 VRIS 2L

48




S e i) iR
successRate | Int (B4 MTh%e, . T4rLk, JEME: 0-1000, A X
%,
param ObjectNode | ANFEMEHF P BAASE, BAAS I param 2545
o
tags List<TagDTO | #tEATL5 MAr2E513, HAkS I TagDTO2 25414k
2>

param S 4514

o HLEFNEAAES, param Z5tl:

S¥ i) ik

fileld String HEEEMBCA I AR SRR ST 1D,

o JkE Tk 1ES, param 45tl:

S i) iR

commandType | String B A4 1257, DeviceList / DeviceType /
DeviceArea / GroupList / Broadcast.

deviceType String WA A,

manufacturerld | String J T 1D

model String WIS,

serviceld String AP IR AR .

method String R 1

maxRetransmit | Integer(0~3) WA N R REARE, JE: 0-3.

o HMEMBIREES, param 45if:
2 AKE iz:py
fileld String MR BOR & A B N AR S 1D,

TagDTO2 454 151 -

S e} R
tagName String(1- PR AR o
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1ER I

M) Rz 73~ 151

e % sk

128)

tagValue String(1- PRl .

1024)

Method: GET

request:
https://server:port/iocm/app/batchtask/v1.1.0/tasks/******?appld=>****=*
Header:

"app_key: Frrwk

"Authorization:Bearer ******"

Content-Type:application/json;

response:
Status Code: 200 OK
Content-Type: application/json
Body:

{

"taSk I d" Hkkkkhkiki

"taSkName" Mkkkkhkihix

"app|d" s Mokkokkkok kK

roperator" ; MRERHE ARk
"taskFrom'™ ; "R
“taskType" ; "tk
"Status! | MHRERRAARRN
"StartTime' ; "xxxxxxxRt
“"timeout" : 1000,
"progress" : 100,
“totalCnt" : 100,
"successCnt™ : 70,

"failCnt" : 10,
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Aixhy

"timeoutCnt" : 10,

"expiredCnt" : 10,

"completeCnt" : 100,

"successRate" : 70,

"param" : {
"fileld" ; MxExEARY
}
}
Http X | 351xH5 Fixfmid iR
S
404 105005 The batchTask is not | (T4 FAELE .
existed. WL AT R o
taskld /& 5 H 1%,
401 100002 Invalid access token. FEIRIE) token 15 B,
AEPREL . VE A B L R P
H21%) accessToken & 754 157
400 100203 The application isnot | N FAATETE .
existed. R
1. TEI A HTTP iR kg ih 45717 1
appld 2 HA 1%
2. VER A RS Cur) FENE
appld &5 A 1%.

2.3.3 BAEFIFHFERER

A

=X
R

55 =75 N H AT DU Y82 O Bt B 55 MBS PR B, IR VRS RIS

AN

SCREER =07 B B RHEEAR 55 P MES IVERR S R, SCRE B A R I A T AR 1
HeNHegrttEESER .
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FEIER

#ORR

EEEIM

EREH

EOMA IoT F&RRA LE LA

110 V100R001C52 o WEZHL output BNt EAE ok AL B AE
o 5% 100203Http R AL HI 200 744 403

55500

o ERAY 10021 7Http RASHD 1 200 H Ay 403
o HrigIRAY 100002

1.1.0 V100R001C30 g

BRI GET

TESK ik https://server:port/iocm/app/batchtask/v1.1.0/taskDetails?appld={appld

geSize}

}&taskld={taskld}&status={status}&index={index}&deviceld={devic
eld}&commandld={commandld}&pageNo={pageNo}&pageSize={pa

fERTIYL HTTP/HTTPS

oot ka5 B

Header:

"app key: Fokkdkk
"Authorization:Bearer *****x"

Content-Type:application/json;

SH | wik/Ar | EE {ir
i% =

ik

appld | mJik String | quer

FE=JTN SRR, T AR IR AR
H o JFR AT 2R TR R AR 2 W8S 1 SR 1
loT “F-& IJF APL. appid 7E loT & ) SP
Portal F O R I 3R 45 . EALIE S $2AUS I )
appid.

taskld | ik String quer

HEEAESS Y 1D,
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S | kA | KB fir | @k
i% =
status | AJiE String | quer | {EZ TETEIRE,
y Pending/Success/Fail/Timeout.
index | AJik Integer | quer | Hk&EATS SO AR JUAT AL S5, Bl EF T
y I -
nodeld | % String | quer | %4% nodeld, ZE it E TS INE .
y
device | Tk String | quer | 4% Id, iR A AESIEH .
Id y
comm | m[ik String | quer | #y4 Id, LR ASAESIEH .
andld y
pageN | TJ ik Integer | quer | 43 TIET iS4,
0 Yoo onsnt, snaiai
o (EHANRKTET 0 BHES, HIiEi#.
o fH N O &R T,
pageSi | mlik Integer | quer | 7 TI AW SEL, HUERTSET L 3E, 68
ze y 18: 1.

M 2 £ 41

Status Code: 200 OK

¥ it e

pageNo Integer R EHSH .
o fHNTR, THHNEAT T
o [HNKTEET 0 MHHuS, 4y A,
o fHN O EMEE—TT.

pageSize Integer HIUERSE, BEKTET 1Y, vy
fH: 1.

totalCount Integer BB TS B

taskDetails List<QueryTaskDet | {F&-i£1EE B AR, Bk )

ailDTOCIoud2NA> | QueryTaskDetailDTOCIoud2NA &1

QueryTaskDetailDTOCIoud2NA 45 #4415 1 «

2 il i
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S it iR

status String (RS TFEIEIRA, BUETEH:
Pending/WaitResult/Success/Fail/Timeout.

output String MEFEM RS HE N RS et EE L&
£ B WG R

error String 5 RS IR R, #5008 {\"error_code\":
\"xxEx\" \error_desc\" i\ EEY

param ObjectNode ANFEMES R BEAR S, BARS I param £
EER

param ZH 451415 ] :

o HLEFMEAAIES, param A:

S i) iR

index String LEAT 55 SO B2 TUAT A5 -

nodeld String WA TIME—AR N

o JkE T Akmi{ES, param A:

S il iR
deviceld String “% 1d.
commandld String R4 1d.

o tEBHBELEES, param A:

g it R
deviceld String W& Id,
index String EALSS SR T UTHMES -
15 KRl
Method: GET
request:

https://server:port/iocm/app/batchtask/v1.1.0/taskDetails?appld=********&taskld=******&
status=******&pageNo=******&pageSize=******
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M) Rz 7~ 151

Header:
"app key *khkkkiik
"Authorization:Bearer *****=*"

Content-Type:application/json;

response:

Status Code: 200 OK
Content-Type: application/json
Body:

{

"totalCount™: 2,

"pageNo": 0,

"pageSize": 1,

"taskDetails": [

{

"status”: "WaitResult",
"output": "{\"requestld\":\"*****\" \"commandResult\":null}",
"error": null,

"param": {

"deviceld"; ARk

"command|d"; "xEFxExE

"status": "WaitResult",

"output™: "{\"requestld\":\"******\" \"commandResult\":null}",
"error": null,

"param": {

"deviceld"; "FEFFEE"

"command|d"; "ExExExEN

}
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fExhg
Http K FiRhD PP 1 EA
S
404 105005 The batchTask is not | {£45 ANTEALE .
existed. W R AR R
taskld /& 75 %o
401 100002 Invalid access token. | 8% token 15 &..
PR TE R B K T T
H5 ) accessToken /& 75 A 1%
500 100203 The application is AU FIANIEAE
not existed. K 14 s
1. TEKEA HTTP iR Sk b 4555 (1)
appld /2 5H %
2. WREIEREEE (urD) LA
appld & 5H 1%
403 100203 The application is RN FAANTFAE
not existed. Kb
1. IBERA HTTP iR kI b4 w5 (1)
appld 2 5H %
2. WREIEREE (urD) LA/
appld 2 5H %
403 100217 The application IV ER 528
hasn't been v o - =
BN RS HP ) appld 7.
Parlax
2.4 MNEE

5 =7 NARGE BAR L 55 75 22, e MR A 26 PR ANENAE, 24380 a8 BRI AL B0 2E 2

Pra, fil A RLRIRATE .

2.4.1 gEMM

HAHR

55 =75 N F AT DU B2 1 BRI, 2249 a2 KU € i & 26 )R 10T P& 2 itk

GEIVAEES (o
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EOThEE

FEIER

EEEIM

EORE

EREH

SRR =TT N QIR AT 10T 76 RIHL 51 3 RE 1

EEOMA IoT E&hRA T E AR
1.2.0 V100R001C52 AR SERAL
1.1.0 V100R001C30 RS HRAL
1.1.0 V100R001C10 Wi R

o S5 B

Header:

' 'ap p_key *khkrkixn

"Authorization:Bearer ******"

Content-Type:application/json;

ERGE POST
1Bk ik https://server:port/iocm/app/rule/v1.2.0/rules?appld={appld}
B 17 HTTPS

RuleDTO1.2 £5 )44 ki B -

sH |wgE | XA B |
ATk
ruleld | W% | String(12 | body | BERISEHIN D, L/EMUINEHATH, 6
8) R RBUS
appKey | Ay | String | body | appld, H=J7RIAMIE IR, T

PRAR—ANRH . FF R ADE I Zhs SRR E
WA S SR 10T ~F 4 BIFF R AP

appid 7€ 10T “F- &) SP Portal _F- i1l & 5 FH i}
HH.
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S ik | KB E ik
AliE

name Wik | String body | U AFK.

descripti | Tk String(51 | body H R,

on 2)

author | whik | String body | @il gk HLMIKI A ¥ 1D

conditio | wJik List<Jso | body %513, 5 groupExpress —ik— 18, A

ns n> A2}, Condition-DeviceData %4 #4)17,
Condition-DeviceGroupData 4514,
Condition-DeviceTypeData £ #4)14,
Condition-DailyTimer £5#J4&, Condition-
CycleTimer £&#4{&F1 Condition- NoDetected
2 LN

logic Al ik String body Z A AL R, CFF and il oor,
BRI N and.

timeRan | mJ ik TimeRan | body RN B, HAkZ WL TimeRange

ge ge SERAE

actions | 5EMflz | List<Jso | body | i KLU pRAAT R BN1E, BAkZ W, Action-

Sk | N> DeviceCMD k)44, Action-SMS 45 K44,

Action-email £5141&, Action-Delay 454
&, Action-Rule Z5#J{£&, Action-
DeviceAlarm %5 #) & fl Action-El_CMD %544
{¢0

matchN | mJi& | String body | R LRIflR, RIS RPEAT RN 2%

ow FERIWT, AR E R RATEIE
o yes: FROLRIfAR
® NO: %%%Kﬁiji

status Alik String body | BEIFPRAS, BRI “active” IR
* active fRRBIFIRA
e inactive {RFR RIS

groupEx | mli% GroupEx | body Rz %R, HAkS N GroupExpress

press press SERIPR, 5 conidtions —i%— 41K,

timezon | \Jik String body X 1D,

eIb o %S, (I UTC A
o EANAS, YA AT [H]

triggerS | mlik List<Jso | body fib R IEF 2, R 5 GroupExpress B i)t

ources n> T2 %N, HulH DEVICE ZKRALAN

TIMER 264, HA&Z: W, TriggerSource-
Device 45441 TriggerSource-Timer 4544
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S ik | KB NE ik
Al
14'(0
executor | Ak String body FUNHAT 44, 24 action T condition HL1h]
IV AL [F] — AN 5 R T, HUE RS ID
REMRPAT) 5 FUHGEE “cloud”
(REZIWPAT) -
transDat | w1k ObjectN | body FEATETONEE, RIORAF -
a ode
refreshl | wrik | Boolean | body | @il g #2542 ruleld AREATHRIR,
d BRI true,
checkN | mik Boolean | body IEEHN IS AT Action A AE N bR
ullActio W, BRIAA true.
n
priority | W[k String body e, PR B,
tags nfig | List<Tag | body | #2853, BAkZ I TagDTO2 4ifafd.
DTO2>
rulePreP | m] ik List<Rul | body U AR ER 2%, ASTF A AL B2 2% A A )
rocessor ePreProc AT, HAKS W RulePreProcessorDTO 4
S essorDT AL
0>
TimeRange 45 #4415 B -
S Wi/ | EKE LE iR
Al
startTime | 3% String body JFEEETE], #2008 “HH:mm” .
endTime | ik String body SN, A8 “HH:mm” , JTHAIHE]
e ] — 2, MRAC 2 2R,
daysOfW | ]t | String body | Bz, LUES5E. LREKHEH, 248
eek e —, DAHE, week B 3£ FE 5ITA
I TE) G RE — 2 BRI R
GroupExpress 4t 4 41t B :
S Wik/A] | KE & ik
1k
operator | mi% Enum | body PAERTF and/or, ERIA N and.
groupEl | w43k List<G | body BAMNEERERFRT R TR, BAAS I
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S WK/ | KB L& iR
1
ements roupEl GroupElement £ ¥4 4 .
ement>
GroupElement %5 ¥4 {45t B «
S WIE/A] | KB & iR
1k
operator | TJik Enum | body BAEST and/or, ERIAH and.
elements | Ak List<Js | body WERIARIZHE R IGER, — element £
on> — condition, H & X £ 14 conditions.
TagDTO2 5 F A i3l «
S Wife/m] | KE E iR
§vi
tagName | 41k String(1 | body P4 o
-128)
tagValue | 41k String(1 | body FRZAE -
-1024)
RulePreProcessorDTO 45 #4413 B :
S Wif/A] | KE E | R
pvi
process | Wik String body | HUIUTFRALEEAL, HUE A :
or “rulePreProcessorForDeviceTag” -
param | 2hik ObjectN | body | HRHE AL HEE B 5 BS54 o
ode

AL 27y “rulePreProcessorForDeviceTag” I, ObjectNode Z5 414 Ay

¥ WIiE/A] | KB E iR
1%k
tag Al TagDT | body | #2454,
03
nullTags | nJi%k List<Str | body PREHZR .
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S WIE/A] | KR & iR

1%

ing>

TagDTO3 )45 Fa 4 i B -
S Whik/ | KB L& R

Al ik
tagName | 14k String body PR
tagValue | ik String body FrRZAE
matchTy | % String body tagValue FIULEC /750, HUE A Any|Right.
pe

Condition-DeviceData %5 ¥ 443ii B :

S WIE/A] | R & AR
1%

type Wik String | body A% condition 257, BUE N
“DEVICE_DATA” .

id A ik String | body Xt condition FIgmS, TE— 20NV [l Py
—, NMEENHKRGHIHFS .

deviceln | ik Devicel | body WABHR I ENAS R, RIS B

fo nfo PRI N R IA e, BRI
Devicelnfo &5 1k

operator | ik String | body | ¥ ELERERIERT CH AT SCRERIERF
ﬁ: >! <9 >:9 <:9 = betWeenr
geo.circle.in,
geo.circle.out, HAARfEH AU o

value Al ik String | body Eei Rk A (5 between #8471 H
i, AE RN S ME A O A 2 5 R T
1 “20,30” £RKTHET 20 /T30, M
3% 50 FEAE 20 2 30 2 [l fi & HE)D .

transinf | wJi% Json body ANREFEHANEE.

0

duration | A] ik Integer | body KR HAT LB BF 1], Ao, BRIAN O
ANFERS

strategy | @ik Strateg | body | FlE S {FALERTERS, HARZ: L Strategy 544

y LENS
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Devicelnfo 45 f4 443 B -

B Wifk/A] | R & iR
bvi
deviceld | 23k String body &% 1D,
path whifk String | body PL“1” o BIRME BBRAT, Y10 s
iR, #8452 Serviceld/DataProperty,
W THEPIRAS N “DoorWindow/status”
Strategy &5 #4171 B -
S Wk/Ar | KE & ik
bvi
trigger | nlik String | body fil A, BRI pulse.
o pulse: AR LKA N MR, A
I E— R .
o reverse: b —IRELIEA LKA, AR
Hm s 2 SR & BRIAH pulses
evalidT | w/i% Integer | body HAFI RN, AN, FoRICEI AL K
ime (>=-1) BRI L AH R, LA eventTime JydEik.

Condition-DeviceGroupData £ 415 B :

¥ WiE/Al | B g | &k
%

type Wik String | body | ZfFfili&k condition 257, HUE N
“DEVICE_DATA GROUP” .

id Al ik String | body | %I condition 14w S, 7 — 2% TG [ P
—, MEENHRGHH .

deviceGr | @hi%k Device |body | Hix&EIERIEMEE, MW EAME S

oupInfo Groupln AR E A I RE N Al BikZ

fo W, DeviceGrouplnfo 45114 .

operator | A1k String | body | M LA ERAE AT B U HO#RAESRT (H
ﬁﬁi*#ﬁ‘]ﬁéﬁ;fﬁiﬁ >, < 2=, <=5 05,
between, geo.circle.in, geo.circle.out, H
PRAE 280 30D .

value Al ik String | body | FLECRIEAXKIAE (5 between HRAERFIR
A, AER R/ MEMRKEHE S /R

62




S WE/A] | 2B NE ik
1k
Fn “20,30” Fm K T4T 20 /T 30,
N 37 5 iR FEAE 20 31 30 2 [ fisk &
mp
transinfo | WJik Json body | AFETFEHEMIEL.
duration | W% Integer | body U PAT IERS B[R], BRI 20 BE, BRIAH
0 ANZERT,
strategy | A3k Strategy | body fic B 25 AL, HAR S I Strategy 45
Fa A o
DeviceGrouplnfo 45 #4445 8 «
S Wik/A] | HKE L& iR
1%
groupld | ik String body W44 1D,
path whifk String body DL “1” oy BIRME BEg1R, #B A E s

FER, 4% K Serviceld/DataProperty, 1

W THERAS N “DoorWindow/status” , J&
PSR Z AN, bl OBD FHE B ANEN:: &4
FERNEGREE, 2N @ DO 5 50 B o

Condition-DeviceTypeData 45 )} 9 :

¥ Wi/l | HKEY VA= iR
jvi

type Wik String | body | Z& itk condition 287, HU{E N
“DEVICE_DATA _TYPE” .

id ik String body X condition HIgw"s, TE— 2% H0 I Y [l P P
—, AMEENHRGHII T -

deviceTy | A% | DeviceT | body | 4LEAHCHRAYE Sl B, HURE R ik

pelnfo ypelnfo BB EA VR R B il Rz
I, DeviceTypelnfo 45444 .

operator | W41k String body s LR R A EE s R E R (H
B SCREERIERT A : >, <, >=, <=, =,
between, geo.circle.in, geo.circle.out, H
PRAE 2T o

value A% String body EEAERIA A (55 between #RAERTIX

HI, AE R o ME AR KAE T 5 B
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S WE/A] | 2B & R
1k
JHan “20,30” Fom K T55T 20 /T 30,
IS 3% L FEAE 20 31 30 2 1A fk % #K
mpy
transinfo | mJik Json body | AFREFGEMIES.
duration | ik Integer | body AT ZERS B[R], B Ao, BRI
0 ANZERT,
strategy | @bk Strategy | body fic B 25 AL, HAR S I Strategy 45
Fa A o
DeviceTypelnfo 45 #4445 B -
S Wik/A] | HKE & iR
1%
manufac | ik String body J T ID.
turerld
model Witk String body BRI,
deviceT | ik String body T =il
ype
protocol | 1Ak String body [
Type
path Witk String body PL “1” oy BIRME BEgR, F S E s
iR, #8454 Serviceld/DataProperty, 4
W THEIRAS N “DoorWindow/status” , J&
Sz A Hein OBD FRE WA @ &
FERAE, ZAN @t LU S50k
Condition-DailyTimer &4 #4445 B -
S WIE/AT | 2B & AR
1k
type Wik String | body | 5E fifili % condition 257, HUE A
“DAILY_TIMER” .
id GIpaA String | body | X} condition 145, FE— Z& ANV [l A o
—, NMEENHRFHNIFT -
time whidke String body fREPATI A A, AN “HH:IMM”
daysOf | mJik String body WAL, LLES M.
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¥ Wik A | B E R
jvid
Week
Condition-CycleTimer £ ¥4 B -
¥ Wi E] | KR & faik
yvir
type Wik String | body | Mk condition 28R, HUE A
“CYCLE_TIMER” .
id % String | body | X condition (45, 7E—ZHUIYEH A
Me—, NEENHRZAZN RS .
timeRan | %% timeRan | body PEE (R [A)YE ], A4 2 W, TimeRange 25
ge ge LIALENR
interval itk Integer | body JER, BTN g,

Condition- NoDetected £ 44 15 B :

S WHik/E] | HKE E ik
ii
type ik String | body | AKGMIZEAL, UL IXANKAETE T & AT
faill, RAFAE KA G S, T &
FHl app B fEfb Ak, ELankS 2] [e 5 G B
Befih & action. HUE A
“NO_DETECTED” .
id A ik String | body Xt condition FIgmS, TE— 20N [l Py
—, NEENHRGE NS .
descripti | @ik String | body SAEHE IR .
on
Action-DeviceCMD 45 #4415 B «
S WiE/AT | K LE | iR
1%
type Wik String body | ¥4 action 2587, HUE N
“DEVICE_CMD” .
id AT ik String body | X} action 145, 1E—2%KLIITE P A
—, NEENHRGHNH S .
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S WIE/A] | KB E | @k
1%
appKey Al ik String(6 | body | R H SEHI) key {H
4)
deviceld | ik String(6 | body | %% ID, XFTASEH condition 257!, %
4) FEAMNFRLIR:
DEVICE_DATA/DEVICE_DATA_GROUP/
DEVICE_DATA TYPE, fa¥FN%s,
NR%G FIREARR RS, WRAEGLS T
KRG HAM RS, 55
DAILY_TIMER/CYCLE_TIMER, R
N7
cmd Wik CMD body | s &A%, RAAZ N CMD Z5H14.
cmdVersi | @]k String body N R AT IIRAS
on
cmdMeta | Ak ObjectN | body TN RS,
Data ode
transinfo | A% Json body | AFEEFEEHMEHRER.
deviceCo | mJik List< body | &S FARTMIERSIER, 76
mmandAc DeviceC WAL VA RS T RS, ks
tionPrePro ommand i, DeviceCommandActionPreProcessor £ 14
Cessors ActionP ik
reProces °
sor>
CMD S F A i 1 -
S Wi/ A | KR I |k
1%
message | ik String(1 | body | f74 4=+,
Type 28)
message | AJ ik Json body | FEMAHIEENE,
Body
serviceld | 4% String(6 | body W& IR 1D,
4)

4 cmdVersion="V1.3.0"it}, OjbectNode(cmdMetaData)4 ¥4 {15 B -

% WA /AT

i%

xRE

e

Py
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g wik/Ar | KB | NGB | R
%
requestld | mJi%k String( | body | #f54-iFK ID.
64)
callbackU | mJik String( | body | fir & IRAA A AL, 2 ar REEA
rl 1024) I AT R, PAT TS, I, RIX,
ki) A =J7 N
expireTim | =] % Integer | body SEFRSE, RMEH.
e

DeviceCommandActionPreProcessor £ #4415 B ;

S WAik/Ar | KB | ULE iR
1%k
processor | WAk String | body WA TR AR, BEA:
“deviceCommandActionPreProcessorForDe
viceTag” -
param Wik ObJ;ject body FR A TIAL BRI YA X L2544
Node

ML R “deviceCommandActionPreProcessorForDeviceTag” i, ObjectNode 45

TR A
S kAl | EKB | E A
1%
tag Ak TagD | body PR G5 o
TO3
nullTags | Ak List<S | body PREEH R,
tring>
TagDTO3 &5 Fa A 5t 9 :
S WiE AT | HE E iR
SV
tagName | #%i% String | body &4
tagValue | 14k String | body PR
matchTy | A3k String | body tagValue [ULES 20, HUE N
pe Any|Right.
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Action-SMS £ F 4435 B -

S WHik/E] | KE L& P
1

type Wik String | body RIERESE action 257, HUH A
“SMS” R

id Al ik String | body XT action fI9w"5, E—ZFH G i
—, NMEENHRSEHNH -

msisdn Wik String | body FAG @ AL

content Al ik String | body AN (JE{E content AZSEE, 515
WA Ab 1Al N A% o

subject Tl %k String | body S LS

title Al ik String | body AR A .

accountld | ]k String | body K 1D,

Action-email £ #4435 B «
S Wif/A] | HKE L& mik
1%

type Dhifk String | body RIXMEAE action 287, HUE N
“EMAIL” .

id CIpG String | body X} action (45, 7E— ZRHE IS B Py i
—, MMEENHRSZHNH -

email ik String | body IS A bk

content Al % String | body HEE TN 2 (BB content B subject
RN, KRR AL RN A% .

subject ol ik String | body RIS A4 P =35 5,

title Al 3% String | body WA 1) 1) 42

accountld | Ak String | body K 1D

Action-Delay %5 k)44 15 B -
S WHIE/A] | KB NE R
1%
type itk String | body ZER 4 action 257, EUE AN
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S Wik /AT il & ik
%
“DELAY” .
id Al ik String | body XT action fI9w"5, 75— ZFH G P
—, NMEENHRGHZH S
time Wk Long body SEIRISA],  FALE )RR .
transinfo | wJifk JsonNo | body FAEHAE, FEATF N, REORAE .
de
Action-Rule Z5 1A 1568«
S WK/ | KE E A
1%
type Whide String | body fish A& KRN Fh AT action 2BHY, HUE N
“RULE” H T 7] DAhAT i 1 T3
o
id Al String | body XT action (P95, 1E—Z&F0NTE ] A R
—, NEENHRGEH S .
ruleld Witk String | body SEPAT R R HE 1D o
cmd Wik String | body X HAT B AE -
e EXECUTE: #$TahfE
e ACTIVE: Bu&EHim
e DEACTIVE: <3St
Action-DeviceAlarm 45 #4435 B :
S Whidke /AT i) & AR
SV
type Dk String | body | % action KA, HUEN
“DEVICE_ALARM” ,
id Al ik String | body X} action 14w, 7E— 25 RN Y 6] P e
—, NMEENHARFENHT -
name Wik String | body LEE L
status Witk String | body LR fault/recovery.
severity Dk String | body 25 5] warning/minor/major/critical .
descriptio | #Ji%& String | body LR
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S WIE/Al | KR & iR
1k
n
Action-El_CMD £5 #4415 1 »
S Whik/E] | KB L& R
§vi
type Wik String | body %4 EIG fir4 action 288!, BUHE N
“EI_CMD” .
id % String | body | X} action FJZ =, £ %A i FE A A
—, ARENHRGHNHT
subSyste | 2hi% String | body | BRIEMNTRABHK, HUEA:
m IVS/SNS/ICP Hriz —.
deviceld | mJik String | body il 5 PR % 2% Do
messageT | ik String | body | VHEKE, FEE EIG EHM T RS
ype URL X}5%
messageB | W4k Json body T BB Y B
ody
TriggerSource-Device 451444 15 B -
S WIE/A] | 2B E A
pvi
type Wi Enum | body | ##filkIESEA, HUfE N DEVICE.
deviceld | ik String body %% 1D,
serviceld | 41% String body k%5 1D,
TriggerSource-Timer 45 k445 B :
S Wik/A] | KE L& ik
1%k
type Witk Enum body WA R RS, BUEA TIMER.
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RT3
R StatusCode: 200 OK

M 25257 Content-Type: application/json I [A] Z5 44

B A ik
ruleld String KR4 1D

1H KR
Method: POST
Request:
https://server:port/iocm/app/rule/v1.2.0/rules
Header:
"app_Key: ****wkn
"Authorization:Bearer ******"
Content-Type:application/json;
Body:
{
"name": "rulel”,
"author": "wudashan",
"description": "this is a test rule 2015.12.23",
"status": "active",
"logic": "and",
"conditions™: [
{
"type": "DEVICE_DATA",
"devicelnfo": {
"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"path": "DoorWindow/status"
h
"operator™: "=",
"value": "OPEN",
"strategy” :{

“"trigger": "pulse",



"eValidTime": "-1"

}

}

1

"actions": [

{

"type": "DEVICE_CMD",
"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"emd"™: {

"serviceld": "DoorWindow",
"messageType": "MUTE",
"messageBody": {

"force™: "true"
}
}
}
]
}

B 1.3 RALIZMN Demo
Method: POST

Request:
https://server:port/iocm/app/rule/v1.2.0/rules
Header:

"app_key: FFxxxE

"Authorization:Bearer ****x**
Content-Type:application/json;

Body:

{

"name": "rulel",

"author": "wudashan",

"description": "this is a test rule 2015.12.23",
"status": "active",

"logic": "and",
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"conditions": [

{

"type": "DEVICE_DATA",

"devicelnfo": {

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",

"path": "DoorWindow/status"

2

"operator"; "=",
"value": "OPEN",
"strategy” :{
"trigger™: "pulse”,
"eValidTime": "-1"
}

}

1.

"actions™: [

{

"type": "DEVICE_CMD",

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"cmd": {

"serviceld": "DoorWindow",

"messageType": "MUTE",

"messageBody": {

“force": "true"

}

"cmdVersion": "V1.3.0"

}

]

}

RH &4 1.3 AR between Rk BN Demo
Method: POST

Request:
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https://server:port/iocm/app/rule/v1.2.0/rules
Header:

"app_key; FFFrEE

"Authorization:Bearer ******"
Content-Type:application/json;

Body:

{

"name": "rulel”,

"author": "wudashan",

"description”: "this is a test rule 2015.12.23",
"status": "active",

"logic": "and",

“conditions"; [

{

"type": "DEVICE_DATA",

"devicelnfo": {

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"path": "Temperature/temperature"

h

"operator": "between",

"value": "20,30",

"strategy™:{

"trigger":"pulse",

"eValidTime":"-1"

}

}

1

"actions": [

{

"type": "DEVICE_CMD",

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"cmd™: {

"serviceld": "DoorWindow",



"messageType™: "MUTE",
"messageBody": {

"force™: "true"

2

"cmdVersion™: "V1.3.0"
}

]

}

FB4r4 1.3 lRABIE geo.circle.infout FIERFN Demo

Method: POST

Request:
https://server:port/iocm/app/rule/v1.2.0/rules
Header:

"app_Key: ****wRn

"Authorization:Bearer ******"
Content-Type:application/json;

Body:

{

"name": "rulel”,

"author": "wudashan",

"description": "this is a test rule 2015.12.23",
"status": "active",

"logic": "and",

“conditions"; [

{

"type": "DEVICE_DATA",

"devicelnfo": {

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"path": ""Location/longitude,latitude"

h

"operator": "geo.circle.in”,

"value™: "114074792,22641851,100",
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M) Rz 7= 451

"strategy":{
"trigger™:"pulse”,
"eValidTime":"-1"

}

}

1,

"actions™: [

{

"type": "DEVICE_CMD",

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",

"emd™: {

"serviceld": "DoorWindow",
"messageType": "MUTE",
"messageBody": {
"force™: "true"

}

b

"cmdVersion™: "V1.3.0"

}

]

}

response:
Status Code: 200 OK
Content-Type: application/json
response:

Body:

{

"ruleld™: 6 dededededodede P

}
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Hixhg

Http K7 | 8BRS R EIA il
i
401 100002 Invalid access AR token {2 B,
token. SEFERE: TR HE IR o
511y accessToken /& 75 A i%.
401 101409 Authentication WA o
failure. SEFREEL: KA 1R R
#7417 appid.
200 100203 The application is N AIEALE
not existed. K
1. HRA HTTP 3K ka4
] appld &5 H 1%
2. WREIEREEE (urD) e
] appld & 75H 1%
200 101403 The rule is not HLMASAEALE
existed. IREEEL: TEOUREHIE, R
ERSH0H ruleld A%,
200 100217 The application 7 FH R A o
asnt been LA ARG,
TN RZSHP Y appld 7.
200 101402 The rule name FRI 44 FK L AELE -
already existed. | jhmmgpiv: s RO
2
500 100023 The data in A B S w
dataBase 15 WEAL: 10T P4 IR, i
KR 10T P& 49 N b
200 101404 The rule count of N TSR FIE, 40T
each app has PR 30.
reached the upper " e s
limit is 30 entries. | W, T35 M A FLAth o TR U i 4 29
e
400 100216 The application ERSBHAET.
mputisinvalid |y sy s RS REG
LR PSHRE G R,
500 101424 Internal server error | Gz £ ) &4 .

happened when
create rule.

AFRE: 10T 6 W EEHE, 1H
BE R 10T “FE 4 A R AbH,
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Http K7 | 8BRS B EIA il
5
200 101401 The rule input is BOSEMAANETE,
invalid. WFEBL B TR B HOR IR
BHEIERFPISEEETH IR,
400 101416 _Th_e act_ion of rule Action A EVE,
Is invalid. WL 2% Action £ Ktk
B WS A s SR P 1K) Action 2
Hoe A 1%
400 101418 Action id Action id & .
duplicated IN SaMe | yrmaisc, a1k 4
' Action ¥] ID ME—,
400 101425 Rule api parameter | 3O 8EANEVE.
Is invalid. WFEBL: Bk BRI
TR ERF IS HEEH R,
500 50204 Convert json to Frdmag U dh e
class failed. RhER R . VER AR LR SR P
json KRS HZHA R
400 101406 The condition of condition Z¥AE .
rule is invalid. AFEEN . 152 condition 4514
RS H IR A e s SR
condition ZHE B H iR,
400 101417 Condition id condition id & .
uplicated In SaMe | yipmatrist, WA BE LI sReh
' condition [#J ID ME—,
400 101420 The device of condition H #4571 deviceld T X M.
condition is not (V8 5 ANFAE
ist.
exis MO . RS condition F
deviceld f& 5 .
400 101421 The device of acition T HEH ] deviceld BTN [
action is notexist. | {4 &% NTELE .
AP . KT action HK)
deviceld f& 54 .
400 101422 The deviceData of | condition F 47 [¥] deviceld Jir ¥t M.
condition is not () V8 5 BUE A AEAE .
ist, not bind. NV, .
EXIS, not bl MR . RS condition HH
deviceld & A 1%,
400 101423 The deviceData of | action HF 41 ) deviceld FTXT [

action is not exist,
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Http K7 | 8BRS B EIA il
it
not bind. WA B AAEAE
AP TERLEY action K
deviceld &5 A 1% -
2.4.2 EHAN
A=
55 =77 L AT DA FH 42 015 S O B B e N 2
EOThEE
SCRESR =07 N SR RN Y 2
TEILFR
FEOMA IoT E &M A TE LA
1.2.0 V100R001C52 AR EATAL
1.1.0 VV100R001C30 BARSE AL
1.1.0 V100R001C10 ez
EREM
ST NS
Header:
"app_key *hkkhkkkiN
"Authorization:Bearer ******"
Content-Type:application/json;
EORE
ERGE PUT
1Bk ik https://server:port/iocm/app/rule/v1.2.0/rules?appld={appld}

(2 HTTPS




BEREH

el & 5 3

BRI

A QI ¥ RuleDTOL.2 £5 K 1436 A .

StatusCode: 200 OK

S il AR

ruleld String KR S2 451 id
Method: PUT
Request:

https://server:port/iocm/app/rule/v1.2.0/rules
Header:

"app key: FkKkFkKN

"Authorization:Bearer *****x"

Content-Type:application/json;

Body:

{
“ruleld":"rule1"
"name": "rulel"”,

"author": "wudashan",

"description”: "this is a test rule 2015.12.23",

"status": "active",

"logic": "and",

"conditions™: [

{

"type": "DEVICE_DATA",

"devicelnfo": {

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"path": "DoorWindow/status"

2

“operator": "=",
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"value™: "OPEN"

}

1

"actions™: [

{

"type": "DEVICE_CMD",

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"cmd™: {

"serviceld"; "DoorWindow",

"messageType": "MUTE",

"messageBody": {

"force™: "true"
¥
}
}
]
}

R4 1.3 RAEFMN Demo
Method: PUT

Request:
https://server:port/iocm/app/rule/v1.2.0/rules
Header:

"app_Key: ***Hwwn

"Authorization:Bearer ******"

Content-Type:application/json;

Body:

{
“ruleld":"rule1"
"name": "rulel",

"author": "wudashan",
"description": "this is a test rule 2015.12.23",
"status": "active",

"logic": "and",

81



M) Rz 7= 51

"conditions": [

{

"type": "DEVICE_DATA",
"devicelnfo": {

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"path": "DoorWindow/status"
2

"operator": "=",

"value": "OPEN"

}

1

"actions": [

{

"type": "DEVICE_CMD",
"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"ecmd™: {

"serviceld"; "DoorWindow",
"messageType": "MUTE",
"messageBody": {

"force™: "true"

}

2

"cmdVersion™: "V1.3.0"

}

]

}

response:

Status Code: 200 OK
Content-Type: application/json
Body:

{

"ruleld": MHEEEFFEEE
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Hixhg

Hitp K7 | $5IRHD SRR 5P
it
401 100002 Invalid access token. AR token (2 5., .
AbFRE: TR AR E SR T T
51y accessToken /& 75 A i%.
400 101419 Ruleld can not be null | ruleld A5 %S,
o empty When UPCRte | s mm iy, steaf ke LR o
' ruleld N7,
401 101409 Authentication failure. | %4 2,
AEFRE: TEREEER RS
#7417 appid.
200 100203 The application isnot | B FANTETE .
existed. AR
1. RS HTTP iRk ki 44
) appld &5 H 1%
2. WREIEREE (urD) e
i) appld &5 H 1%
200 101403 The rule is not existed. | FNIATELE
AFRE: TERIAEER T
ruleld &5 FH %
200 100217 The application hasn't | % FH R4 24,
been authorized. IEERERI: FARR IR, i
NGRS 1) appld A= .
200 101402 The rule name already | 0 & FR L AZAE -
existed. IRERER: R R
=i
500 100023 The data in dataBase IR R s
's abnormal. TG 10T T A HER, i
FXR 10T P& 49 N b
200 101404 The rule count of each | 3 FH FRIFENIEEHMEE IR, 487
app has reached the FFRK 30.
upper limit, the N .
entries. WY, 7 N o H At D FH D 5 P 2
YIS
400 100216 The application input | iHFRSEA S
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Http K7 | #51RHE HixtEik e
il
is invalid. AEEE: 1B ST RS HO R
B O R P S HE A 1%
500 101424 Internal server error A1) 3R] B
rrwjlp;pened when create QMR 10T & P 2k, 1%
' BER loT “FE4id N AbH .
200 101401 The rule input is BOSHMAANED:.
invalid. IE R RS EORTR
EEERFTISHEBH R,
400 101416 The action of rule is Action ZHA G5
invalid. WNEEL 5% Action S S
Bt IS & 4% 5 R ) Action 2
A GRS R
400 101418 Action id duplicated | Action id £ .
In same rule. WEFERE: HRE B AR
Action [¥] ID E—.
400 101425 Rule api parameter is | $ OS5 AA S,
invalid. IF R SRS BRIk
BEERTISHEBH R,
500 50204 anvertjson toclass | Zdasg i 2.
failed. UL R TR R
json EMBHUEHRH IR
400 101406 The condition of rule | condition Z¥( £k
is invalid. AFEEN . 152 condition 4514
RS E U R A b TG R
condition ZHE B H 1%,
400 101417 Condition id condition id & .
duplicated In same | yivamggiy. a4 O R b
' condition FJ ID ME—.
400 101420 The device of condition I #ER Y deviceld FTX ™
condition is not exist. | {4k & RIELE
AEFREW . ER AL condition F Y
deviceld &7 H i%.
400 101421 The device of action is | acition F 47 [ deviceld T M [

not exist.

B AL

REFREY . 5K EE action HHK)
deviceld f& 54 .
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Http K7 | #51RHE RSP oLl
5
400 101422 The deviceData of condition H ¥ ) deviceld Frxf B
condition is not exist, | 4 & KR AR IELE .
not bind.
AFR . iR E condition FRK)
deviceld /& 5 %
400 101423 The deviceData of action FP¥EA [ deviceld JIT X [
action is not exist, not | ¥y & HE AN ELE
bind.
REFREY . RS EE action HK)
deviceld & A 1%,
2.4.3 MB& AL
BMAAHS
B =7 N R AT DA A ez i B 6 g AR o
EOIheE
SCREEE =07 B HMBRTE % ruleld FIRE o
TEILER
EORRA IoT £ &hA - AR
1.2.0 V100R001C52 o IINiE RS appld
o JHERERIS 101408
o HrBAEERAD 100203, 100217
1.1.0 V100R001C30 o CHTHEIE R LS4 app_key, Authorization
o CHIMARIRIS 100002
1.1.0 V100R001C10 By o
AEED
i SR EDS

Header:

"app_key *khkkixn

"Authorization:Bearer *****=*"

Content-Type:application/json;
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#ORR

BERESH

M) R &3

R &N

M) Rz 7 51

BKRAE DELETE

1B K bk https://server:port/iocm/app/rule/v1.2.0/rules/{ruleld}?appld={appld}

RHY HTTPS

¥ Wi /AIIE | B VA1 faik

appld Ak String query | EE=J7 M SRR, T HE—FR
W—MRH . RS B ZAR IR
FRE AN R KA 10T 1 & I
API. appid 7E 10T “F-& 1) SP Portal _I-
BN I3RS . AL SE S R AN
i) appid.

app_key | @bk String header | MSAUH 44, S Q@ B BR [N
I A ido

Authoriza | ik String header | MAUEE, SIS DGR

tion 17 accessToken.

ruleld Witk String path HEH 1D,

StatusCode: 204 No Content

Method: DELETE

Request:

http://server:port/iocm/app/rule/v1.1.0/rules/{ruleld}

Header:

"app_key *khkkiixn

"Authorization:Bearer *****=*"

Content-Type:application/json;

Response:

Status Code: 204 No Content
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Hixhg

Http EiRAD AR fiA il
1
401 100002 Invalid access BRI token 15 5.
token. HEERERL: TR R o A
accessToken /& 754 % .
401 101409 Authentication Uy VeI
failure. BEERARI: AR R R
appid.
200 100203 The application is N AIEALE
not existed. K
1 iBRE HTTP &R kg R4 1)
appld /2 5H %
2. TR ATE RIS (urD AR
appld /2 5H %
200 101403 The rule is not U AAELE
existed. SEEREE: IR 0 ruleld
EH R
200 100217 The application IMEER it 52
pasnt been WAL EARSIAERA S, A
B RSEF ) appld N7
2.4.4 TN
BARNS =
55 =77 N AT AR A e D AR R E AR R
OIhgE
SCREEE =5 N FH AR L LA R
LEER
EOMA IoT F&RRA T E AR
1.2.0 V100R001C52 o hniE k24 appld, select
o HrIAEIRAD 100203, 100217
1.1.0 V100R001C30 G R Sk 2% app_key, Authorization
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FEEI

O R

BEKEH

EORRAK IoT & kA Rl ]
1.1.0 V100R001C10 B

o Ik s B

Header:

"app key: FkKkFkKN
"Authorization:Bearer ******"

Content-Type:application/json;

BEKRFE GET
15K ik https://server:port/iocm/app/rule/v1.2.0/rules?name={name}&author={
author}

RHtY HTTPS

¥ ik/ATE | KE NE ik

app_key | @ik String header SR 4, HE AN
3 [5] (1) S H id

Authoriza | ik String header BRAZ R, HEEIHH%AE

tion 5 1R [9] [ accessToken.

author Wi String query BRI R

name CIpvs String query T 24K o

appld GIpS String query FE=JTN SRR, H
FHE—AR iR — AN R
& AT AR R R E A
N RIAH 10T 7 & H i
APIl. appid 7 10T “F-& 11 SP
Portal bG8 FH IS 3R1S . 1k
SIS AN FH ) appid.

select A% String query T ﬁ‘hﬁﬁ’] [HI{E, ATHL
fH: t
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MRS
StatusCode: 200 OK
Rule %13, WEMASHE LEE G H RuleDTOL.2 Z5 MM

BRI
Method: GET
Request:
http://server:port/iocm/app/rule/v1.2.0/rules?name={name}&author={author}
Header:
"app_key: FxxHkx!
"Authorization:Bearer ******"
Content-Type:application/json;
M) Rz 7~ 151

response:
Status Code: 200 OK

Content-Type: application/json

Body:

{

"name"; ""rFFE",

"author':; MEEREE

"description": "this is a test rule 2015.12.23",
"type": "noType",

"status": "active",

"logic": "and",

“conditions"; [

{

"type": "DeviceData",

"id": 0,

"devicelnfo": {

"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"path": "DoorWindow/status"

b

"operator™; "=",



A%

i

"value™: "OPEN"

}

1

"actions": [

{

"type": "DeviceCMD",
"id": 0,

"appld": "pnS6yhwLszJ8kZF7HhuH7cOe0GQa",
"deviceld": "0285f8e6-f0f1-441a-bc27-30f02545658¢",
"cmd™: {

"serviceld": "DoorWindow",

"messageType": "MUTE",

"messageBody": {

"force": "true"
}
}
}
]
}
Http X3S | $Ei=G HiRitiA AR
e
401 100002 Invalid access token. | £%i%[1) token {2 E..
APRE: TE R L SR BT
HEH7 ) accessToken & 754 15
200 100217 The application hasn't | 5 F R4 324 .
beenauthorized. | gy, R AR,
THEINE RS HT K appld
200 100203 The application is not | & FAATELE .
existed. AR
1. ERA HTTP iR ki b4
(1) appld & 5 %
2. IEREE RS (ur) A
K appld & 5B i%.
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2.4.5 &AM 7S

AR

EOTEE

TELR

EEEIM

EORE

BEREH

55 =77 N AT DL B LB SO M BRPIRAS - ey R BATIRES .

SCHF S =7 BB SOR MRS -

EORA IoT FF&RRA T AR
1.2.0 V100R001C30 o SHriEKRkZ% appld, app_key.
Authorization.
o JHIBREE RIS 101406
o CHTHMARRES 100002, 100203, 100217,
101401
1.1.0 V100R001C10 PRz
i L E B
Header:

"app key *kKkikx

"Authorization:Bearer ******"

Content-Type:application/json;

ERFGE PUT

TE K e https://server:port/iocm/app/rule/v1.2.0/rules/{ruleld}/status/{status}?a
ppld={appld}

17 HTTPS

¥ WIE/AlE | B IE 723U
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Mo B & 3

RN

M) Rz 7~ 451

S Wik /AT | B = 3%
appld Al String | query BN S FRN, BT E— RN
—/ANNH . HFRE AT ZAR R E
WA N FH K1 10T *F & 1T AP,
appid 7£ 10T “F-& /) SP Portal |-G &
FART 34 . HRALSE S AN FH 1) appid.
app_key | Wik String | header | %sAUH 44, SN R [H] R
H ide
Authoriz | 4%k String | header | %$AUE R, HEERHHLEPEED)EIRE
ation accessToken.
ruleld Dhitk String | path KLU 1D
status Wit String | path B RS o
e active TS
* inactive F£R8 A BIE
StatusCode: 200 OK
Method: PUT
request:

https://server:port/iocm/app/rule/v1.2.0/rules/5a586¢92050ec6cfc8972al19/status/inactive

Header:

"app key:******"

"Authorization:Bearer ******"

"Content-Type:application/json”

Body:
{

HGtatUg!: AR

}

Response:

Status Code: 200 OK
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EIxE

Http EiRAD R EIA il
7S
401 100002 Invalid access token. | 4Ei5[¢] token 13 ..

ASFR N E R R T
e Ir) accessToken 42 754 15

401 101409 Authentication WAL ST

failure. BRI BB R RS
5 appid.

200 100203 The application is not | FZ4% [N FAATELE

existed. AR

1. HRA HTTP 3 R Sk 4 1)
appld & 5H 1%

2. WREIEREEE (urD) AL A1
appld A& 5H 1%

200 101403 The rule is not U AAELE
existed. R AR

ruleld /& 5H 1%,

200 100217 The application hasn't | 5 B R 4324 .

peenauthorized. | ymabin. FAEBITEERUASR,
AR 2 4o ) appld 7.

200 101401 The rule input is BOSEMANESE,

invalid. REFEERY: B R S H IR
BT R B MR AT IR

2.4.6 = IELHNARTS

AR
=77 AR RAE A B DR B SO RS, Wi . EZROSIRA.
¥OThee
SCRESS =77 N At B A8 SO U FRAR S
TEICR
O A IoT F&MA T EAA
1.2.0 V100R001C52 4G >k 24 appld
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EORRAK IoT & kA Rl ]
1.2.0 V100R001C30 B

EREI
i P SC R NS
Header:
"app_key *kkkkk
"Authorization:Bearer ******"
Content-Type:application/json;
EORR
BEKRFE PUT
1Bk ik https://server:port/iocm/app/rule/v1.2.0/rules/status?appld={appld}
Rty HTTPS
FEKRKESH
¥ Wik e id) NE iR
app_key | true String header SR 4, S G0N
IR [E] N id .
Authoriza | true String header BERER, HEHEEHSMNED
tion J& 1% [\ /) accessToken.
appld false String query FEOT AN SRR, T
ME—ARiR— MR TFRER
T I AR VR AR T RS N R
WH 10T ~F & KIITFI APIL.
appid 7£ 10T ~F- & ] SP Portal
LBV N N IR . AT
AL FH ) appid.
requests true List<RuleStatu | body R FIR, BiAES N
sUpdateReqD RuleStatusUpdateReqDTO 414
TO> ’TZISO

RuleStatusUpdateReqDTO 45 k4445 B -
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¥ WK e i) & iR
ruleld true String body Him 1d.
status true String body FETAE R NPIRES
e active RN
* inactive RN ARBE
M 2 £ 41
StatusCode: 200 OK
¥ e it faik
result RuleResultBodyDT | S & ATE5 R, AfAZ I RuleResultBodyDTO
O Y AL
responses List<RuleResponseB | /4% H IPATEE R, BAxS 0
odyDTO> RuleResponseBodyDTO £ #4914
RuleResultBodyDTO 44 #4441 B :
S it iR
result_code String SARPAT 85 RS, AT T “OK”
WA “Partial OK”
result_desc String RARPAT A RHE, 25 AT B
“Operation successful.” , #&NI°A “Operation
partial ok.”
RuleResponseBodyDTO £ #4441 ] «
¥ it iR
ruleld String L 1d.
response ExceptionMsg PATE R, RN A7, &N WS
=P ]
Method: PUT

request: https://server:port/iocm/app/rule/v1.2.0/rules/status
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Header:

"app key: FkkkkkN

"Authorization: Bearer ******"
"Content-Type: application/json"

Body:

{

"requests™: [

{

"ruleld": "5a586¢92050ec6cfc8972a19",
"status": "inactive"

}!

{

"ruleld"; "5a583812050ec69b8f9b69b5",

"status": "inactive"
}

{
"ruleld": "5a530e01050ec64a65d27b95",

"status": "inactive"

}
]
}
M) /82 7= 451
response:

Status Code: 200 OK

Content-Type: application/json
Body:

{

"result™: {

"result_code": "Partial OK",
"result_desc™: "Operation partial ok."
b

"responses”: [

{



"I’U|e|d"i (LB S ]}
"response”: null

"rU'Gld": Kk Kk Kk ke kIt
"response": null

2
{

"rU|e|d": Nk kkhKkkll

"response”: {
“"error_code": "101409",

"error_desc": "Authentication failure."

}
}
1
}
ST
Hitp %X | #HiRES AR A ol
SH
401 100002 Invalid access token. BRI token 15 2.
AR TR AR iR
T 4515 1) accessToken #& 1547
o
401 101409 Authentication failure. W SR
AR TERE AR R
S HEAT appid.
200 100203 The application is not N AIEALE

existed. AR

1. 3B HTTP 5K kIR 4
Wi H) appld 25 A %

2. EREIEREE (ur) HfE
A appld /2 54 1%

200 101403 The rule is not existed. HNATELE

AEEE: BRI DE R T
i ruleld J2& 75 A 1% .
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Hitp %X | #HixES AR fiA i FA

PO

200 100217 The application hasn't IV ER 2528

been authorized. BRI R IR

5, IeiAERSE 0 appld
y\j/‘ﬁ o

200 101401 The rule inputis invalid. | OS5 M AANETE,
WY TESHE GRS EO
WA 3 L SR S8
ﬁi%o

2.5 1] IFEE

IOT SF- 5 355 = 75 L P 45 50 HOAT B, 5T B 46 £
B =i

HEITHENFRES 2.6 HEMRBEORSMH.

2.5.1 1T IRF &SR

A=

EOTHEE

TEILR

55 =77 NI RT DL e 3T R B A B A, 4B Lk 5515 )
AR EE ) AT DR AR T A

AL =TT N .

55 =057 LT B A AR S, i Rl 5545 )

F o [RIA kit A 20 18] 30 43-4F,

A, THaiEEs

V74

ERAEARE (st

SR AR TN B S HEA L S =T N
55 =75 N 5 2EAE 30 0Bl R B BIHTT S B .

EOMRAK IoT £ &R i Rl
1.2.0 V100R001C30 paSiEo |
ey S35 B

Header:

"app_key *khkkixn

"Authorization:Bearer *****=*"
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#ORE

£l

Content-Type:application/json;

KA

POST

TEK it

https://server:port/iocm/app/sub/v1.2.0/subscribe

R

HTTPS

Wi/
Ak

i

&

ik

notifyTy
pe

"
Wik

String

body

AR, 55 =07 N AT AR A 2

RO B0 AT Ab B

1. deviceAdded CSHIHI# %)

2. devicelnfoChanged (%15 48 40)

3. deviceDataChanged (¥#%4E2s
1)

4. deviceDatasChanged (i&%#¥dEitE

D)

deviceDeleted CffH B4 %)

messageConfirm (/20

commandRsp (#4137 )

deviceEvent (¥4

serviceInfoChanged (k%15 BA%

1)

10.ruleEvent (ERIIZFHAE)

11.deviceModelAdded (RN &AL

12.deviceModelDeleted (I 4 15 4% A
A1)

© o N o v

callbacku
rl

String(1024
)

body

VT B A Rl kTR R 2R YY)
TEEE R
VR HTTPS {518 [B i Mkt [RIE
[ A bk 2 S [ R b e
4
https://XXX. XXX XXX.XXX:443/callbac
kurltest
T#RR

HTTP {2 A 5T A T A0,
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el &2 & 3

Status Code: 201 Created

FEKR B
Method: POST
request: https://server:port/iocm/app/sub/v1.1.0/subscribe
Header:
"app_key ; FrEEAA
"Authorization: Bearer ******"
Content-Type:application/json
Body:
{
"notifyType": "devicelnfoChanged",
"callbackurl™; "http://x****xxkxxk
¥
M) &z 7= 451
response:
Status Code: 201 Created
EixAg
Http K AR RS TS il
Shg
401 100002 Invalid access token. 2] token £ B,

ASFREN . R E R A AT
HEH7 1) accessToken 2 A 1% .

400 100222 The request callbackurl | [a] i3tk
s illegal. SATERE: SRR P
VIR A R
200 100203 The application is not BN FHANTAE
existed. AR

1. iHRA HTTP i R s 1
(1] appld #& 154 1%

2. TERATEREES (urD e
K appld & 5B i%.

500 101017 Get newCallbackUrl M 0ss SREHT ) [R1 8 kb 8
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Hitp X | $HIRH5 AR A i FA
7S
from oss failed. AFREWL: 10T “F & N R,
HEER loT “FE4ed N AbHE,
500 101016 Get iotws address FREL iotws Hhudik 2 .
failed. TR 10T -6 Py S,
THEER loT “FE4ed N b,

252 1] RFEEEBHIE

AR

EOThEE

TEILF

AEE

55 =75 N F AT LI P 2 T P e AR S, i A BAE BOR AEAR SR (i
FRCASTHZ ) I n] LIORE A2 B 45 I 45 20 = J7 A

#

=7 BT B s AR A A, R AR BE B OR AR AN T & SRR S =T M

H.
EORRA IoT FE&ERRA T AR
1.1.0 V100R001C52 ZH notifyType it i@ K2k Y
swUpgradeStateChangeNotify,
swUpgradeResultNotify,
fwUpgradeStateChangeNotify F/1
fwUpgradeResultNotify
1.1.0 V100R001C30 i
A S SCAENSE
Header:

"app key: BTl
"Authorization:Bearer ******"

Content-Type:application/json;
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#ORR

BERESH

M 2 £ 41

R &N

rl

ERTE POST

1R bk https://server:port/iodm/app/sub/v1.1.0/subscribe

17 HTTPS

¥ WHiE/Al | KB g |k

1%k

notify Ty | 43k String body GiPSIESTITN

pe 1. swUpgradeStateChangeNotify
2. swUpgradeResultNotify
3. fwUpgradeStateChangeNotify
4. fwUpgradeResultNotify

callbacku | ik String | body | 1T A EEHbE, R THRON RIS A

KITH
WA HTTPS (S 18 Bl bk, R R
Hiuhk A 23R 5 B R s R g o B
https:// XXX XXX XXX XX X:443/callbackur
Itest
L]

HTTP 4z A =T A TR,

Status Code: 200 OK

Method: POST

request: https://server:port/iodm/app/sub/v1.1.0/subscribe

Header:

"app_key *khkkkxn

"Authorization:Bearer******"

Content-Type:application/json

Body:
{

" notifyType": " sensorVersionUpgradeNotify",

102




"callbackurl": "http: [fx>****"

}
Mia) )82 7= 451
response:
Status Code: 200 OK
B
Http K% | 8= HiRiEiA iER
5
401 100002 Invalid access HER Y] token 15 ..
token. L AT B R o
accessToken +2& 75 - -
500 120001 Internal server error. | IR4% 2831517 N AR .
AEEE: 10T P& N EER, 158k
Z loT “FH4E9 N i Ab 2 .
200 120203 The application is N FAANTELE
not existed. b
1. B HTTP iR S ih #5717 11
appld 2 HA 1%
2. VER A RS Cur) BN
appld 2 HA 1%
200 120007 Bad request TERER,
message. RO KA B L R R ]
VAR IEZ %0 callbackurl S 75 1E .
2.5.3 BB NMTIH]
HmAAS
B =05 N AT DA R A AT R 4E B
EOIheE
S = J7 R FARYE subscriptionld 75 BT 45 B .
THEIOR

EOMA

IoT EEA

T E A
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EEEM

#EORR

EKEH

Mo &7 &3

EORRAK IoT & kA Rl ]
1.2.0 V100R001C30 B

P I

Header:

S|
oy

' 'ap p_key R

"Authorization:Bearer ******"

ERGE GET
15K e https://server:port/iocm/app/sub/v1.2.0/subscriptions/{subscriptionld}?
appld={appld}
RN HTTPS
g WIE/A] | KB g |k
1%
subscripti | %1% String(256) | path B 1D 5, JEak 8 & T B4z 3k
onld .
appld Al String(256) | query | BEUEFTIE appld
Status Code: 200 OK
¥ p il i

subscriptionld string

W ID 5, ATHRR—MTH.

notifyType

RIS .

callbackUrl

VT T [ i s k- o
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1ER I

M) Rz 73~ 151

A%

i

Method: GET

request:https://server:port/iocm/app/sub/v1.2.0/subscriptions/********x9gnp|=r***xkkrk

Header:
||app key *hkkkki
"Authorization:Bearer******"

Content-Type:application/json

response:

Status Code: 200 OK
Content-Type: application/json
Body:

{

"subscription|d™; "xEFxExR"
"notify Type": '"*x*kkxtt

“callbackUrl": "x*xxsxsn

}
Http 4K | $5i=AD Hix it A
=
401 100002 Invalid access FEIR K] token 15 B .
ken. N NN e
foken TR A TR LR P RS
accessToken 25 i%.
404 200001 The resource is not | FASFIEJE,
found IEERI WRAEITI ID AR
200 100203 The application is | AN FIATFELE
not existed. b
1. HRA HTTP i 3R Skl rh #4511
appld & 5 1% .
2. IR EEREAE CurD) NG
appld & 1R
200 100217 The application N R
hasn't b N = \ .
o IR FAERURBUAR, HA
15 RSEH I appld A
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2.5.4 #tEEIGTTIR]

AR

EOTEE

TELR

EEEM

#ORE

BERKEH

55 =77 N R AT DL A e D B 2 AT RS S

SCHF S =5 N RS BT B4 2

EORMA IoT E&hRA iR
1.2.0 V100R001C30 popeiEe |

ot I

Header:

"app key *kKkikxN

"Authorization:Bearer ******"

BRI GET
TE K e https://server:port/iocm/app/sub/v1.2.0/subscriptions?appld={appld}&
notify Type={notifyType}&pageNo={pageNo}&pageSize={pageSize}
RHY HTTPS
S WE/A | B g | R
Svi
appld A% String(25 | query | FE=J7 LI SR FRN, T ME—AR IR
6) — AN . TR ATEIHZ AR R

R/ R FH R 10T ~F & ITFHC AP
appid 7£ 10T “F-& 1) SP Portal _I- 81
P3RS
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Mo &7 &3

2H

WAYE /A
1%k

i

&

it

notifyTy
pe

A

String(25
6)

query

TR, B =5 B AT DIAR 8 02
RO 250 AT A3
1. deviceAdded /NI 4)
devicelnfoChanged (¥ %15 BA%1k)
deviceDataChanged (% &##E48
)
deviceDatasChanged (¥4 ¥dE it &
)
deviceDeleted CfiH k55 %)
messageConfirm (74 AN
commandRsp (4 )
deviceEvent (¥ &FHF)
servicelnfoChanged (IR %515 BAZ
)
10.ruleEvent CHREII=EA1)
11.deviceModelAdded (¥R N¥475)
12.deviceModelDeleted CfiHl [ 4% #5714
5)

w

&

© ©® N’

pageNo

A

Integer

query

S IERSH

o [HANZEN, BEMHNEANDT
o HKTET 0Kl
o {HZET OWEME

pageSize

Ciped

Integer

query

SIERNSH, BUERKTET 1%
, sAE1E: 10.

Status Code: 200 OK

2Y

i

iE:pu

totalCount

long

e IESDRARTIRIRE ST i

pageNo

long

AR

pageSize

long

B IUE B .

subscriptions

List<Subscription

DTO>

W5 B A%, HARZ 0L SubscriptionDTO 4544
.
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BRI

M) Rz 7= 451

SubscriptionDTO 45 KA 15 1 -

¥ e i) i3

subscriptionld | String T 1D 5.

notifyType String BEZEAY,

callbackUrl String V1) ) [l i b
Method: GET

request:https://server:port/iocm/app/sub/v1.2.0/subscriptions?appld={appld}&
notify Type={notifyType}&pageNo={pageNo}&pageSize={pageSize}

Header:
"app key *kkkkkN
"Authorization:Bearer******"

Content-Type:application/json

response:
Status Code: 200 OK
Content-Type: application/json
Body:

{

"pageNo": 0,

"pageSize": 100,

"totalCount": 10,
"subscriptions": [

{

"subscriptionld"; "xxrR
"notifyType'"; "*#sxksxsr
"callbackUrl"; "**x*xn

}

]

}
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EIxE

Http 7S | $55IRFS | fHIRIEIA il
i)
401 100002 Invalid access token. FEIRIK) token 15 B
ACEEE: TE RS L R AT i
10 accessToken & 754 1%
200 100203 | The applicationisnot | $ZALS: FlANFF7E
existed. K
1. iERA HTTP iR Skl rh #5447 1)
appld & 5H 1%
2. IR EVE RIS (ur) FIEANT
appld & 5H 1%
200 100217 The application hasn't | & F R4 324,
been authorized. WEE AR AU R,
IANE RS 1 appld A=
2.5.5 MHIFRE AT IH]
HmAg=
B = J7 N AT CAE A 2 A BR RN T e 3%
FEOIhEE
RS =05 R FHARE subscriptionld MR BAANT A 5 .
TEICRE
EOMRAK IoT F & kA e AR
1.2.0 \V100R001C30 Wi
AEED
ks B
Header:

"app_key *khkkixn

"Authorization:Bearer *****=*"
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#ORR

HRSH

I

R &N

M) Rz 7= 51

ERTE DELETE
Bk e https://server:port/iocm/app/sub/v1.2.0/subscriptions/{subscriptionld}?
appld={appld}
RN HTTPS
¥ WIR/F] | KA g | ik
%
subscriptio | Wi% String(2 | path Il ID 5.
nid 56)
appld A3k String(2 | query | ZE=J7 M S ARiR, T ME—HRIR
56) — AN FFREHE Az b POk
AN R R 10T F & [ FFC AP
appid 7£ 10T “F-& ) SP Portal _I- 61 &
BEE/RCE
Status Code: 204 No Content

Method: DELETE

request:

https://server:port/iocm/app/sub/v1.2.0/subscriptions/********x9gnp|(=*****kxk

Header:

"app_key *khkkkxn

"Authorization:Bearer*****=*"

Content-Type:application/json

response:

Status Code: 204 No

Content

110



EIxE

Http FiRhg AR fiA i FA
RS
401 100002 Invalid access token. R[] token (5 8.,

AP VE R A L SR R s Y

I accessToken & 5 A iz

200 100203 The application is not RN FASTEAE

existed. Y

1. ERE HTTP 1 R ki #5711
appld 2 5H 1%

2. IEREIEREAE CurD) AL N
appld 2 HA 1%

200 100217 | The application hasn't | & FH sk B34 .

been authorized. BRI ARSI,
INER S appld A= .

404 200001 The resource is not AR,
found JAEEEIL: FRETI ID A7
i/% o
2.5.6 #tEMIBRTT ]
A=
55 =77 N F AT AR B VR 2 AT B % .
EOINEE
SCHEER =77 N IR 2 AT Blid %
TEIAFR
EORA IoT FE&hRA TR
1.2.0 VV100R001C52 i
EEFEM
S IAE 2
Header:

"app_key *khkkixn
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#ORE

EKEH

"Authorization:Bearer *****=*"

KA

DELETE

TEK it

https://server:port/iocm/app/sub/v1.2.0/subscriptions?appld={appld}&
notifyType={notifyType}&callbackUrl={callbackUrl}

(2

HTTPS

Wik /]
%

i

L&

ik

CIpeH

String(256
)

query

FE=IDT NS AR, TR
W—ARIH . FFRF ET AR
T & WA B R 10T ~F & 17K
API. appid 7F 10T *F*& [ SP Portal I
BN 3R . AR S 2 RN A
%) appid.

notifyTyp
e

String(256
)

query

TEAEIZEAY, B =07 N AT DUAR HH i

FAUIE B 53 AT A B

1. deviceAdded CHSHIHI# %)

2. devicelnfoChanged (% #%{5 848
1£)

3. deviceDataChanged (54 %#5748
1£)

4. deviceDatasChanged (% #% ¥t &

)

deviceDeleted (R4

messageConfirm (74 B AN

commandRsp (4 5 )

deviceEvent (¥ &FHAF)

servicelnfoChanged (IR%%15 BA%

1£)

10.ruleEvent CHEIUZHAF)

11.deviceModel Added (7N #5714
=P

12.deviceModelDeleted 4 5 4%
=P

© © N>

callbackU
rl

String(256
)

query

1T B B A URL stk .

112




el &2 & 3

1EK B

M) Rz 73~ 151

HIx

Status Code: 204 No Content

Method: DELETE

request:

https://server:port/iocm/app/sub/v1.2.0/subscriptions?appld=******&notify Type=******&ca
lIbackUr|=******

Header:

"app key *kKkkhkx

"Authorization:Bearer******"

Content-Type:application/json

response:

Status Code: 204 No Content

Http ik | #HIRE5 Fix g A
=
401 100002 Invalid access token. FERIE) token 15 B,
ACEREN: VE R AR 1 R A BT i
i) accessToken 2 5H ix.
200 100203 The application is not | AN FHAIELE
existed. KR 1
1. TEIEE HTTP iR Sk rh #5721 1)
appld &5 H 1%
2. VER A RS Cur) BN
appld &5 H 1%
200 100217 The application hasn't | & B R4 324 .
been authorized. WEE L AR RO R, T
NG RSE R appld A%
404 200001 The resource is not LA RE Y,
found INEEE AT ID R IR
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2.6 JHEHEIX

=T N HIE 10T FEIT B &EE, HikEER EEEEEED‘, loT ~F- & [a 5% =75 .
HERUETH ., B8 =07 N AR IR R SRR B IR A B . NG 2.6 T B B O

fEH .

2.6.1 JEAM& &IE

HAs S

TN & E RS GT A EZ2EE A deviceAdded), 7E loT “F&VEME &R, F
B 5 =07 B HEE M R & A

FEOThee
SCHE 10T P& 170 28 = J5 W HERS VR M 5 7% 18

TEILFRE
EORRA IoT F&RA I E AR
1.1.0 V100R001C10 FopiE |

AEEIN
I S B HEE T B, 47 55 00 1% [ g AL

EORR
K FE POST
IR b FH 58 = J7 W AT TE =K 7H B A 1 callbackurl He5€ .
TR HTTPS

BRKBH
1 Wik /ATIE | B iLE ik
notify Ty | 2% String body JENEA, HUHE: deviceAdded.
pe
deviceld | %% string body w4 1D, HTME— R — &
gatewayl | mJik String body M2 1D, HTME—ARIR— 1
d %o

114



S WAIE/ATE | 2B & ik
nodeTyp | ik String body WA KA
€ e ENDPOINT
e GATEWAY
e UNKNOWN
devicelnf | ik Deviceln | body W s8R, EfhZ | Devicelnfo 4544
0 fo 5,

Devicelnfo 45414158 :

S Wik | KB g | R
Ali%
nodeld Wik | String(256) | body | EASHIME—ARIN, IEHE S MAC, MAC
Hbdik, Serial No % IMEI 1£4 nodeld.
AR

%1% A IMEI 454 nodeld, #R&ETE) K495

AARRRE &K,

o Zl LA IREME—ARIRA

urn:imei:xxxx, Xxxxx # IMEI 5

o EEE R IXZWE—IRIRA IMEI 5

o HAbT KGR MK EE—AFIRIFR A A
I Rk

name a1k String(256) | body W 4R o

descripti | Wik | String(2048 | body | ¥4 k(S A
on )

manufact | @Ti& | String(256) | body | J R ID, ME—FRiR—N .
urerld

manufact | aJi% String(256) | body INGEZ S

urerNam
e
mac A3k | String(256) | body | ¥ £ MAC Hidil.
location | mAJik String(2048 | body N B ER.
)
deviceTy | m[ix | String(256) | body | &K AY, Kyelgdars 7=, W
pe MultiSensor. ContactSensor-

CameraGateway .

model Tl 1k String(256) | body WA RLE

Z-Wave: ProductType + Productld, 16 if
FIHR R XXXX-XXXX %h 0 %F5%,
001A-0A12, H ARSI A5 E
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¥ Wik | EKE LE |k
A%

swVersio | aJk String(256) | body W AR A o

f Z-Wave: ERAS WIAS, f1: 11

fwVersio | Af1k | String(256) | body | 4% f [ AR Ak

n

hwVersio | @i | String(256) | body | 4% [RGB A

n

protocol | Wi | String(256) | body | WA IERMCEAY, HET SRR MR

Type Al: CoAP, huaweiM2M, Z-Wave,
ONVIF, WPS, Hue, WiFi, J808,
Gateway, ZigBee, LWM2M.

bridgeld | mli& | String(256) | body | Bridge #xiR, Foxi il il Bridge
BN 10T T4,

status Afig | String body | W&KIRE, For&LREdk, BEE
[#: ONLINE. OFFLINE. INBOX.
ABNORMAL.

statusDet | At | String(256) | body | B HPARATENS, status Z6AFHUE, HUHE

ail 71 % status I statusDetail »

mute Ak | String body | Rk mab THRERAE, Bl Bk
A, FELESEEMRLAE.
e TRUE: #49RE
e FALSE: JRA459RE

supporte | "% | String body | FIRBA L CFF LB,

dSecurity o TRUE: #paaiat
* FALSE: I HFzeai

isSecurit | F[i& | String body | IR MUHTR NS EHZ e,

y e TRUE: J3fi
e FALSE: KEH

signalStr | T | String(256) | body | ¥4 S S EREE .,

ength

sigVersio | mfi% | String(256) | body | &%/ sig A

n

serialNu | a3k | String(256) | body | & &BIFHS .

mber

batteryLe | 7T | String(256) | body | ¥4 AIHEHLE&E.

vel
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M 2 £ 41

BRI

status fIl statusDetail:

status statusDetail
OFFLINE NONE CONFIGURATION_PENDING
ONLINE NONE COMMUNICATION_ERROR
CONFIGURATION_ERROR BRIDGE_OFFLINE
FIRMWARE_UPDATING DUTY_CYCLE NOT_ACTIVE
[LT s5mm

&% @ loT F 6 EaRR & KRS0 E £ status. statusDetail #k 3T _E3R . statusDetail 330X A £ 2

T, EBR T ZAE A

Method: POST

request: {callbackUrl}
Header:

"app_key: FFFxEE
"Authorization:Bearer******"
Content-Type:application/json
Body:

{

"notifyType": "deviceAdded",
"deviceld"; "rxxxR
"gatewayld"; "HEEEEE
"nodeType": "GATEWAY",
"devicelnfo": {

"nodeld"; AR

"name": null,

"description": null,
"manufacturerld"”: null,
"manufacturerName": null,
"mac": null,

"location™: null,
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"deviceType": null,
"model™: null,
"sw\ersion": null,
"fw\ersion": null,
"hwVersion": null,
"protocolType": null,
"pridgeld": null,

"status": "OFFLINE",
"statusDetail": "NOT_ACTIVE",
"mute": null,
"supportedSecurity": null,
"isSecurity": null,
"signalStrength™: null,
"sigVersion": null,
"serialNumber": null,

"patteryLevel™: null

}
}
262 HEFEETILERN
mAls S
WS BB A G T B RIE A28 devicelnfoChanged), #7415 B R AEL
NP & 20 5 =07 B FH A% 3 2415 B AR (E A
O InAE
SCFE 10T “F & M3 =5 N IR W 5% A5 B AR s % .
THEILR
EORRA IoT &R A T E iR
1.1.0 V100R001C10 paSiEo |
AEED

ILIWSCEIHEA T B, 15 55 40 R [m] M N A
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#ORR

BERESH

BKRFE POST
Ak ik FH 28 =07 S VT B 38 >RV 2 1 callbackurl $5E o
R HTTPS
S WIE/ATIE | R VA iR
notifyTyp | ik String body HEZEA, BUE:
€ devicelnfoChanged.
deviceld | 143k string body W% ID, ATFME—RiR— A5
gatewayld | 143k String body MK ID, FHTHE—FRIR— e
s
devicelnf | ik Deviceln | body w5 ER, EAKZ I Devicelnfo 4514
0 fo %
Devicelnfo £5 AR I :
S Wik | EE IE | #@Ak
ATk
nodeld Wif | String(256) | body | & RIME—ARIR, EEEH MAC, MAC
Huhik, Serial No ¢ IMEI 1} nodeld.
AR
%1% A IMEI 78 %4 nodeld, ARAERRE T K495
RATRRME &K,
o r’llsu)}lkké‘%u{{ *TT/
urn:imei:xxxx, Xxxxx # IMEI 5
o HEERIXLE—ARIRA IMEI F
o AL KA MREE—AFIRIFHKARLL
I~ RH N,
name Tk | String(256) | body | & 4LFR.
descripti | [Ji% String(2048 | body WA IR E B
on )
manufact | ik | String(256) | body | J R ID, ME—FRiR—AN .
urerld
manufact | 7]k String(256) | body | J B4R,
urerNam
e
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S ik | HKH g |k
AJ ik
mac Afik | String(256) | body | ¥4 MAC Hidl.
location | mJik String(2048 | body WA B ER.
)

deviceTy | mfix | String(256) | body | &AL, Kplgdr s 7=, W

pe MultiSensor. ContactSensor-
CameraGateway .

model ik String(256) | body RS,
Z-Wave: ProductType + Productld, 16 it
FRE L XXXX-XXXX #h 0 % 5%, e
001A-0A12, HALHMM IR X fFiE .

swVersio | a[ik | String(256) | body | &£ IR AS

n Z-Wave: ERRAS JIRAS, 0. 1.1,

fwVersio | ik | String(256) | body | &£ BRI A .

n

hwVersio | mJi | String(256) | body | 4% frRE 4 i A

n

protocol | mi% | String(256) | body | &AAEHMIPMSEAL, HHTSCRERIPMLE

Type #1. CoAP, huaweiM2M, Z-Wave,
ONVIF, WPS, Hue, WiFi, J808,
Gateway, ZigBee, LWM2M.

bridgeld | mJi& | String(256) | body | Bridge #xiH, F/ni#&iEid 4> Bridge
BN 10T T 6.

status Afik | String body | &&HPIRES, RRWAER/RBIAEL, BUEE
[#]: ONLINE. OFFLINE. INBOX.
ABNORMAL.,

statusDet | At | String(256) | body | B HPARATENS, status S AFHUE, HUHE

ail 75 status 1 statusDetail

mute Wik | String body | FRBARBAT HERA, M Lk
HiEnr, FeatSEEART.
e TRUE: IK45IR%S
e FALSE: FREEIRE

supporte | Ak | String body | FRIR&&RE LI,

dSecurity e TRUE: ¥i2:4fist
* FALSE: AZHFaatiz

isSecurit | mik | String body | F/RW&YETZR A H R

y

e TRUE: JiH
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Mo &7 £ 3

&N

¥ whik/ | KE fLE | @ik
Ali%k
e FALSE: KJiiH
signalStr | mJi%& | String(256) | body | &K ESIRE.
ength
sigVersio | mJi | String(256) | body | i&%#&H sig fRA
n
serialNu | mJi& | String(256) | body | & 4HIF55 .
mber
batteryLe | mJi%& | String(256) | body | %&b E SR,
vel
status Fl1 statusDetail:
status statusDetail
OFFLINE NONE CONFIGURATION_PENDING
ONLINE NONE COMMUNICATION_ERROR
CONFIGURATION_ERROR BRIDGE_OFFLINE
FIRMWARE_UPDATING DUTY_CYCLE NOT_ACTIVE
MARTY:

%% @ loT F 6 L3RR & KRS E £ status. statusDetail #k 3T _E3R . statusDetail 330X A /£ 2
™, NIRRT EHE AN,

Method: POST

request: {callbackUrl}

Header:

"app_key *khkkkxn

"Authorization:Bearer******"

Content-Type:application/json

Body:
{

"notifyType ": "devicelnfoChanged",
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"deviceld"; "FxxEAIxE Hxk el
"gatewayld" "*************"’
"devicelnfo": {

"name": "Sensor_12",

"manufacturer™: "wulian",

"type™: 90,

||mode|||: ||90||,

n non 1]
mac': *kkkhkhkhkkhkikhhkhkikkx

"sw\ersion™: .-t
"fw\ersion™: "---",
"hw\ersion™: "«-+",
"protocolType": "zigbee",
"description": "smock detector"

}
}

2.6.3 X EHIBT LB

A=

EOThEE

FEIER

EEEIM

xxxxxx

VW& BB A S O R AIE 51287 deviceDataChanged), 1345 s & A4
TS 6 285 B8 = 77 N F 2 v & E s A8 Ah i 4

SCHF 10T 16 [ 28 =75 B A 43K v 46 Bt A2 AL

O IoT &M A T AA
1.1.0 V100R001C30 T4 375 5K 23 timestamp 1 eventTime.
1.1.0 V100R001C10 PG

S RIHEE T S, 15 5500 3R [R] e R
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#ORR

BERESH

Mo &7 &3

BKRFE POST
Bk bk 128 =07 MR T B R B R ) callbackurl $5€ .
R HTTPS
¥ Wife/m] | KR & iR
bvi
notifyTy | Wik String body ENEA, HUA-
pe deviceDataChanged.
requestl | W]k String(1- body HEMFIS, ME—hriiZE .
d 128)
deviceld | ik String body w4 1D, HTHME—RiR— &
gateway | %1% String body M 1D, FHTME—hRiIR— 515
Id o
service | Wik DeviceServic | body ARG EEE, HiEAS
eData DeviceServiceData 45 14.
DeviceServiceData £ #7431 B :
¥ Wik/A] | KE & ik
SV

serviceld Whidke String body R% 1D,
serviceTyp | bk String body AR5 1A,
e
data Wik ObjectNod | body k55 F A5

e
eventTime | ik String body N ) A A2 BF [], - B ) A =X

yyyymmddThhmissZ, 141
20151212T1212127.
pn
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1ER I

2.6.4 3t

AR

FEIER

Method: POST

request: {callbackUrl}

Header:

"app_key: FxFExAN
"Authorization:Bearer****#*x*"
Content-Type:application/json

Body:

{

"notifyType": "deviceDataChanged",

"requestld" Nhkkkkhkiixikkikikikix!

" 1 w.on "
dEVICe|d : B e S S R S S T S e e ,

ngatewayld"; "EERRER R AR
"service": {

"serviceld": "Brightness",
"serviceType": "Brightness”,
"data": {

"prightness™: 80

}u
"eventTime": "20170311T163657Z"

}
}

ERFRHIRTHEM

VTG & SRt B R G (VT B 13 A28 2 deviceDatasChanged), RA:HIb &%

F RIS, 76 22888 = T7 NI B & Bt B AR el

SCHF 10T 1 [ 28 =7 N IS e 2 Bt b B AR taE Al

EOMA IoT E&RRA =R
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EOMA IoT F&MA TE A
110 V100R001C30 By O
EREI
OSBRI, 1 55 0 [l e R )
EORR
BRFGE POST
TE K ik HH 56 =07 LA VT [ 37 SR V8 2 7 1 callbackur] $R5€
RN HTTPS
BERKEH
S WiE/A | SEEY E faik
jvi
notifyType | #i% String body WEIRAL, HUA-
deviceDatasChanged.
requestld | ik String body HERFIT, ME—IRIRZE R
deviceld Witk String body W ID, FTME—Fril—AN%
o
gatewayld | ik String body MK ID, HTME—ARiR—A R
-
services Witk List<Device | body WmEHFZE, BESN
EerviceData DeviceServiceData £ 4% .
DeviceServiceData &5 #4715 B :
e WiE/A] | KE NE e
Svi
serviceld Wik String body %% ID.
serviceTyp | ik String body MR4-27,
e
data Wik ObjectNod | body RS EHEE B .
e
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ISEe

BRI

2 wig/Ar | KA fE

P

eventTime | ok String body

HAF B, B A
yyyymmddThhmissZ, 1%
20151212T1212127.,

Method: POST

request: {callbackUrl}

Header:

mapp_key: FrrEEEn
"Authorization:Bearer****#*x*"
Content-Type:application/json

Body:

{

"notifyType": "deviceDatasChanged",

"reqUestl"; MRk

n 1 "w,om "
devlceld : B S e T R S S S R S e e ,

"gatewayld" Hkkkhkkhkkhkkhhhkiiin
"service": [{
"serviceld": "Brightness",

"serviceType": "Brightness”,

"data": {

"prightness™: 80

h

"eventTime": "20170311T1636572"
h

{

"serviceld": "Color",

"serviceType": "Color",
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"data": {

"value": "red"

2

"eventTime": "20170311T163657Z2"

3
}

2.6.5 REIRSEETLIBH

AR

EOTHEE

TELR

EEEIM

#ORE

EREH

B W& RS A5 B AR AN G (T B 3@ 12K 8Lk servicelnfoChanged), #4415
BR AN - & 245 58 =07 NS W45 IR 5515 B AR IE A .

SCHF 10T 16 [ 28 =7 NI e 4 IR 5515 2 AR A Al

EORRA IoT SF&RA T E AR
1.1.0 V100R001C30 ez
N AU EIHEIETE R, T8 5 R [ i B A
BEKRFE POST
TRk ik FH 55 =7 B FH LT B =R J2. 7R 1Y callbackurl #5E
R HTTPS
S Wik A | KB & iR
i%
notifyTyp | 24i% Enum body WHEIRA, HUE-:
€ servicelnfoChanged.
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RN

S Wife/a] il NE ik
1%
deviceld | ik String body B ID, FHTFME— iR — .
gatewayld | 243k String body M ID, A TME—FRiH— %
%’o
serviceld | ik String body B RS R
serviceTy | Wik String body e E e
pe
servicelnf | 1% Servicelnfo | body wWEBEER, WME R, BEiE=
0 I, Servicelnfo 45414

Servicelnfo 45 #4445 B -

S >

¥ WIE/AE | KB & ik
muteCmd | [Ji%k List<String | body WA AR .

Method: POST

request: {callbackUrl}
Header:

"app_key: Rk
"Authorization:Bearer******"
Content-Type:application/json
Body:

{

"notifyType": "servicelnfoChanged",
"deviceld™; MHEFAAAR
"serviceld"; Rk
"serviceType'; "
"gateway|d"; "Rk
"servicelnfo™:

{
"muteCmds":"VIDEO_RECORD"
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}
2.6.6 fHERIZ & 1@
MR =
VT BN @ N 5 (IT el il 502580 deviceDeleted), % f RN SF G458 =
J7 L FH A I I o 18 £ G 0
FEOThee
SCEF 10T -5 171 38 =7 B HEIE M BR 15 2% 8
THEIERK
EOMA IoT E&RRA I E AR
1.1.0 V100R001C10 popeiEe |
AEEIN
N AR HEETE S, 15 55 IR (Al N A,
EORR
WK AE POST
ik ik FH 58 =07 W AT T E =K 7H B A 1 callbackurl He5€ .
fERmIY HTTPS
HREH
S¥ Wik ATiE | KB NE ik
notifyType | £4i% String body AR, HUE:
deviceDeleted,
deviceld Witk String body WA 1D, FHTME—ARiH—AN
%o
gatewayld | 2hik String body M5E 1D, FHFME—FRiE— R
B o
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el &2 & 3

=Nl
Method: POST

request: {callbackUrl}

Header:

' 'ap p_key *khkrkixn

"Authorization:Bearer******"

Content-Type:application/json

Body:
{

"notifyType": "deviceDeleted",

" 1 w.on "
dEVICe|d : B S s S S S S S S e e e e

"gatewayld" Nkkkkkkhkhkkiiix

}
2.6.7 1% &iH 2SI\ B

AR

BB SN E A G T B 38 A1 2528 5 messageConfirm), 7% [A1°F & i AU 2
RN, P& =07 N AL B & T SR E .

EOIhee

THF 10T P& 1R 2 = J7 I IS % &7 B s 5.
THEICR

EOMA IoT E&RRA I E AR

1.1.0 V100R001C10 Bz
AEEIN

I RSB HERE VS S, 1 45 bR (B Mg N AT
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#ORE

BERESH

ERTE POST
TEK it F 55 =7 N FH T B35 2K S8 7 1 callbackurl 7€ o
RHY HTTPS
SH | Wik/A | KR A= faik
%
notify | WAisk String header AR, HUH: messageConfirm.
Type
header | W,k Header header H AR L Header X .
body | Wik ObjectNod | body MRV S5 Bk g S, Bl B AT LA
€ RS ZAEETH B .
Header Bt it i :
S8 | wik/AT | KA NE ik
%
reques | Whidk String(1- header HEMFIS, ME—ARZE R .
tid 128)
from ik String(1- header FToRTH B R AT E
128) o BERREMER:
/devices/{deviceld}
o WA KA K:
/devices/{deviceld}/services/{serviceld
}
to Wik String(1- header FoRE BRI ik, To 21T B
128) TER ) From, s =77 N A
userld.
status | Wik String(1-32) | header AR,
e sent: TR
o delivered: Cli%ik
e executed: CLRAT
timest | ik String(1-32) | header BFTRIEE, RIS =
amp yyyyMMdd' T'HHmmss'Z',  #4f1:
20151212T1212127.
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el &2 5 3

&R R
2.6.8 1% &4
A7 =
EOTEE

Method: POST

request: {callbackUrl}

Header:

"app_key; FHxxEAAN
"Authorization:Bearer******"
Content-Type:application/json
Body:

{

"notifyType": "messageConfirm",
"header": {

"requestld" HE e

"from"- Nikkkkkkkkkikixn

lltoll. Nikkkkkikkhkihkix!
. )

"status": "delivered",
"timestamp": "20151212T121212Z"

h
"pbody": {

-

4> M) )57 188 %0

VBB ey A SOE A S VT Bl A8 R85 commandRsp), 15 7% & 1% a2 .7 2.

VAR, B =7 N HIHEIR B 2 W NS A .

SCHF 10T 16 1) 58 =75 W R348 i & Wi BMEE 40 o
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FEIER

AEE

#ORR

BEKEH

EOMA IoT &M A T E AR
1.1.0 V100R001C30 i B 17 sk 224 timestamp.
1.1.0 V100R001C10 WO,
MBI HEETE R, 18 55 IR (Rl SRS ,
WBKRFE*E POST
1Bk bk FH 2 — 5 N T 5 15 2R 98 S5 1) callbackurl g
FEIIIYL HTTPS
S Wik A | B g iR
1%
notifyTyp | Wik String header | i@Z%n2k7AY, HUfE: commandRsp.
e
header ik Header header HAKZ: |, Header 2 E% .
body Wik ObjectNod | body VAT UMD SN Ao
e
Header 7Bt i1«
S WiE/AT | HKE & iR
1%
requestld | 41k String(1- header | JH ERIFFIS, ME—FRIiZE R
128)
from Wk String(1- header | FRIRVHE RATH AL,
128)

o WA KREMIEK:
/devices/{deviceld}

o WSS IGRIIIEK:

/devices/{deviceld}/services/{servic

eld}
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¥ Wk A | SRR E ik
1%k
to Wik String(1- header | FIRiH B HACH MM, To HLRIT
128) el 1 K H I From, W sE =7 R 1)
userld.
deviceld | phik String header e ID, FHTME—piR— Nk
serviceT | hik String header | 4 )@ I ARG 27,
ype
method | 2hik String(1- header | fZj MM Ridr 4, Wl: INVITE-
128) RSP.
RS
o
FEK =BG

Method: POST

request: {callbackUrl}
Header:

mapp_key: FrrrEEn
"Authorization:Bearer****#*x*"
Content-Type:application/json
Body:

{

"notifyType": "commandRsp",
"header™: {

"requestld" Nkkkkhkikkikikikix!

"from": Nkkkkkkhkkkikin

||toll. Nikkkkkikkhikix!
. )

"dev'celd" Nkkkkiiikikikikix!

"serviceType": "Camera”,
"method": "MUTE_COMMANDS"
2

"body": {}

}
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2.69 XBEHEHM

HMAAHS
TSR @ NG TP @ &R0 deviceEvent), 4 FIRFHLFEN, FE
SR =7 N HEIE A AR R
EOIheE
SCHE 10T & 1158 =07 B HEE B & AR E A
THEIOR
FEOMRA IoT £ &hA iRl
1.1.0 V100R001C30 MR R 25 to
1.1.0 V100R001C10 e
ARE
MW EIHEETE R, 18 55 IR (Rl NS ,
EORR
WwKAEE POST
R bk FH 28 — 75 N T 15 15 2K 38 J2 A 1) callbackurl g .
&S HTTPS
HREH
S Wif/A] | B E ik
1%
notifyType | £hi%k String | header | j@&NZEA!, HUE: deviceEvent.
header Whide Header | header | E.f&% I Header “£E% .
body Wik ObjectN | body M) )87 76 4 ()T S5 P 25
ode
Header ZZE& i1
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I

&N

¥ Wik/A] | KB LE | #ER
1%k
eventType Witk String(1- | header | Zg{f:2K71,
32)
from Wik String(1- | header | /Rl B KA 1AL,
128) o« REREMIER:
/devices/{deviceld}
o WA KA K
/devices/{deviceld}/services/{servicel
d}
timestamp Wik String (1- | header | I5f[RJEE, B TRIAS 2.
32) yyyyMMdd T'HHmmss'Z', 4n:
20151212T1212127Z.
eventTime | ik String (1- | header | 4 4R a], B (a)4% s
32) yyyyMMdd T'HHmmss'Z', 4n:
20151212T1212127.
deviceld Wik String header | %45 ID, FITME—hril— 5.
serviceType | hik String header | @74 @ I IR 552570,

Method: POST

request: {callbackUrl}
Header:

"app_key:; FxrExx
"Authorization:Bearer****#*x*"
Content-Type:application/json
Body:

{

"notifyType": "deviceEvent",
"header": {

"eventType": "rrFHARAn

"from": "/devices/{deviceld}/services/{serviceld}",
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"deviceld"; "rxExxEx

"serviceType'; "rwskss

"timestamp™: "2015121271212127",
"eventTime": "20151212T1212127",

2

"body": {
"usedPercent": 80
}

}

2.6.10 MM & =B

AR

EOTHEE

TEILF

EEEM

EORE

VT ) W AR I s 5 VT ) A 38 02874 deviceModelAdded), 7E loT “F- & L3N

ORI, PG 225 50 =05 I A 91K v A A R 1 nad

SCHF 10T 165 181 5 =75 W 438 Ve 48 A5 1 nnad 4 o

EORRA IoT SF&RA T E AR
1.1.0 V100R001C30 ez
I FHUSCEIHEIR I 2., T 55 IR [ml i B A
BRFE POST
TRk ik FH 28 =07 SR VT B 375 =R V8 2. A ) callbackurl 6 5€ o
Ry HTTPS
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BEREH

I

&N

S WIE/A] | EEY NE ik
1k

notify Type Wik String | body WAL, HUA:
deviceModelAdded.

appld Whifke String body =N SRR, T ME—
FRIR—NNH . TR B b
PORTR E WA N R A 10T &5
I FF T APIL.

deviceType Witk String body WA,

manufacturer | 3% String body I8 25 A TR PR B E 2 FK o

Name

manufacturerl | 3% String body N5 2 R B EE ID,

d

model Wik String body WS,

protocolType | @ik String | body WA BEEAL, YT SRR
WAL CoAP, huaweiM2M,
Z-Wave, ONVIF, WPS, Hue,
WiFi, J808, Gateway, ZigBee,
LWM2M.

o

Method: POST

request: {callbackUrl}

Header:

"app_key:; FxrExx
"Authorization:Bearer******"
Content-Type:application/json
Body:

{

"notifyType": "deviceModel Added",
"appld™; rRRE

"dEVICGTyDE" Nk kkkhkkhkikkiik!
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"manufacturerName": "wulian",

" manufacturerld ":

n n.on 1]
model : *khkhkhkhkhkhhhkhkikikk ,

"protocolType": "zighee"

}

2.6.11 BRI Z AR BB EN

A=

EOThEE

FHEIER

EEEIM

EORE

EREH

*kkkhkhkkhkhkhkixl
1

VI e B AR BB 50 5 (VT ) B 257 4 deviceModelDeleted ), e #4545 54 4k i
ISP 65 2 2 B8 = T 87 FH 26 4 £ A 70 I e e 26 o

SCHF 10T 16 [ 57 =5 B A 93 e 26 1 AR NI Baad 4

EORMA IoT E&RRA iR
1.1.0 V100R001C30 g

IR ARV B, V5 55 0 3% [m] e 7 T

WBKAE POST

E R bk S =07 N T RS =R ¥H B A 1Y callbackurl $5E .

&S HTTPS

S¥ Wi/ A] | B NE ik

1%

notifyType sk String body JEENZRI, HUE:
deviceModelDeleted.

appld Wik String body BTN AR S AR, T ME—
PRR—ANH . R EE 1ZAR
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I

&N

¥ WoIk/AT | R VA= ik
%

PRARE WA N AR 10T ¥ &
T8 AP

deviceType Whidk String body WA TR

manufacturer | 5%k String body BN A BT B EE L FK .

Name

manufacturerl | i String body v es B )35 /E 2 ID.

d

model DAtk String body WS,

protocolType | Wik String body WA BCERAL, AT SRR

T CoAP, huaweiM2M,
Z-Wave, ONVIF, WPS, Hue,
WiFi, J808, Gateway, ZigBee,
LWM2M,

Method: POST

request: {callbackUrl}

Header:

mapp_key: FrrrEEn
"Authorization:Bearer*****=*"
Content-Type:application/json

Body:

{

"notifyType": "deviceModelAdded",
"appld"; AR

"deviceTyp "; ""Hxxrddkdkokkkkit

" manufacturerName': "****x**xxkxxki
"manufacturerld "; "ExFFFEI AR

n " Nk B n
model : Kk k*k Kk *k ,

"pfOtOCOlTypE" Nkkkkkikikhkikikix!!
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}
2.6.12 MM =@ %0

HANAS
VB @ S G B R A28 AR ruleEvent), US4 L3k 10T “F &8, T &
S48 o = J7 N FH HEIS R U A
EOINEE
SCRE 10T 165 ) 575 =77 )87 FH 128 R0 U] A3 210
TELR
EOMA IoT £ &hRA L&A
1.1.0 V100R001C30 pijpi kN
EEFEI
I PSR B, 155 5% 0 3R [R] Wi W2
EORR
ERGE POST
TESK ik F 55 =77 BN FH VT B K3 S8 i callbackurl 7€
RN HTTPS
HEKRKEH
g WIR/F] | KB & iR
i%
notifyType | Dbk String body AENZEA, HUE: ruleEvent.
author DA String body el WVl N DEEPN S
Ji& 256 NTF) o
ruleld Wik String body K SE451 ) 1D
ruleName Wik String body FIE DN S A5 B 44 R o
logic GIps String body ZHRMEEKAR.
reasons Wik List<Reaso | body fi % JE IR, %P conditions, E.4
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S Whik/Al | KB E ik
%
n> % Reason 414 .
triggerTime | 2hifk String body FIU) it 2 DS T
actionsResu | ik List<Action | body KB E AT 25 3R
Its Result>
Reason 45442 15 1 -
S Wi/ Al | B NE 130
o
satisfactionT | ik String body Vi B S A I ] o
ime
type Dhide String body WIS Bt
id %k String body condition HJ 1D,
info Alik Json body ENGE e itk T NEE I S
transinfo Al ik Json body HAHEIE R EHEAE R, R
] condition # ] transinfo.
DEVICE_DATA KA 24547 1] info:
S Wik Al | SRR & ik
i
realValue ] %k String body WA B S BRE .
ActionResult B iji i :
S HIE/ATE | KB NE 3%
type Wik String body WA ESiv
id Tl 1k String body action 1 1D,
exception 5 result — | String body F 5 44 3% action %o B I R
w— T A B B 4 I A
S
result 5 Json body EMPATE R, T
exception DEVICE_CMD/SMS/EMAIL 271
ik FIzhE, AHEN
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BRI

¥ Wik/AIE | KB VA= i3

statusCode+body.
info Al i Json body AR E R A A5 B
transinfo Al ik Json body HAEHEREI G EIES B, R

I f¥) action H f) transinfo.

DEVICE_CMD KA1 a{E# 5 1) info

SH WIE/ATIE | KB NE R
requestld Wik String body NRAL AN, AEREES

FZ i) UUID

Method: POST

request: {callbackUrl}
Header:

mapp_key: FrrrEEn
"Authorization:Bearer****#*x*"
Content-Type:application/json
Body:

{

"notifyType": "ruleEvent",

"author": n*****n,

"ruleld": "*************",

“"ruleName": "name",
"reasons": [ {

"satisfactionTime": "yyyyMMddTHHmMmssZ",

"typE"Z Mok kk A Ak

}
I
“triggerTime": "yyyyMMddTHHmMmssZ",

"actionsResults™: [ {

"typE"Z Mk k kA A
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"exception":

Nkkkkkin

}
]
}
2.6.13 MHEHAFIRSZEIBA
BAAE
=TI N AT B T B AT RS RS T B s En 2R A0y
swUpgradeStateChangeNotify), 43 & AT AT T, AT IR KA, 10T
S IR I I 11 [ 2 =07 N AR B T GORAS T A
O
SCRE 10T ~F 6 17 55 =77 B HEIS B A T+ RS
TEIR
FEOMA IoT E&RRA T E AR
1.5.0 V100R001C52 R [
EREI
N SRR T R, 15 55 Db IR [ LA
EORE
BERFE POST
Bk ik 128 =05 R R T B SR B R ) callbackurl $R5€ .
R HTTPS
BERSH
S WIE/AIE | KB & ik
notifyType Wik String body ENRAY, HUH:
swUpgradeStateChangeNotify.
deviceld Wik String body B4 1D, HFME—FRiR— Ak
o
appld Wik String body W& HrE M N H 1D,

144




BRI

2H WiE/ATIE | RE g it

operationld Wik String body BAFFAESS 1D,
subOperationl | 5%k String body AT FE5 1D,
d

swUpgradeSt | ik String body AT IDIRTES o

ate

downloading: ##% IEE N3
L/ ¢asah

downloaded: #f#& F#E M
£1,58 B

updating: & & IEAEREATTH
%

idle: &K T 2 NARAS

Method: POST

request: {callbackUrl}

Header:

mapp_key: FrrrEEn
"Authorization:Bearer****#*x*"
Content-Type:application/json

Body:

{
"notifyType":"swUpgradeStateChangeNotify",

"deviceld";rrEEEEN

"app I d" Nkkkhkikikikikikix!

"operation|g"; xRk xEk Ak A
"subOperation|d"; " ****xxdkrskin

"swUpgradeState":"downloading"

}
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2.6.14 AR LERTEIRHN

AR

FHEIER

AEE

#ORE

BEREH

SCRF 10T & 13155 =5 B L BT R 45 R AT

=R T WA A TR R G (VT B B A2 S swUpgradeResultNotify ),
MR EHATHRA T FHREE RS, 10T ~F & bz 1 55 =77 B HEE AT 45 51
EpSI

EOMA IoT FEERRA T E AR
15.0 VV100R001C52 e
IS SRS T R, 1 45 0 3R [ i D

ERFGE POST

&K ik H 5 =07 2 FH VT 937 SR 78 S8 1Y callbackur] $RGE

RN HTTPS

g WiE/Al | KR NE i::3uN

1%k

notifyType Wik String body AR, HUH:
swUpgradeResultNotify.

deviceld Witk String body WD, FHTME—hRIE—AN ik
o

appld Wik String body B T E N R 1D,

operationld | %% String body BAFTHRAES ID.

T(LijOperation Wik String body BT TAES 1D
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R &N

¥ Wik/A] | KB NE i3
1%k

curVersion Wik String body B 2T AR A RRAS

targetVersion | 143k String body WA BT B AR A RCAS

sourceVersio | ik String body W& VR A AR

n

swUpgradeRe | 141k String body AT EE R

sult e SUCCESS: ##& 74t
* FAIL: &&THURIK

upgradeTime | ik String body FrZ i .

resultDesc Witk String body F- % 4 Ak

errorCode itk String body WA LR IPIRES R R

description Wik String body H i S5 R A

Method: POST

request: {callbackUrl}

Header:

"app_key: FFFxEE
"Authorization:Bearer****#*x*"
Content-Type:application/json

Body:

{
"notifyType":"swUpgradeResultNotify",

"deviceld"; " xHxxEx"

"app I d" Nkkkkkikkkikikix!

"operation|d"; xR FFF KA
"subOperation|d"; " ****xxdkrskin
"cur\ersion":"1.3",
"target\Version™:"1.5",
"sourceVersion™:"1.0",

"swUpgradeResult":"SUCCESS",
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2.6.15 BEHHFIRTESZ

A=

EOThEE

TELR

EEEM

EORE

BERKEH

"upgradeTime";"***"

"resultDesc":"*
"errorCode":"*

"description™:"

}

JeAk 1!
l
*x
I

*kxn
1

EEA

S BT B T A WA GORA AL S T TR I8 R 2R 8L
fwUpgradeStateChangeNotify), 4% &3 AT I EF- ey, B AZORES K a2, 10T
S 8 LA 10 ) B = N P Rk [ 4 RS i@ s

SCHF 10T 16 [ 28 =5 B A 3 [ T+ GRS A

BORA IoT E&RRA TR
1.5.0 V100R001C52 g
ISR HEIR T S, 15 55 0 3 [ i R A
BRFE POST
TF K ik F 55 =77 N FH T Bl >R 2 i callbackurl $7E
&N HTTPS
¥ WIR/A] | KE E ik
ik
notifyType | @ik String body WENRAL, HUA-:
fwUpgradeStateChangeNotify .
deviceld itk String body W 1D, HTHE—ARiR— %
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&N

g WIE/AT | KRB & iR
%
appld Wi String body ety VA NIV N DR
operationld Dk String body FEEFF2 TS5 ID.
subOperation | % String body E 428 5% ID.
Id
step Wik String body EETHIOIRAS, WTHUEY 04 1.
2\ 30
stepDesc itk String body FHIRSHEIAR

e 1. downloading: ¥ IE/E N#k
AR

e 2: downloaded: ¥# T #Hft:
£1,58 B

e 3: updating: WA IEERFAT T

o 0: idle: W&RLLTSRRSE

Method: POST

request: {callbackUrl}

Header:

"app key *kKkikx

"Authorization:Bearer******"

Content-Type:application/json

Body:
{

"notifyType":"fwUpgradeStateChangeNotify",

"deviceld"; rrEEAEN

"app I d" Nkkkhkikikikikikix!

"operationld":"*

*Kk*k*k

K11
l

"subOperationld; " ****xxxxxkt

"Step":"].",

"stepDesc":"downloading"

}
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2.6.16 B HRLERT EIBREN

AR

FHEIER

AEE

#ORE

BEREH

SCRF 10T 16 18155 =5 N2 P FEIE [ 1+ 2 45 R AT

=R T R AT RS RS (VT B B A2 fwUpgradeResultNotify),
MR THRA T THREE RS, 10T ~F Godid bz O 1) 55 = 77 B P HEI% [ 14 7+ 2 45 51
EpSI

EOMA IoT F&MA T AR
15.0 V100R001C52 e
N SRR T R, 15 55 Db IR [l A
BEKRFE POST
ER bk HH 38 =07 R AT Bl SR v 2 R ) callbackurl $65€E .
R HTTPS
g Wik | KB (B |
1%k
notifyType | Whik String | body | GEEIZEAL, HUA-:
fwUpgradeResultNotify
deviceld Whifke String | body W% ID, HTME—RiR— .
appld Wik String | body | W& PENHBRA ID.
operationld Witk String | body EEFF AT 5 ID.
subOperation | A3k String | body il 11145 ID.
Id
curVersion ik String | body W25 4 BT B A RS
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BRI

S Wife/a] il NE iR
1%
targetVersion | W4k String | body B BT B AR E AR A
sourceVersio | 4% String | body BEAS IR ] RRAS
n
Status itk String | body TR a5 R
e SUCCESS
e FAIL
statusDesc itk String | body VAR et S
e SUCCESS: &4 zh
e FAIL: #&TFIRM
upgradeTime | ik String | body [E T K.

Method: POST

request: {callbackUrl}
Header:

mapp_key: FrrrEEn
"Authorization:Bearer****#*x*"
Content-Type:application/json
Body:

{

"notifyType":"fwUpgradeResultNotify",

"deviceld";rrEEAEN

"app I d" Nkkkkikikikikikix!

"operation|g"; xRk IEk Ak A

"subOperationld; " ****xxxxxkxt

"curVersion:"1.6",
“target\ersion™:"1.6",
"sourceVersion™:"1.3",
"status":"SUCCESS",
"statusDesc"; " x**"

"upgradeTime";"****"
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27 MLTE
271 Qi E®HS

HAH R

EOThEE

TEILF

#ORE

= MR O MRS N ReS, A M N R (FE SP Portal 1%
#): PSM, DRX, EDRX, MEzAS[FEMEH HE: O K 2 RIS AN [

PB4 T R
o UEITR: FEUEIMAE N T RA VS, REEME, RRIEE T
o GETR: FEUWEIMAFEAEEK, ERE AR TR, T AUE

— A%

BRAESCHT P

SCRFSR =TT M A B R R AL

framapy (B2 A sl 21 ACK) A& NEJE— i, RIEHTE, A

EOMA IoT F&hRA T E IR
1.4.0 V100R001C52 o iER4HIE PostDeviceCommandReq 112
*r maxRetransmit
o TN N S % maxRetransmit
1.4.0 V100R001C30 ez
A SEAEISE
Header:

"app_key *khkiixn

"Authorization:Bearer *****=*"

Content-Type:application/json;

BRI

POST
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15K Hdik https://server:port/iocm/app/cmd/v1.4.0/deviceCommands

fERTIYL HTTPS
-
28 Whik/ml | B g | A
1%
body Phidk PostDeviceCom | body | & mA N, BASIL
mandReq PostDeviceCommandReq &5 414
appld Al ik String(1-64) query | 5E=J7 NI S0 FRIN, FHTE
—FRIH—AR . appid 7F 1oT %
£ 117 SP Portal 612 87 FH N 35
4.
PostDeviceCommandReq £ #4441 B :
28 whif/ A | R e AR
ii
deviceld | %% String(64) body TR A& 1D, FTHE—FRriR
— K
comman | ik CommandDT | body ThaPHEER, BiEz
d Oov4 CommandDTOV4 &5 F1A .
callback | wik String(1024) | body AR @ AR, dr AR
Url B (PAT R, PATRE),
HEIN, Ki%, Bk SEmE=
7R .
expireTi | wJik Integer(>=0) | body R A A A RO TR, BN ED,
me TR i A (ERI S expireTime
PP A R, I AN B TR]E S
WA TR, WA E NN
N 48 /NF (86400s*%2)
W15 expireTime & N 0, ML
loT “F& i B4 TR E
ft 4, ZmA e L R RGN &
CUn R & Ab TR A B B i O
A, WEZWA RG4S, Fak
RIS IR N, 1%y S i & 2t
) .
maxRetra | A& Integer(0~3) body A N R RKEAARE.
nsmit
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IEe

CommandDTOV4 45 ¥4k «

B D2 v I i g R
1k
serviceld | ik String(1-64) | body AN N IRSS 1D, FFRRiR—
45 . 5 profile 752 X serviceld
RFF—2L.
method | Wik String(1- body AR T BEERMaLS A, e
128) M. 25 profile H e XM &4 17
S
paras Al %k ObjectNode | body 4S5 jsonString, EARKE T
TN A3 4% 2058
StatusCode: 201 Created
S 3] iR
commandld | String(1-64) | &
appld String(1-64) "’“*ﬁr“ M S mFrid, HTHE—ARR AR PR
& AL I AR R AR E WA SR I 10T T & IR
API,
deviceld String(1-64) | FRMAMIEE ID, ATME—IRIR—ANE.
command CommandD | T4 MfEE, BEfAZ M CommandDTOV4 4541k .
TOV4
callbackUrl | String(1024) | A-RASZAR(bIE A HE, Hay ARSI (BAT R,
PATETY, MR, k%, CiEIA) SEHE =T NH
expireTime | Integer(>=0) | K2 HIAERI[E], $ANFP, RoRE&MSTEANE
J&i expireTime FP WAL, HEILIXANEIVE 5 a2 A
MTRR, WRARBE NI 48 /M (864005%2)
status String TR HIRE

e DEFAULT E#AFR

e EXPIRED F/ran4d o4& d i

® SUCCESSFUL %Rt 4 & MIAT
* FAILED R 2T R

e TIMEOUT /x4 N R MATHIR

e CANCELED #/rr 4 Q&M M
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BRI

2H RE ik

result ObjectNode | T & fir & HAT I TELHSS

creationTim | String(20) 2 BB A
e

executeTim | String(20) A 2 AT OIS [A]
e

platformlss | String(20) G kaE a4 st E] o
uedTime

deliveredTi | String(20) Ve i IR B & R ]
me
issuedTimes | Integer(>=0) | “F& RIiL A HIREL.

maxRetrans | Integer(0~3) | 4 K&K EAEREL.

mit

Method: POST

request: https://server:port/iocm/app/cmd/v1.4.0/deviceCommands
Header:

mapp_key: FrrrEEn
"Authorization:Bearer******"
Content-Type:application/json

Body:

{

"deviceld"; "FxxEExxEN

"command": {

"serviceld"'; "rxEEFAARN

"method"; "xxxxxxEE

"paras": {

"paraNamel": "paraValuel",

"paraName2": "paraValue2"

}

b

"callbackUrl": "http://127.0.0.1/cmd/callbackUrl",

"maxRetransmit'; ******
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M) Rz 73~ 151

pES

i

response:

Status Code: 201 OK

Content-Type:application/json

Body:
{

"command|d"; "xEFFEEREN

"appld": [

"deviceld"; MRk
"command": {

"serviceld"; tRRRRRRRR
"method™: M
"paras": {

"paraNamel": "paraValuel",
"paraName2": "paraValue2"
}

b

"callbackUrl": "http://127.0.0.1/cmd/callbackUr",

"expireTime": null,
"status": "PENDDING",

"result”: null,

“creationTime": "20170222T164000Z",

"executeTime": null,
"platformlssuedTime": null,
"deliveredTime": null,
"issuedTimes": null,

"maxRetransmit'; ******

}

Http X Eixtg
SHG

ST

AR
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Http EiRAD AR fiA iFA
Y]
401 100002 Invalid access IR token 2 5.,
token. SEEREEIL: TR R A
accessToken &5 H %o
400 100022 The input is i N BRI
invalid. BB R C PR R g A
ZHNEIENE
200 100217 The application | I F R4,
e | ki ARG, WA
B RSP appld AT
200 100203 The appl_ication N ALELE
is not existed. Y
1. VR HTTP 3 SRSk 1
appld 2 HA 1%
2. VHRC A SRR Curl) AR
appld 2 HA 1%
500 100220 Get AppKey SREL appKey 2RI
romneader | ybsmai : PR ORI header
: AT
H 4547 appld.
400 100223 Command GATM A A B O BSR4 T
counts has PENDING R ) iy 2 26 HOAN 8 o PR
L?ffﬁﬁﬂ the i, BRIABRSE (R 20,
' REFEE L Wéw$é%ﬁmmykﬁ
AT, TR BB R G A S
R ﬁnéi B~V 6 A7 1 i 7ﬁT—nﬁ
BHATM A, WEIRH Bk md
V4” HH, KA rPIRAS A PENDING
&2k CANCELED.
200 100428 Thg device is not | &£ ANELL
online. AR SLETR K4 (expireTime
HUE N 0) I, #5154 OFFLINE 24l
A
AR TER TR A RS R E
2.
200 100418 _The devi_ceData W55 BRTEAE
is not existed. b

1. 1HRZSEP % deviceld #ix. 1H
k1% deviceld J& 15 J& T-1% appld B¢
# deviceld & 54 .
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Http EiRAD AR fiA iFA
7SHY
2. Header #4571 appld A%, WEHIA
% appld T 215 F 1% deviceld.
3. W% URL a7 alie =4
appld, 1 1% appld 5 A %
200 100431 The serv_iceType MRS B BIATEAE
is not exist. AEEEY
1. 1K EIZ &R Profile X2 R E
AR 10T “F &,
2. AR CREA “EmRiR g
FE” B2k %1 model 1
manufacturerld 25245 .
3. IHKEIERSHE B IER, B
serviceld 7£ Profile {2 5547
1E,
500 100023 The data in R R
Qa@BASEIs | pmgkis 10T AW HE, HEE
' loT “F&4Ed A\ L AbEE,
500 100001 Internal server AR 55 B AL PR R
error. REERERL: 10T T4 1y AR, A
loT “F & 44 N R Ak,
500 101016 Get iotws FREL iotws Huhik 24
address failed. |\ wsp iy 10T o3 BRI, IR
loT V&5 4Edm N R Ak,
500 101017 Get M oss SREHT 1 [R1 1 kb 2 U
newCalloackUrl | yamgtist: 10T -6 Wittt LR
failed. loT ﬁzééﬁﬁj}\ﬁ ﬁ?@o

272 EMIEEHS

HAAR
=77 SR AT AL O T R G A IR A
EOINRE

SRS =J7 A E W T AR5 R .
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FEIER

EEEM

O R

EREH

EOMA IoT & hRA I E AR
14.0 V100R001C30 g n
http #%77 SL IS & -
Header:

"app key: FkKkkAN
"Authorization:Bearer ******"

Content-Type:application/json;

BEKRFE GET
153Ktk https://server:port/iocm/app/cmd/v1.4.0/deviceCommands?pageNo={p

ageNo}&pageSize={pageSize}&deviceld={deviceld}&startTime={sta
rtTime}&endTime={endTime}&appld={appld}

(TIPS HTTPS
2 Wi/ T | KA g |k
%
pageNo | mli% Integer(>=0) query | EMIFIUTAS, KT5ET 0, BIA

fE: 0.

pageSize | nJik

Integer(>=1&& | query
<=1000)

THEILEENEE, KTET
1, HKMH 1000, BRIAE:
1000.

deviceld G

String(64)

query

€ B AT B 1D,

startTime | wJi%k String

query

BTG [A], BN K dr A
[B]7E startTime 2 J5 i 3¢, B
() A =X
yyyyMMdd'T'HHmmss'Z', 0
20151212T121212Z.

endTime | A% String

query

TR R, i) R R A
[B]7E endTime Z ATHIIC 3. B [A]
i
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TR S5

i/ A | KA

g |k

yyyyMMdd' T'HHmmss'Z',  #1
20151212T1212127.

appld String query | FE=J7 MM SR, FHTHE
—FRiIR—/ MR . appid 7E 10T
T4 1 SP Portal 617 5 FH B
BN
Status Code: 200 OK
S e 3} iR
pagination Pagination THAEE, EAAZ I Pagination 45414
data List<DeviceCommand | ¥ & 253, HiAS N
RespV4> DeviceCommandRespV4 £ )14 .
Pagination £ 414 150 B :
S il R
pageNo long PRES
pageSize long FFUlfE B .
totalSize long o A
DeviceCommandRespV4 £t 441t B :
S i R
commandld String(1-64) wWE&m4 ID.
appld String(1-64) =W NSRRI RR— A
f”ﬁﬁ TR AT I Z AR TR R 45 WA B
KA 10T “F & BT AP,
deviceld String(1-64) TR A& 1D, FTME—FRiR
%o
command CommandDTOV4 TkhkinSHER, BES0
CommandDTOV4 4 f i
callbackUrl String(1024) ARSARAE AL, Y6 A RIS
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S i) 3%
(PAT R, $ATEED, R, ki, Cis
18) SIS =R .
expireTime Integer(>=0) NRMA R ], AR, RIRWRS
fr S 1EAIE 5 expireTime AP AR, #idix
A EYEE G B TR, WRREE
NIERIA A 48 /NE) (86400s*2)
status String TR HIRSS .
e DEFAULT #/RA MR
e EXPIRED F/rin4d B 4id i
® SUCCESSFUL FI/rn & C& AT
* FAILED FRfn&#4T KK
e TIMEOUT FI/Rfn 4 N RKMATEER
e CANCELED F/rfir &AM AT
result ObjectNode R PATIIE S R,
creationTime String(20) i A BB TE]
executeTime String(20) i A HAT BB E]
platformlssuedT | String(20) TG Rk A Bt A .
ime
deliveredTime | String(20) B A A1 T8 BB TR TA]
issuedTimes Integer(>=0) G RIER A IR
maxRetransmit | Integer(0~3) A N R BN EALIRE
CommandDTOV4 Z5 4R35 B «
S¥ WAE/ATIE | R iR
serviceld | whik String(1-64) | Ay & XN IRS 1D, HFARIR—MR
%
method Wik String(1-128) | my MRS N BRI 2K, RSBk
&,
paras AT ik ObjectNode | w4 %H jsonString, HARH 207 EM
A2 29 5E
=P bl
Method: GET
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M) Sz 73 451

request:

https://server:port/iocm/app/cmd/v1.4.0/deviceCommands?pageNo=0&pageSize=10&devicel

d=******&startTime=20151112T101012Z&endTime=20151212T1212127

Header:
"app key: FhFxxxN
"Authorization:Bearer******"

Content-Type:application/json

response:

Status Code: 200 OK
Content-Type:application/json
Body:

{

“pagination”: {

"pageNO": 0,

"pageSize™: 20,

"totalSize": 100

}!

"data": [

{

"command|d"; "EEFFEERE
Ilappldll: L e .
"dEVIceld" Hkkhkhkhikixn
"command": {

"serviceld: MRERERR R
"method'"; "xxEFERAEN
"paras": {

"paraName1": "paraValuel",

"paraName2": "paraValue2"

}

"callbackUrl": "http://127.0.0.1/cmd/callbackUr",

"expireTime™: null,
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"status": "PENDDING",

"result”: null,

"creationTime": "20170222T164000Z",

"executeTime": null,
"platformlssuedTime": null,
"deliveredTime": null,
"issuedTimes": null,
"maxRetransmit"; ******
h

{

"command|d; MxExFExEE
"appld"; MEERE xR
"deviceld"; "FxxEAIREN
"command": {

"serviceld"; MrEEFFEAR
"method": "-k****-k-k-k",
"paras": {

"paraNamel": "paraValuel",
"paraName2": "paraValue2"
}

3

"callbackUrl": "http://127.0.0.1/cmd/callbackUr",

"expireTime": null,
"status": "PENDDING",

"result": null,

“creationTime": "20170222T164000Z",

"executeTime": null,
"platformlssuedTime": null,
"deliveredTime": null,
"issuedTimes": null,

"maxRetransmit'; ******

}
]
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Hixhg

Http K BixRAD PP el
PO
401 100002 Invalid access AR token {2 B,
token. SRR AR S LR P T
H#7[f] accessToken & 54 1%
400 100022 The input is invalid. | #i NS5 TEAL.
LUSLIEE N
1. iEHAIA startTime A1 endTime #F
AN=E, H endTime b
startTime M .
2. A pageNo A%, H
pageNo KT 0.
3. i A pageSize AANZE, H
pageSize KT 1.
500 100220 Get AppKey from FREL appKey KIK .
header failed. SRR ¢ R TR R
header /2 %517 appld.
200 100217 The application 7 FH R A
hasn't b N o ,
il WL FEARRLR AU,
NSRS 1) appld A7 .
200 100203 The application is N AT
not existed. Kb
1. VK HTTP &R k3 A #5715 1
appld 2 &A%
2. IR EIEREAE urD LA
() appld & 75 3%
200 100418 The deviceData is W55 BATEAE
not existed. Kb

1. ERZHHHE Y deviceld B
. iEHIIAZ deviceld 2 &8 T
% appld 2 deviceld &5
o

2. Header W37 (1) appld Hix, &
#iNiZ appld T 275 A 1%
deviceld.

3. iR URL H ¥4l 7 ik 240
appld, 15K 1% appld /215
o
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273 18HEFHS

AR

EOTNEE

FHEIEK

/EIU\EIBH

EORE

BERKEH

55 =07 LA AT R P L O I R
BSOS -

R EE PAT I dr SRS AT B2, AT iEE

SCRFER =7 BB S 2 IPIRASE 2, HAT OB B i RS, BIRE A
HE -

FEOMRA IoT £ &hA =Rl
1.4.0 V100R001C30 im0
http #%7 SL I35 & -
Header:

"app key: EE ol
"Authorization:Bearer ******

Content-Type:application/json;

BKREE PUT
1B K ik https://server:port/iocm/app/cmd/v1.4.0/deviceCommands/{deviceCom
mandIld}?appld={appld}
&S HTTPS
S hik/A] | EEY E AR
%
deviceCom | 1% String path S A4 1D, 7R 6
mandld WAL EIRTE.
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I

¥ Wi/l | FEE g | @k
%

appld GBS String query | HE=J7MHBIEIRR, HT
ME—ArI—/ NS . appid 7£
loT “F4 1) SP Portal b £l &3
P3RS

body Wi UpdateDeviceCom | body | Bt &ar S HIA%, HikZ

mandReq I, UpdateDeviceCommandReq

SR AL

UpdateDeviceCommandReq 45 1) {43 B «

S | wak/m | EB | ER
%
status | @ik String | i PATEEH, Wi%k{EH: CANCELED, #UiHm2 .

Status Code: 200 OK

S 3] ik

commandld | String(1-64) | #4474 ID.

appld String(1-64) | ZH = MNHM S FRIR, HTFME—ARR—PMNH. A
F Al I AR R R WA SR SRR 10T 1 & 1K
API,

deviceld String(1-64) | FRrd % 1D, HTME—FFIR—ME%.

command | CommandD | FARMmAMEE, HEAZS M CommandDTOV4 &5k,

TOV4

callbackUrl | String(1024) | A 4RA&ARLIB AL, M RSB (PAT R,
HAT DY, MR, Kk, CiEiR) S =M.

expireTime | Integer(>=0) | & ar & BRI E], AN, RoRE&a ol
J& expireTime #P N A 2L, I XA [A) 95 B & iy 25 A
BTRR, WRARBE NI 48 /M (864005%2)

status String T ERGSHIRS.

e DEFAULT E#AFR

e EXPIRED F/nfin 4 Ci&id

e SUCCESSFUL #/nin 4 C& M IaT
* FAILED FEirfr 44T K
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2H RE ik

e TIMEOUT %X/ N RHATERS
e CANCELED FE/rfn 4 B &g s AT

result ObjectNode | & fir & HAT HITELHSS R
creationTim | String(20) i A ) RSt ]
e

executeTim | String(20) A 2 AT OIS [A]

e
platformlss | String(20) T Rk A B A

uedTime

deliveredTi | String(20) F e iy IR B & R ]
me

issuedTimes | Integer(>=0) | “F& RIiL A HIREL.

maxRetrans | Integer(0~3) | 44 T K K FEAL R
mit

CommandDTOV4 S5 4R 15 B «

¥ WiE/F] | KB fE iU
i%

serviceld | hik String(1-64) | body A MRS 1D, FFRRiR—A
K55 .

method | 14i% String(1- body i 55 T BARRdr & 4408, IRST

128) JE S .

paras Al ik ObjectNode | body A28 jsonString, Bk

BN BRI 5E
BRI

Method: PUT

request:

https://server:port/iocm/app/cmd/v1.4.0/deviceCommands/{deviceCommandld}?appld={appl

d}

Header:

"app key: FkhFrAN
"Authorization:Bearer****#*x*"

Content-Type: application/json
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M) Rz 7~ 151

Body:
{
"status":"CANCELED"

}

response:

StatusCode: 200 OK
Content-Type: application/json
Body:

{

"commandld®:; tErEERREE

fappld": MRRRRRAk

"deviceld": "I FFAAAN

"command": {

"servicelg"; MrrFFAAAR

"method!: "k

"paras": {

"paraNamel": "paraValuel",
"paraName2": "paraValue2"

}

b

"callbackUrl": "http://127.0.0.1/cmd/callbackUr",
"expireTime": null,

"status": "PENDDING",

"result": null,

“"creationTime": "20170222T164000Z",
"executeTime": null,
"platformlssuedTime": null,
"deliveredTime": null,

"issuedTimes": null,

"maxRetransmit'; ******

}
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Hixhg

Http ik | #5iRF0 | SRR iFA
PO
401 100002 Invalid access IR token 13 &,
token. vy N .
oxen REEEE . R A2 1 SR R T
accessToken /& 54 1% .
400 100022 The input is NS ETER
invalid. RREEEEI: R AR AR R S
JEEE
500 100220 Get AppKey SREL appKey 2RI
from header b - R v g o
failed. &fiﬁv}( ] &;Tﬁmlﬁ;kﬁq header ':F'IE
%47 appld.
401 100217 | The application | & FH Ry P24,
hasn" vy = \ RN
nasmbeen | i, AR, AR
ZH ] appld AT
200 100435 Wmmﬁe A ELRRY . RIS, TEIARR.
aready HEBRERUL: TR SR I 2 7
PENDING IR%S .
canceled, &
expired or
executed,
Cannot cancel.
200 100203 The application | N FHATETE .
is not existed. b E Y
1. VR HTTP iR k384545 (1) appld /&
HH IR
2. VER A RESAE Cur) FAE N appld
A B
200 100434 | The device T AANTELE
command is not LB

existed.

1. iR NE R 8 commandld 72 75
o

2. EE commandld 2 5 H R, £6ET
METE ST appld.

2.7.4 Bl ZHSHIEES

HAHR

55 = J7 LI P e OO RE B4 N R M AT, O AR B AN TR -
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EOThEE

FEIEK

EEEIM

ZORE

EKEH

SCHRFEE =07 N RV B i S WU AESS, 1A TR 2 e 1D T HIITA & i

4.
EOMA IoT E&hRA I E AR
1.4.0 V100R001C30 s

http #% 717 L3805 B.:

Header:

"app key *kKkkhkxN

"Authorization:Bearer ******"

Content-Type:application/json;

R 77k POST
1E K ik https://server:port/iocm/app/cmd/v1.4.0/deviceCommandCancelTasks?
appld={appld}
R HTTPS
SH | /A | KR fir |k
i &
appld | ATk String quer | 25 =J7 N B SR bRIR, HTE—
y FRiR—ANRH . appid 7€ 10T “F&
SP Portal _F- 6% i FH I 3545

body Wik CreateDeviceCom | bod | B ar & MEHESZHL ARSI
mandCancelTaskR |y CreateDeviceCommandCancelTaskRe
eq q 4EikefE.

CreateDeviceCommandCancelTaskReq 45 #4445 B -
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S whik/m] | K g ik
1%
deviceld | ik String(1-64) body RERUEE W & i 2 4% 1D, FEN
B 454 24 BT Z & R R
e
R 53
Status Code: 201 Created
S il mik
taskld String(1-64) W& A T 45 /L 45 ID.
appld String(1-64) W& A TS BT M A 1D,
deviceld String(1-64) PAT R & S BT S5 545 ID.
status String BT 55 RS IR
o WAITTING FR%HH4TH
* RUNNING F/R LS IEAEAT
® SUCCESS K/l T 55 $AT B2
* FAILED F/RFEHE 5 AT R
* PART_SUCCESS /R EHAT 45 &8 7 $0u4T
I -
totalCount Integer R I s i 2 B2
deviceComman | List<DeviceComma | #4511k & 243, EAAZ N
ds ndRespV4> DeviceCommandRespV4 45144

DeviceCommandRespV4 4514t B «

S i) ik

commandld String(1-64) e S

appld String(1-64) F=OT A SN, TR A
N o FF R BT AR R R 2 WA N
KA 10T ~F &I AP,

deviceld String(1-64) FRATAMES 1D, HTME—FRIR—N
o

command CommandDTOV4 TrianZPHER, BEiAasN
CommandDTOV4 4 #44.
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S il R

callbackUrl String(1024) LRGSR, ey RS
(PAT R, $ATEEE, BB, kik, ik
18D SN =T N .

expireTime Integer(>=0) NRAT A W], PRALCARD, RN
A 1ER) T expireTime FP N E R, #Bidix
A EYE G 2 BA R TR, WRARE
TIERIA A 48 /NI (864005%2) .

status String R A A HPIR A
e DEFAULT %%Tilﬂ‘?i
e EXPIRED F/rmn4d o4id i
* SUCCESSFUL FI/rfn 4 O I AT
* FAILED Frfn AT R
e TIMEOUT FI/rf4 N AKATHERS
* CANCELED F/xfir 4 CAMRUE AT

result ObjectNode TR PTG R

creationTime String(20) fr A R B 2 B[] .

executeTime String(20) i AT BB E]

platformlssuedT | String(20) G RIS I TE]

ime

deliveredTime | String(20) 1 G i IR IE B A HO TA]

issuedTimes

Integer(>=0)

maxRetransmit

Integer(0~3)

7 R EBREALIREL

CommandDTOV4 45 ¥R «

SH Wi ATIE | 2B ik

serviceld String(1-64) AR NI 1D, FTFRIR— IR
%

method String(1-128) | dr & % N HEAARIm ALK, RS EE
A

paras ObjectNode | w4 % jsonString, HARH 207 EM
R A 20 5E
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1ER I

M) Rz 7= 451

Method: POST

request:

https://server:port/iocm/app/cmd/v1.4.0/deviceCommandCancelTasks?appld={appld}

Header:

"app_key: xrHxrkn
"Authorization:Bearer******"
Content-Type: application/json
Body:

{

"dEVIceld" Hkkhkhkhikiixn

}

response:

Status Code: 201 Created
Content-Type: application/json
Body:

{

"task g xR EFK KA

"app|d": Mhekkkdkk KT

"dEVIceld" Hkkkhkhhkiixn
“status™: "WAITTING",
“totalCount™: 1,
"deviceCommands": [

{

"commandld": "********u,
fappld"; Rk
"dEVIceld" "********u’
"command": {
"serviceld"; "rEEFAAIIAN
"method"; "**xxxxxRn
"paras": {

"paraNamel": "paraValuel",
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"paraName2": "paraValue2"

"callbackUrl": "http://127.0.0.1/cmd/callbackUr",

"expireTime™: null,

"status": "PENDDING",

"result": null,

"creationTime™: "20170222T164000Z",
"executeTime": null,
"platformlssuedTime": null,
"deliveredTime": null,

"issuedTimes": null,

"maxRetransmit'; ******

}
]
}
Http X | $8IRED | $&iRHER 18R
S
401 100002 | Invalid access FEIRR) token 13 B,
token. UFEEL: R AR 1R o A
accessToken +& %54 1%
400 100022 The input is EINSET A
invalid. BEFERRIL: TR R TR PR 0 2
B A5
400 100220 | Get AppKey from | 3REY appKey %M.
header failed. o A e b 1 1
ACHEEN ¢ IR AR S SR 1 header H
s 45T appld.
401 100217 The application INEEB R T2
e MR FARS AR, WA
SRSEP appld A=
404 100203 | The applicationis | N FHA{ELE.
not existed. b
1. TEREA HTTP 15k Sk - #5747 1 appld
B H IR
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not existed.

Http %X | #5iRF0 | SRR iFA
Shg
2. WA RER R CurD P& A appld
R R.
404 100418 | The deviceDatais | %412 EALELE

Ab PR :

1. 1R SEP I deviceld £5i% . 1h
1A% deviceld /215 J& T-1% appld 5L
# deviceld &5 545

2. Header #1451 appld %, WEHIA
% appld /215 % deviceld.

3. Wi URL "7t 1 A& Z4L appld,
T 1% appld & 15 A %

2.7.5 EMIEZSHIETS

A=

EOThEE

TEILF

EEEIM

55 =07 R S # T AN - R e, W TR D E R R A AR S AT

o

SCRF SR =7 L 2040 0 4% i 4 AU A 55 O BAT 1 2

EORA IoT F&RA & AR
14.0 V100R001C30 im0
http %7 k3845 .-
Header:

"app_key *khkkkxn

"Authorization:Bearer ******"

Content-Type:application/json;
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#ORR

BRI GET
Bk e https://server:port/iocm/app/cmd/v1.4.0/deviceCommandCancelTasks?

pageNo={pageNo}&pageSize={pageSize}&taskld={taskld}&deviceld
={deviceld}&status={status}&startTime={startTime}&endTime={end
Time}&appld={appld}

&S HTTPS
BB
S Wik B | AR E | fmiR
%
pageNo Al 1%k Integer(>=0 | query | EifjRITIRS, KTET 0, ERIAE:
) 0.
pageSize | Wik Integer(>=1 | query | EHifjEFIEEHNEE, KT%T 1,
&&<=1000) B RAE 1000, ERIAfE: 1000.

taskld Al ik String query | HEHATS FIMESS 1D,

deviceld | mJik String query | AT & A ST R & ID.

status ATk String query | & RS IIRES .

startTime | wJi% String query | X UIFFURESTE], 70O R I R & A
AAT LA FE startTime 2 J5 30
. WAk
yyyyMMdd' T'HHmmss'Z',  #i
20151212T1212127.

endTime | mJik String query | A 4E RS TE], 7O RN R A
AATS5 I A ZE end Time Z BT 3% o
B[] A6 =K
yyyyMMdd T'HHmmss'Z', 40
20151212T1212127.

appld Al ik String query | SE=J5 RIS bR, T ME— AR
W—R . appid 7€ 10T “F &) SP
Portal 6173 W FH I 3k 15 .

W RS 3
Status Code: 200 OK
S i) ik
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BH 3] Tk

pagination | Pagination S5 R, BfkZ I Pagination Z5 1444 .

data List<DeviceComman | & #&in S5, BiAS I
dCancelTaskRespV4 | DeviceCommandCancelTaskRespV4 45 #1 .
>

Pagination £ 441t B :

B il iR

pageNo long SR E IR

pageSize long HUUE B A .

totalSize long giéiﬁz B ) 81 ) SRR AT 25 R 1 i 4

DeviceCommandCancel TaskRespV4 4 #4441 B :

28 Eil) 3%
taskld String(1-64) W& i AT 55 1155 1D,
appld String(1-64) W RS B @ R A 1D
deviceld String(1-64) W& A R 55 48 e U a2 1545 ID.
status String FSAT S5 RS IR S
o WAITTING FRE&FHATH
* RUNNING F/RMUESAT S IEE AT
e SUCCESS /s L 55 AT 1 h
* FAILED F/RFUEAT S IAT I
* PART_SUCCESS /R iUH AT 55 &6 70 047 Bl
e
totalCount | Integer BEY M5 et 2 Mg,
deviceCom | List<DeviceComma | ¥4 S WS 5512 553, HiAS T
mands ndRespV4>

DeviceCommandRespV4 £ 1

DeviceCommandRespV4 £t 441t B :

2%

i

commandId

String(1-64)

177




i

P

appld St”ng(l_64) % ﬁrﬁﬁﬁ’]%1 \*T-l//\a ﬁq—]:uﬁ *T ug/\
N o JFRE B AR R AR & WA
KA 10T “F & API.

deviceld String(1-64) TR HEE 1D, HFME—FRiR— N
o

command CommandDTOV4 | kA EE, BiAaZ
CommandDTOV4 &5 414

callbackUrl String(1024) LR A E, Ay ARSI
(PATRI, AT, BB, Kix, ik
15) SiEmsE =) M.

expireTime Integer(>=0) TR A WIS [a], AP, RoRE &
ARG expireTime FPNE R, #BLIX
M EYEE G S BAE TR, WRREE
M ERIN Ay 48 /N (86400s*%2)

status String NRMAEPIRES
e DEFAULT %%/Tfliw;i
e EXPIRED F/rfin4 C& it i
® SUCCESSFUL F/nfn & C&MIIHAT
* FAILED F/rfn AT R
e TIMEOUT FI/rfn 4 N ARKMAT B!
e CANCELED F/rfn4 A HIT

result ObjectNode TR A PUT R AN

creationTime String(20) i A R e ms A .

executeTime String(20) i A HAT BB E]

platformlssuedT | String(20) & kA A BT E]

ime

deliveredTime | String(20) - G B i 21K 0 B W % FR A TR]

issuedTimes Integer(>=0) T a RIEmATIIREL

maxRetransmit | Integer(0~3) A N R IR EAR RS,

CommandDTOV4 Z5 4R35 B «
S8 HIE/AE | 2B 3%

serviceld Wi

String(1-64)

R RIFI RS 1D, TR — MR

*
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1ER I

M) Rz 7 51

S VA1 bvi A M i 3%

method hisk String(1-128) | iy &%~ BRI & 4 FR, RSBk
&,

paras C1pvid ObjectNode fir 240 jsonString, B T E RN
AN 229 5E

Method: GET

request:

https://server:port/iocm/app/cmd/v1.4.0/deviceCommandCancelTasks?pageNo={pageNo}&p
ageSize={pageSize}&taskld={taskld}&deviceld={deviceld}&status={status}&startTime={st
artTime}&endTime={endTime}&appld={appld}

Header:

"app key *kKkkhkx

"Authorization:Bearer******"

Content-Type: application/json

response:

Status Code: 200 OK

Content-Type:application/json

Body:

{

"pagination™: {
"pageNo": 0,
"pageSize": 20,
"totalSize": 100
b

"data™: [

{

skl EEE A

"appld": L

"deviceld"; "xFFFFFAxN

"status": "WAITTING",
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"totalCount™: 1,
"deviceCommands": [

{

"command|d"; "rxxEREER
nappld™; MEEEER R
"deviceld"; Mk
"command": {

"serviceld"; MrFEARIAA
"method"; "*xxxrrEEn
"paras": {

"paraNamel": "paraValuel”,
"paraName2": "paraValue2"
¥

h

"callbackUrl": "http://127.0.0.1/cmd/callbackUr",
"expireTime™: null,

"status": "PENDDING",
"result": null,
"creationTime™: "20170222T164000Z",
"executeTime": null,
"platformlIssuedTime": null,
"deliveredTime": null,
"issuedTimes": null,

"maxRetransmit"; ******
}

]

b

{

"task g rEE A

"appld": gk k gk kAl

"deviceld"; "ExFIRHAAN
"status": "WAITTING",
"totalCount": 1,
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A%

i

"deviceCommands": [

{

"command|ld"; "xExFExERN

"appld": Tk ko ke kK1

"deviceld"; "xFFFFFAxN

"command": {

"serviceld"'; "xxEFFIEXN

"method": L e T = ]

"paras": {

"paraNamel":

"paraName2":

}
2

"callbackUrl":

"expireTime": null,

"paraValuel”,

"paraValue2"

"status": "PENDDING",

"result": null,

"creationTime": "20170222T164000Z",

"executeTime": null,

"platformissuedTime": null,

"deliveredTime": null,

"issuedTimes": null,

"maxRetransmit"; ******

"http://127.0.0.1/cmd/callbackUr",

}
|
}
|
}
Http X | $5IRFD | iR i EA
S
401 100002 | Invalid access token. | %% token 13 ..
AP TER S AR TS
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Hitp 1 | $8i2% | sigtit Ty

Shg
accessToken A& 54 % .

400 100022 | The inputis invalid. | #j N ZETHE4K .
AFRA: R R DR R R 2
B Akt

400 100220 | Get AppKey from FREX appKey KIK .

header failed. UEFREEIL © KRR LRI header 2

455 appld.

401 100217 | The application S 228

hasn't b e - e v
il TR ARSI, A
SKZH ) appld A% .
404 100203 | The application is N ALELE
not existed. K
1. iERA HTTP 5K kLI h 4471 appld
AR
2. B EIEREEE CurD F& 1 appld
AR
404 100418 | The deviceData is WS BAATAE
not existed. Kb

1. 1ERSEHHEATT deviceld 451R%. TE
Ni% deviceld J2 15 )& T-1% appld 2#
deviceld /& 75 54 .

2. Header HF#H5) appld A%, HE6fIN%
appld T &3 1% deviceld.

3. iR URL ¥4l 7 Al ik 24 appld, 1%
K 251% appld & 754 1% .

2.8 HHERE

10T ~F & SCHFF 58 =7 MM B M B A HEAAE B, RN SCRF B & Rl b s
REFZy . R, HSRMER B s A I e 8 .

281 EHBEMEEER
B2

55 =07 N R A R VA ) AN B R RIS R
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EOThEE

FEIER

AEE

EORE

BEREH

SCRES =5 M B R E RIS R .

EORRA IoT &k 5T 5 AR
1.4.0 V100R001C52 o iEsRHhHAS T
o CHTHEE R 4L select
o IR mA N 2% connectionInfo, location
o R[AIBH devicelnfo 2R T N
DevicelnfoQueryDTO
o Y 100203Http IRZSH 200 743N 403
#1500
o JHEREEZES 100022
1.3.0 V100R001C30 O
kS S
Header:

' 'ap p_key *khkikixn

"Authorization:Bearer ******"

Content-Type:application/json;

BERFEE GET
TER ik https://server:port/iocm/app/dm/v1.4.0/devices/{deviceld}?appld={app
Id}&select={select}
fRHtY HTTPS
e Wik/A | KB | LB | ik
bvi
deviceld | 43k String | path B 1D, AT ME—bRR— A&, EENTE

I 10T G0 B3R .
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TR %

S whik/m] | KB | LE ik
1
appld Al String | query | FE=J7 RIS AN, HTHE—FRIR—
N FH . appid 7E 10T “F- 1] SP Portal b v
LB

select Al String | query | fEE & HLAE, FIIEME: imsio

Status Code: 200 OK

S e 3] iR

deviceld String(256) W ID, H TR — MR

gatewayld | String(256) MK ID, A TARR— DR

nodeType | Enum TR, HBUA:
ENDPOINT/GATEWAY/UNKNOW.

createTime | String(256) BB A& P TE], B g X
yyyyMMdd T'HHmmss'Z', 4
20151212T1212127.

lastModifie | String(256) i J B e 2% B T

dTime

devicelnfo | Devicelnfo WE&ER, HARS I Devicelnfo 45144

services List<DeviceService | 48553, EAKZ 0 DeviceService 25 M4k,

>

Devicelnfo 45 f4 443 B -

g it iR

nodeld String(256) B IME—HR e,

name String(256) -

description | String(2048) WA B

rTgnufacture String(256) ] H 1D, ME—FRIR—AN) .
r

manufacture | String(256) NGBS e

rName

mac String(256) WA MAC Hidik .
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S il iR

location String(2048) WAL EE .

deviceType | String(256) WERM, KiEWdar4 773, 1 MultiSensor.
ContactSensor. CameraGateway .

model String(256) WS,
Z-Wave: ProductType + Productld, 16 4% =X
XXXX-XXXX #h 0 XF5%, wWi: 001A-0A12, HAthp
WIS A E

swVersion | String(256) B A RRAS, o
Z-Wave: FRAS KMAS, W: 1.1,

fwVersion | String(256) B TR B R AS

hwVersion | String(256) B IR R AN

protocolTyp | String(256) AT I CERAL, M ET SR B R Y

e CoAP, huaweiM2M, Z-Wave, ONVIF, WPS,
Hue, WiFi, J808, Gateway, ZigBee, LWM2M,

bridgeld String(256) Bridge #ril, FRW &L Bridge #2 A\ 10T “F
=i

status String WEIPRES, RRWREREEL, BUETEH:
ONLINE. OFFLINE. INBOX. ABNORMAL.

statusDetail | String(256) WENTPRES TN, status 2cFHUE, HBUEAE status
F statusDetail .

mute String FRWERETHRERES, W& BIREdE,
T E OGS EEMRIE.
e TRUE: %49IR%E
e FALSE: JEHRSIRES

supportedSe | String TR T2 e,

curity o TRUE: ¥#%4 s
® FALSE: AZfraeafi=

isSecurity String KRS AN B 22,
e TRUE: FH
e FALSE: KJ5H

signalStreng | String(256) WG 5.

th

sigVersion String(256) B sig hRAS

serialNumbe | String(256) R =R

r
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S e i) iR
batteryLevel | String(256) WA R E,

status £ statusDetail :

status statusDetail
OFFLINE NONE CONFIGURATION_PENDING
ONLINE NONE COMMUNICATION_ERROR

CONFIGURATION_ERROR BRIDGE_OFFLINE
FIRMWARE_UPDATING DUTY_CYCLE NOT_ACTIVE

(L] ssmm
& %@ loT 6 EIRZ LKA E & status. statusDetail s T _E3R . statusDetail 3 3UX A £ 2
T, RNEATEHEA,

DeviceService 45 FJ 4R 10 :

S e 3] iR

serviceld String(256) B IR S5 AR i o

serviceType String(256) B IR 55 25A

servicelnfo Servicelnfo wERIRSAE S, BARZ L Servicelnfo 45
Rt

data ObjectNode(2097152) | J& At %

eventTime String(256) IR yyyyMMAd THHmmss'Z',
20151212T1212127.

Servicelnfo 254445 B :

e e is) i
muteCmds List<String> W A3 .
ER A
Method: GET
request:

https://server:port/iocm/app/dm/v1.4.0/devices/{deviceld}?select=imsi

Header:
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M) Rz 7~ 451

"app_key: **"
"Authorization:Bearer**"

Content-Type:application/json

response:
Status Code: 200 OK
Content-Type: application/json
Body:

{

"deviceld": "xxxxx",
"gatewayld": "Xxxxx",
"nodeType": "XxXxxx",
"devicelnfo™: {

"name": "Sensor_12",
"manufacturerName": "wulian",
"deviceType": "gateway",
"model": "90",

"mac": "C7EA1904004B1204",
"sw\ersion": "th",
"fw\ersion™: "seu",
"hw\ersion™; "'sru",
"protocolType™: “zighee",
"description": "smockdetector",

"imsi™;

}

"services": [

{

XXXXX"

"serviceType": "air_conditioner",

"serviceld": "1",
"data"{
"battery_low": 1
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Fixhg

{

"serviceType": "air_conditioner",

"serviceld": "jkh",

"data": {
"pattery_low": "jhj"
}
}
1
}
Hitp X | $HIRES Fix i i BA
Y]
401 100002 Invalid access %1 token (E 5.,
ken. v v s
foken HEFA: R R R T
accessToken &5 A ik,
403 100203 The application is | N HATELE .
not existed. Kb 13
1. EREE HTTP &R Sk Hh #5717 1
appld &5 1%
2. EREIEREAE (ur) FAENT
appld &5 1%
500 100203 The application is | N HATELE .
not existed. Kb 13
L iR HTTP iR et
appld &5 H %,
2. R AESREEE CurD AR
appld & 5 1% .
200 100403 The deviceisnot | & ZATELE .
existed. WFRHL: 10T 2 A% deviceld %z
K%, 15K deviceld /& 75 %o
200 100418 The deviceData is | % %12 EATEAE .
not existed. b
1. ERSEH T deviceld F5i%. 15
ffiih 1% deviceld 275 )& T1% appld 5%
# deviceld &7 54,
2. Header #5771 appld Hi%, EHHIA
% appld T 25 1% deviceld.
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Hitp X | $HIRES AR A il
S
3. Wik URL iy 7 ik 2%k appld,
ER A% appld 2 5 A %
403 100217 The application N R
asnt beed WA HAEBIREERA R, WA
W RSEH Y appld N7

282 HEE MR EZIERTIFER

A5 S
55 =07 L AT A e O iR SR R (S B AR .
&OIhee
SCREES =5 B R SR E AR A B AR
LELR
EORRA IoT SF&RA T E AR
1.4.0 V100R001C52 o iERHbHAS T
o HIMIERZ%L select
o RS 100218Http RAHS HH 200 Bk 400
o fiRTY 100203Http RS H 200 #7434 403
A1 500
o HfiRAY 100217Http RS 200 B 24y 403
o RBIZHERAL
1.3.0 V100R001C30 o IR ZHL deviceType
o Hri4EiRAD 100002, 100217
1.1.0 V100R001C10 Fe oA
FAEEI
ol LIHE B
Header:

"app_key *khkkixn

"Authorization:Bearer *****=*"
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Content-Type:application/json;

EORE
BRFEE GET
Bk e https://server:port/iocm/app/dm/v1.4.0/devices?appld={appld}&gatew
ayld={gatewayld}&nodeType={nodeType}&deviceType={deviceTyp
e}&pageNo={pageNo}&pageSize={pageSize}&startTime={startTime
}&endTime={endTime}&status={status}&sort={sort}&selec={select}
&I HTTPS
HKRBH
¥ WIk/Al | KB | B | fEik
%k
appld | Ak String | query =TS bR, BT RR IR A
r”ﬁﬁo appid 7£ 10T “F- & ) SP Portal _I- 61 & 5
BEERCE
gateway | Ak String | query | PG ID, A TARR—AMCEA.
Id
nodeTy | mJi% String | query | AR, HUH:
pe ENDPOINT/GATEWAY/UNKNOW.
deviceT | mJik String | query | & &KA,
ype

pageNo | mJif Integer | query | ZEif] [ DTAY,

o (AT ERHNEANDTT

o [HRTET 0 MR 4 U
o [HEET OMEUMLE T

pageSiz | W% Integer | query | FifjfEIlfE R MEE, ShE{E: 1.
e

status Al String | query | EUJEAPPIRE .

e ONLINE: 7Ek

e OFFLINE: AR{EZ:

e ABNORMAL: SHIRZA

startTim | Wik String | query | EifIVEM &S BN ELE startTime 2 J& 110

e o IERER: yyyyMMddT'HHmmss'Z', 41
20151212T1212127,

endTim | AJi% String | query | EUIVEM I A(E SBAITE endTime Z BT

e o WA R: yyyyMMAdT'HHmmss'Z', i
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Mo B & 3

¥ WoIk/AT | R fLE | #ER
1%

20151212T1212127.

sort A String | query | 5 EiR A1 FHIHET .
* ASC: HEMBA& I [T RS
* DESC: HZVEMHA & R[] FrHF51
4 1H: DESC.

select Ak String | query | #gEiR[ElCSE, FTHUE: imsi.

Status Code: 200 OK

¥ it iR

totalCount | long WAL

pageNo long AW T

pageSize | long AR IUE B,

devices List<QueryDeviceD | &4 THREL, BEfAS N

TOACloud2NA> QueryDeviceDTOACIoud2NA Z5# 44 .

QueryDeviceDTO4Cloud2NA 45 ¥4 1433 B :

>

S it iR

deviceld String(256) W ID, HTHE—FRR— &

gatewayld | String(256) D, HTARH— MR &

nodeType | Enum AR, HUA:
ENDPOINT/GATEWAY/UNKNOW.,

createTime | String(256) O R BRI (), ) ) =X
yyyyMMdd T'HHmmss'Z', 411
20151212T1212127.

lastModifie | String(256) B JE 1B U028 FO BT (]

dTime

devicelnfo | DevicelnfoQueryDT | ¥ 44=H., HAk% I Devicelnfo 25 ffk.

0]
services List<DeviceService | #%45R%%)38, EAKZ: 0, DeviceService 4 Mk,

191




Devicelnfo 45 f4 443 B -

¥ i) iR

nodeld String(256) FRIRAL & IME— 1D

name String(256) WAL TR o

description | String(2048) WA EER.

manufactur | String(256) J W ID, ME—FRIR—AN .

erld

manufactur | String(256) NGB e

erName

mac String(256) W& MAC Hitik

location String(2048) WENMNEER,

deviceTyp | String(256) WA, Kiplar 4773, W MultiSensor .

€ ContactSensor. CameraGateway .

model String(256) W RS,
Z-Wave: ProductType + Productld, 16 HEfil#
XXXX-XXXX #h 0 X5F, fi: 001A-0A12, HAtt
WIS A E

swVersion | String(256) W& AR,
Z-Wave: FRASREAT, W: 1.1.

fwVersion | String(256) 2% O[] 2R R AR

hwVersion | String(256) B BIRE R AR

protocolTy | String(256) WA PR, UETSCRE R

pe CoAP, huaweiM2M, Z-Wave, ONVIF, WPS,
Hue, WiFi, J808, Gateway, ZigBee, LWM2M.

bridgeld String(256) Bridge #71H, xBTS Bridge #2A 10T 1
o

status String WRATPIRE, R/ EHEL, PUETEH:
ONLINE. OFFLINE. INBOX. ABNORMAL.

statusDetai | String(256) WA TPIRATVER, status &I, BUEEE status

| H statusDetail .

mute String FRWA/RGTHGRE, IR EREAER,

F A SEEHMRAT.
o TRUE: WG5S
e FALSE: FEHRZ5IRE
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S il iR
supportedS | String RNV AT S A
ecurity o TRUE: 324t
® FALSE: ACFF@ati=
isSecurity | String TR AT A e e
e TRUE: BH
e FALSE: KFEH
signalStren | String(256) WETESRE,
gth
sigVersion | String(256) B sig hRAS
serialNum | String(256) -SRI
ber
batteryLev | String(256) e QN REE R
el
status £ statusDetail :
status statusDetail
OFFLINE NONE CONFIGURATION_PENDING
ONLINE NONE COMMUNICATION_ERROR
CONFIGURATION_ERROR BRIDGE_OFFLINE
FIRMWARE_UPDATING DUTY_CYCLE NOT_ACTIVE
L1 35em

& 10T 46 LIRE & KA E 2 status. statusDetail » 3+ L3R . statusDetail 32301 F 1 2
T, RNEBRTZHEAN,

DeviceService 45 f4 44 it B :

S HR ik
serviceld String(256) WA RS AR .
serviceType String(256) BRI IRSS 2,
servicelnfo Servicelnfo WEMRSAE B, HARZ L Servicelnfo 451414 .
data ObjectNode(209 | J& 15X+ (Attribute-value pair) .
7152)
eventTime String(256) B a0 yyyyMMdd' THHmMmss'Z', 4
20151212T1212127.
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&N

M) Rz 7= 451

Servicelnfo £ #1435 B «

muteCmds List<String> W s G A B2
Method: GET
request:

https://server:port/iocm/app/dm/v1.4.0/devices?gatewayld={gatewayld}&select=imsi

Header:

"app_key: **"

"Authorization:Bearer**"

Content-Type:application/json

response:

Status Code: 200 OK

Content-Type: application/json

Body:
{

"totalCount™; "****"

"paQENOHZ ||*****n,

"pageSIZE" n*****n,

"devices": [

{

"deviceld": "xxxxx",

"gatewayld": "xxxxx",

"nodeType™: "Xxxxx",

"devicelnfo™: {

"name": "Sensor_12",

"manufacturerName": "wulian",

"deviceType": "gateway",
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"model": 90",

"mac": "C7EA1904004B1204",
"sw\ersion": "th",
"fw\ersion™: "seu",
"hwVersion™: "'sru”,

"protocol Type": "zigbee",
"description”: "smockdetector",

"imsi™; "xxxxx"

2

"services": [

{

"serviceType": "air_conditioner",

"serviceld": "1",
"data"{
"battery_low": 1
}

2

{

"serviceType": "air_conditioner",

"serviceld™: "jkh",
"data": {

"pattery_low": "jhj"

T e T S R W

"deviceld": "xxxxx",
"gatewayld": "Xxxxx",
"nodeType": "XxXxxx",
"devicelnfo": {
"name": "Sensor_12",

"manufacturerName": "wulian",
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pES

i

"type™: 90",
"model": "90",
"mac"; "C7EA1904004B1204",

"sw\ersion™; "--",
"fw\ersion™: "e-+",
"hw\ersion™; "-+-",
"protocol Type": "zigbee",

"description”: "smockdetector",

"imsi™ "Xxxxx"
h

"services": [

{

"serviceType": "air_conditioner",
"serviceld™: "1",

"data": {

"pattery_low": 1

}
}
{

"serviceType": "air_conditioner",
"serviceld": "1",
"data": {

"pattery _low": "1"

}

}

]

}

]

}
Hitp 48 | $2IRH SRk AR
A5
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Hitp X | #HIRE R EIA i BA
SH
401 100002 Invalid access token. 1R token 2 8.,
SEFRE: TER AR E SR
H#EH7IF) accessToken /& 754 % .
400 100216 The application input is i%ikf%iﬁmAﬁg
invalid. BRI 5 R SR
R RS
‘l«ﬁ o
400 100218 The gatewayld and /5% 1D Al pageNo A RE[FI Ay
pageNo can't be both 25
null. N, NN
AEFRERIL . EREIER S
gatewayld 5% pageNo & 55 .
403 100203 The application is not N AL
existed. R
1. HERE HTTP iR a8 b i
Hr [ appld &5 1% .
2. IHRETE SRR (ur) ik
A appld /& B A %R
500 100203 The application is not N HALELE
existed. R
1. KA HTTP 3R i i
H ) appld /& 75 A 1%
2. IHRETE SRR (ur) ik
A appld /& 5 1%,
403 100217 The application hasn't IVIEEE R T
been authorized. DRERRE AR R AU
WHINIGE RS H ) appld
=,

2.8.3 TR & [ R HIE

HAAR
575 ISPV R P 1 250 4 1 S 5

EOINRE
SR = 7 I #4046 S A
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FEIER

EEEM

ZORE

BERKEH

EORRA IoT & R4 T E IR
1.2.0 V100R001C52 o RN 100203Http R 200 74N 403
1500
o RS 100217Http RAHD H 200 By 403
1.1.0 V100R001C30 o SHriGiEk 24 appld, property
o RFIZHCEMARAL
o HIHMALRAD 100002, 100217
1.1.0 V100R001C10 e
i i SR ERS)
Header:

"app key *kKkkhkx

"Authorization:Bearer ******"

Content-Type:application/json;

BERFE GET
15K ik https://server:port/iocm/app/data/v1.2.0/deviceDataHistory?deviceld={
deviceld}&gatewayld={gatewayld}&appld={appld}&serviceld={serv
iceld}&property={property}&pageNo={pageNo}&pageSize={pageSiz
e}&startTime={startTime}&endTime={endTime}
17 HTTPS
e wik/A | KB (B | R
pvi
appld | Wik String | query | SE=J7 RIS bR, T E—RRIR A
N H . appid 7E 10T ~F-& 1] SP Portal 17
IV ETR
deviceld | Wik String | query | %% ID, HTME—FRiR— 4.
gateway | .+if String | query | 5% 1D, FIFARIR— KB
Id
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Mo &7 £ 3

¥ WIE/AT | KB | B | ik
1%k

servicel | [k String | query | E&KIRSIRIN.

d

property | FJ ik String | query | k%S JEMEEIE

pageNo | Ak Integer | query | E i) TThS,
o (HATFEWANEAT T
o (HRTET 0 W 7 v
o [HET OW AU I

pageSiz | nJik Integer | query | &t iifE B H0%E, HEHE: 1.

e

startTim | A% String | query | i)/ AE I (] 7E startTime 2 J& ) 524k

e Wi o WA : yyyyMMdd' T'HHmMmSss'Z',
4 20151212T121212Z.

endTime | AJ ik String | query | #if) AR EIZE endTime 2 BT 1907 S £di
i a R yyyyMMAd' T'HHmmss'Z', 4
20151212T1212127.

StatusCode: 200 OK

¥ it e

deviceDataHist | List<DeviceDataHis | %% 7 253438, BAkS L

oryDTOs toryDTO> DeviceDataHistoryDTO 45114,

DeviceDataHistoryDTO 45 #4)4A i B :

e p il e

serviceld String(256) B IR Sl

deviceld String(256) W 1D, FFME—riR— AN,

gatewayld String(256) WD, T HRR— e E A

appld String(256) BE=J7 NS AR, TR R— A
N FH o

data JsonObject w25 EARBIEER .

timestamp String(256) AR H A I TR, IS T K

yyyyMMdd T'HHmmss'Z', #i:
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1ER I

M) Rz 73~ 151

S il R
20151212T1212127.
Method: GET
request:

https://server:port/iocm/app/data/v1.2.0/deviceDataHistory?deviceld={deviceld}&gatewayld
={gatewayld}&appld={appld}&serviceld={serviceld}&property={property}&pageNo={pag

eNo}&pageSize={pageSize}&startTime={startTime}&endTime={endTime}

Content-Type:application/json
Header:
"app key:***-k*-k"

"Authorization:Bearer ******"

response:
Status Code: 200 OK
Content-Type:application/json
Body:

{

"deviceDataHistoryDTOs™: [
{

"serviceld"; "FrrEE"
"deviceld"; "HEEEE
"gatewayld"; "rEEIE"
"appld"; AR

"data": (LRl

"timestamp": Riakaialalell

}
]
}
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EIxE

Http X | $5iRAD HixfEIR WtER
SH
401 100002 | Invalid access token. HiR 10 token 15 B
AP TE R A G K i
] accessToken J& 75 F ix.
403 100203 | The application is not N FAATELE
existed. Y
1. 1HRE HTTP iR k38 b3 ar 1
appld 2 HH 1%
2. WRIEIEREES (urD AN
appld 2 HA 1%
500 100203 | The application is not N FAANTELE
existed. R
1. IHRE HTTP iR k38 v 1
appld 2 5 H 1%,
2. WRIEIEREESE (urD AR
appld 2 A 1%
400 100419 | The deviceld and deviceld 1 gatewayld A~ BERII A2,
gatewayld can'tbe both | sy piyr. iy iR S HOR
' deviceld F1 gatewayld & 75145 .
403 100217 The application hasn't I EER Er®
been authorized. WETRREI: ARSI,
INERZ 1) appld 7.

2.8.4 BN ZARSSEE ST

MR =

55 =75 N H AT DU Y82 D B s s IR S5 e 70 (B B st % 5E /T2 profile H15E X
IS5 ), SRJEHRAEIREL A AR 55 BE F1REAT 65 & R RS 4RAE

EOThEE
SCREER = J7 B R B s A 1 RS Be
TEIER
EORRA IoT F&MA T E AR
1.1.0 V100R001C52 Fii7ig 100203Http IRAAE HH 200 4543y 403 il
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EAEEM

EORE

BEKEH

el &2 & 3

EOMA IoT & RRA I E AR
500
1.1.0 V100R001C30 g n
A SR NS
Header:

' 'ap p_key *khkhkixn

"Authorization:Bearer ******"

Content-Type:application/json;

BERFEE GET
153K ik https://server:port/iocm/app/data/v1.1.0/deviceCapabilities?appld={app
Id}&gatewayld={gatewayld}&deviceld={deviceld}
17 HTTPS
¥ ehw | HKH A= iR
M

gatewayld | ]k String query WD, TR — R B .

appld [piis String query | =I5 MR SERR, T ME—FR
W—R . appid 7€ 10T “F &) SP
Portal |6 & i F B 3815

deviceld Ak String query W& 1D, HTME—ARR— MR

e i) Y

1es

deviceCapabilit | List<DeviceCapabil

ityDTO>

MG RIIER, BES
DeviceCapabilityDTO £5#14 ,
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DeviceCapabilityDTO £ #4445 i B :

g i ik

deviceld String(256) W& 1D, HTME— R R — %%,
serviceCapa | List<ServiceCapabi | & £ I ARG EE S1513%, BikZ
bilities lityDTO> ServiceCapabilityDTO 5414

ServiceCapabilityDTO 45 #4415 B -

2 et ik

serviceld String(256) W& AR S BRI .

serviceType | String(256) & AR 552,

option String(256) R 551515,

description | String(10240) W& RS HR g o

commands List<ServiceCom TR A A RA R, BARZ I ServiceCommand
mand> 2 1.

properties List<ServicePrope | ZRFHIm 451K, HAKS W ServiceProperty
rty> GERE A

ServiceCommand 45 #4443t B :

S it ik

commandN | String(256) SRR

ame

paras List<ServiceComm | g %1%, HAkZ I ServiceCommandPara 4514
andPara> i,

responses List<ServiceComm | i 5122, HAKZS I, ServiceCommandResponse 45
andResponse> AL

ServiceCommandPara £ {15 1 -

S it EiE:3US

paraName String(256) B FR

dataType String(256) PAE iV

required boolean TRk,
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¥ KE iU

min String J& 1 R/ ME
max String FA S PN
step Double ViZn i
maxLength | Int I RKE .

unit String B ()
enumList List<String> M RF K

ServiceCommandResponse £ ¥4 {4t B -

¥ il fak
responseNa | String(256) i . 42 R
me
paras List<ServiceComma | Jg 14513, R {AZ W, ServiceCommandPara 4514
ndPara> K o

ServiceProperty £ #4443 -
¥ e is) ik
propertyNam | String(256) JE LR .
e
dataType String(256) BRI,
required boolean &bk,
min String Ja M 2 MEL
max String e M A R AR
step double P70 1N
maxLength int wANKE.
method String(256) Dl E AR

e R: ﬂl;?

e W: H[E

o FE. ﬂXJﬁE%@’
unit String AL (FF5)
enumList List<String> Mzs SR B3 .
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1ER I

M) Rz 73 £51)

Method: GET

request:

https://server:port/iocm/app/data/v1.1.0/deviceCapabilities?appld={appld}&gatewayld={gate

wayld}&deviceld={deviceld}
Content-Type:application/json
Header:

"app_key:*xEsxx

"Authorization:Bearer ******"

response:
Status Code: 200 OK
Content-Type:application/json
Body:

{

"deviceCapabilities": [

{

"deviceld"; "FEEE"
"serviceCapabilities":[

{

"serviceld"; "FrFE",
"serviceType'; "****"
"option™; MAEER
"description"; "****!
"commands": [

{

"commandName'"'; "*xExx"
"paras™: [{

"paraName"; "*****"
"dataType'": "*****",

"required": "Ture",

"min": (LR
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"maX": (LT e S ]
"Step": Nk Kk Xkl

"maxLength": 1111111,

"Unit": (LR

"enumList": [{

H

HiB

"responses: [{
"responseName"; "***"
"paras": [{

"paraName"; "¥*xkxn
"dataType"; "*****"

"required"; "Ture",

||min||: n*****n,

"maX": Mgk kk Kkl

"Step": ||*****||,

"maxLength": 1111111,

"Unit": Mgk Kk kil

"enumList": [{
H
H
}
1
"properties™: [

{

"propertyName'; "***x*t

"dataType"; "*****"

“required": "Ture",

||minll. Mgk KKkt

Tmax' RRREE

"Step": ||*****||,

"maxLength™: 1111111,

"method"; "xxFFE"
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"Unit": (LR

"enumList": [{

]
}
]
}
]
}
]
}

FiRhg

Hitp $h | $4iRA5 SRR BT
S
401 100002 Invalid access token. | #%1% 1 token 12 &,

ACERERI: VE R A TG SR A i dE

#2110 accessToken & 754 157

400 100022 The inputis invalid. | #y A S50

AEPRERIL . ER S LA IE R T

# ZHIN VAT .

500 100203 The application is not | N FHANTELE .

existed. R 1

1. A HTTP iR Sk h 4 (1)
appld 2 HA 1%

2. IHREIEREEE (ur) AW
appld &5 H 1%

403 100203 The application is not | % F AfE7E .

existed. R

1. B HTTP 3 K Sk 4ty i)
appld 22 5 H 1%

2. WEREWERERE (urD AR
appld & H 1%

403 100217 The application IVEGE R T8

asnt been UNRERIL AR A,
WINE R ZEH I appld A7
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2.9 1 FAETER
2.9.1 &Mk &R

AR

EOTHEE

TELR

AEE

ZORE

EREH

=7 N AT A s DA e 4L, T SCRFB R TR AL e N SE, AN
] AT L2 A s AR RS -

SCRFER =7 B FHSEINBE R 2,  SCRFAEA N F B AN 1 38 s 4 4.

EOMRAK IoT F&hRA T E AR

1.3.0 V100R001C52 F5AS 100203 [ Hitp RS B 200 #7450 A
403 #1500

1.3.0 V100R001C30 O

ot IR

Header:

' 'ap p_key *khkikiixn

"Authorization:Bearer ******"

Content-Type:application/json;

ERGE POST
IR bk https://server:port/iocm/app/devgroup/v1.3.0/devGroups
RN HTTPS
£% SHEAT | 2R wE |
i%
name ik String(1- body WAL, ARG FREFIEL
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RIS %

R &N

S Wik /AT il N E iR
%
50) Fo
description | Ak String(102 | body R EMHRER,
4)
appld Cipis String body =TI RS0 FRN, TR 10T
(50) A1) SP Portal _- 61 2 3 FH I 3545
TESRAUNE FH T 3G 08 % 4L ) 75 22
HE, HERNNHMFAE ID.
maxDevNu | 7] ik Integer body WA R &R E, BiAE/ME
m (>=0) 0. H{EN OB, FRoRXT AL
=AM PR i .
devicelds | mJik List<String | body IMEN R SH R ID FIER.
>
StatusCode: 200 ok
S i) iR
name String(50) WA, R KNG FRERIE T
description String(1024) W HMHARER.,
id String(50) WA 1D, P& EAER.
appld String(50) BTN A S AR, BT HE— AR AN
H.
maxDevNum | Integer (>=0) WA BRI KECRIR ], A O, RO
5 28 F AN R
curDevNum Integer BN SRR

Method: POST

request:

https://server:port/iocm/app/devgroup/v1.3.0/devGroups

Header:

"app_key *khkkkxn

"Authorization:Bearer*****=*"
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Content-Type: application/json
Body:
{

fname": "rE kR

"description™; "FxxExE"

"app|d": Mk k Kk khKT

"maxDevNum"; ""*x**xkkxn

"devicelds'"; "xFFFFAxRN

}
M) /82 7= 451

response:

Status Code: 201 OK

Content-Type:application/json

Body:

{

Mname!; R

"description'; "xHHxxEN

g Mk

nappld"; "EEEERRRR

"maxDevNum"; "xFrFErER

"curDevNum'"; "xxssdokokxtt

}

Eix g
Http K755 | $51RFD Hix A i AR
401 100002 Invalid access token. | 453711 token {2 &,
AEFREUL. R AR DR T T
#7117 accessToken A& 754 1%

500 100203 The application isnot | N FIANTETE .

existed. A EEEY

1. iHA HTTP i R s 1
1] appld & 75 %o

2. TERATEREES (urD e
K appld &5 A i%.
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Hitp RASHS | #1255 | #istiid Bl
403 100203 | The application is not | & F A{ELE .
existed. bR
1. iHRE HTTP i RSk rh #5717
i) appld &5 A i%.
2. IR EIE RIS urD LN
i) appld &5 A i%.
403 100217 The applica'gion hasn't | [ B R 324 o
been authorized. WEE EAERUA R, i
NGRS ) appld A= .
400 100609 Too much devices to WK Z %4 B &H.
add. ISFIEL: A devicelds
W4 1D HEAE maxDevNum % &
B IYER A
200 100602 The device group R HZ Z OB,
name has been used. |y iy i Bniche r g R P 1
HHAFR
200 100607 The devG roup has WA A H H A B B &)
reached the limit. RREREE TR O A 4
B2 75 Ok 3 License PR E %L
& LR,
2.9.2 MiBRrIEEHE
mAlg S
B =7 IS P AT R R OHE N RS B A B A AL
EOIheE
SCREER =7 N MR e e 2, SCRFIN R AR B FH AR AR T B A4
TEITK

EOMA IoT F&RRA L E LA

1.3.0 V100R001C52 A% 100203 1) Http IRZES 1 200 #7270
403 71 500

1.3.0 V100R001C30 Wi

211




EEEI
ooy kg5 B
Header:
"app_key: ek
"Authorization:Bearer ******"

Content-Type:application/json;

EORE
BERAE DELETE
153Ktk https://server:port/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}
?accessAppld={accessAppld}
17 HTTPS
TFEKRESH
¥ ik A | KB | UE | R
ik
devGroup | W@hi% String | path | ¥ %41 1D, fEH NGt 10T &R [E
Id EiRE
accessAp | Ak String | param | 2 HERIRASH N BB A IN TR EIRE, 41
pld BRI FIRA 1D,
RIS 8
StatusCode: 200 ok
HKR B
Method: DELETE
request:
https://server:port/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}?accessAppld={acces
sAppld}
Header:

||app key *hkkhkkikiN
"Authorization:Bearer****#*x*"

Content-Type: application/json
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Body:
{
"deVG roupld": --********",

"accessAppld"; rEERREN

}
Mle) Rz 7= 1)
response:
Status Code: 200 OK
Hi=hg

Http Ik | $8IRAG | $EiR#EIR i BA
S
401 100002 | Invalid access token. FEIRF) token 15 B,

ACFRE: VE RS A I SR ATy
f] accessToken & 754 %

200 100603 | The device group is not | &8 HANTFLE -
existed BTN WAL 1D REE
o
500 100203 | The application is not N HALELE
existed. A FE Y

1. iEAA HTTP 38 R Sk 4t 1)
appld 2 HA 1%

2. EREIERET (urD AR
appld 25 A 1%.

403 100203 | The application is not N HATELE

existed. LB

1. iEAA HTTP 3 R Sk 4 i 1)
appld &5 H 1%

2. EREIEREE (urD RN
appld &5 H 1%

403 100217 | The application hasn't N R AR AL

been authorized WM B AR,
IR SR appld 7.
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293 8IS FAER

AR

EOTEE

TELR

EEEIM

ZORE

EREH

S =07 N AR A e g A R .

SRR =T MBS E BEAUE R, SCRHE SR B B BN R (R 8E %% 41

FEOMA IoT & hRA T AR
1.3.0 V100R001C52 £ %hY 100203 1) Hitp RESHD 200 #7450 M
403 #1500
1.3.0 V100R001C30 iR
o S35 B
Header:

"app key *kKkikx

"Authorization:Bearer ******"

Content-Type:application/json;

ERGE PUT
15K ik https://server:port/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}
?accessAppld={accessAppld}
17 HTTPS
¥ ik | KE g | R
Alik
accessApp | Fit | String param | HEEBUN T BB LN 7 IR
Id 5, HERBMHIEINA 1D,
devGroup | ik String path WA D, TERINE&L)EH 1oT P s
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RIS %

&N

g Wi/ | KB g | R
Ali%k
Id (50) IR [BERAF o
name Wik | String (1- | body | BEHATR, (URI/NG FREAECE.
50)

descriptio | [ | String body | W&AMNHRER.

n (1024)

maxDevN | AJ ik Integer body | W& H R AHE, IMENO0. &

um (>=0) E 0 I, FEoR B B AR ] o
StatusCode: 200 ok

¥ il ik

name String(50) VAL AR, (LR /NS 5 BT

description String(1024) WA ARTERER,

id String(50) WA ID.

appld String(50) AT BN 1D,

maxDevNum Integer (>=0) WA B B RIS, HEN 0, &

N B BRI PR )

curDevNum Integer MRTR RN KR

Method: PUT

request:
https://server:port/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}?accessAppld={acces
sAppld}

Header:

"app_key *khkkkxn

"Authorization:Bearer******"

Content-Type: application/json

Body:
{
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name": "rE kR

"description™; "FxxExE"
"app|d": T e = =]
"maxDevNum'"; ""*HxxFAx

"devicelds"; "FFFFFAIAN

}
M) /&2 7= 451
response:
Status Code: 200 OK
Content-Type:application/json
Body:
{
"name"": "********"’
"description™; "HxxExE"
"id": "********",
"appId": "*-k-k-k****"’
"maxDevNum'"; "Hxxrkarskkn
"curDevNum'; "HxFkExn
}
Eix g
Http 1k | $5IRAD | $EiRiEIR ol
S
200 100603 | The device group is not B HANIEAE
existed. R AR AL 1D R
.J—_Eﬁﬁ o
200 100602 The device group name has | & & 4H 104 % L TF1E
been Used. ST B DR R
WEHATR.
500 100203 The application is not N ALETE
existed. R
1. B A HTTP i R Sk 48
] appld & 75H 1%,
2. WK EIEREEE (urD PN
] appld & 75H 1%,
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Http 4k | $5IRF5 | $BiR#EIR i FA
Y]
403 100203 The application is not N ATELE
existed. AR
1. TERE HTTP iR Skisk 45 4
i) appld &5 A i%.
2. WEREIEREAE (ur) A EAN
1] appld & 75H 1%,
403 100217 The application hasn't been | & F R4 524 o
authorized. IR AR AR,
IEHIAE RS20 1 appld
/‘EO
200 100601 The number of device in VA 2H PN 45 T8 B B KAl -
(he group has Teach te | yhamgist: ik 491 e 45 ALY
' (115 25 K B 7E maxDevNum & &
B IITEHI A

2.9.4 TIENE ZRIFIE

A=

55 =77 L H AT A IR C A DA R TS R

EOThEE
féﬁﬁﬁzjimﬁ BN AL SR AP R AUE R, STREE 0 A B B BRI 8
TEIIF
FEORRA IoT F&RRA T E A
1.3.0 V100R001C52 Hiix5 100203 [ Http ARAHGH 200 #755H
403 #1500
1.3.0 V100R001C30 Pt A
EREIM
i RIS AEEN
Header:
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"app_key *khkhkkxn

"Authorization:Bearer ******"

Content-Type:application/json;

EORE
ERTGE GET
Bk e https://server:port/iocm/app/devgroup/v1.3.0/devGroups?accessAppld=
{accessAppld}&pageNo={pageNo}&pageSize={pageSize}&name={n
ame}
17 HTTPS
HEKRKESH
g Wik/A | KB | UE | fEik
%
accessApp | Ak String | param | ZHEUGFRAS N BB AN TR IS,
Id SRS IR 1D,
pageNo Cipris Integer | param | 73 AW 4L,
o (HNTH, HHNHEAST.
o (ENKTEET 0 MBI, 7> A,
o fHNOM &ML,
pageSize | Ak Integer | param | &F DT AHICRECR, BUAMEN 1.
name ik String | param | ¥ &4H4FR.
MRS 8
StatusCode: 200 ok
S i) A
totalCount long WA R
pageNo long EEEEE IR
pageSize long R HIC TR
queryDevGro | List<QueryDevGroupDT | % #5404 BVERE, BiAS I
ups OCloud2NA> QueryDevGroupDTOCIoud2NA £ 14
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BRI

M) Rz 7= 51

QueryDevGroupDTOCIoud2NA £ 44415 B -

g et iR

name String(50) WEAHLIR, R KNG R .
description String(1024) WA ERHIRE R .

id String(50) WA 1D,

appld String (50) WA RN 1D,

maxDevNum | Integer (>=0)

BER BRI NECEIR®], 41609 0 I,

BTN B B AR 1 o

curDevNum Integer TR A A N I S B
creator String(1-50) O 4 41 FE P 4205
Method: GET
request:

https://server:port/iocm/app/devgroup/v1.3.0/devGroups?accessAppld={accessAppld}&page
No={pageNo}&pageSize={pageSize}&name={name}

Header:

"app key: FhkxAKN
"Authorization:Bearer******"
Content-Type: application/json
Body:

{

"acCesSApPIQ™; xR
"pageNQ"; IR

"pageSize": [

||namen: Mgk kK kil

}

response:
Status Code: 200 OK
Content-Type:application/json
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HIx

Body:

{

"totalCount'"; ""*FFFFFIEN
"pageNQ"; "rxFIEAN
"pageSize": Tk ke ke khhh k!

"queryDevGroups™: {

||namen: Mgk KKKkl

"description™; "HxxExE"

AL ek ki k!
id"; ,

Ilappldll: ll******ll
"maxDevNum''; "*ExFER
"curDevNum'"; "&xxxkkn

"creator'; "rxkFAAN

}
}
Http K7 HixD HixiEA iAA
it
401 100002 Invalid access token. | 4% (] Token 15 5.
APHERL . VE R B4R LA R T
7 [ accessToken +& 754 1% .
500 100203 The application is not | & FATELE .
existed. AR
1. IBA HTTP iR kI b4 7 (1)
appld & 5 1% .
2. IR KRR (ur) FEA
(1) appld 72 5 %
403 100203 The application is not | & FANTETE o
existed. b -
1 WK HTTP i3RI 7 Y
appld & 5 1% .
2. IEREEREL (urD) A
1) appld /2 5 %
403 100217 The application hasn't | 5 F R 4324 .
been authorized. IEERERI: PSRRI,
WIANER S ET ) appld N7
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295 EiAIEE W ZEH

AR

EOTEE

TELR

AEE

ZORE

EREH

55 =07 N R R A e D B R e WA A E R

SCHRFS =7 N ARYE W 4 1D B TR e e 4L B, SCRFEA N A B BN F R (1

B
EOMRAK IoT F&hRA T E AR
1.3.0 V100R001C52 F5AS 100203 [ Hitp RS B 200 #7450 A
403 #1 500
1.3.0 V100R001C30 O
kS S
Header:

' 'ap p_key *khkikikxn

"Authorization:Bearer ******"

Content-Type:application/json;

BRFE GET
15K ik https://server:port/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}
?accessAppld={accessAppld}
17 HTTPS
¥ wik/ | KB | [HE 723U
A%
devGrou | 1Ak String | path W& 1D, TEINE&4LEH 10T P &Ik
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I

R &N

g wik/ | KB | [LE iR
Ak

pld B/

accessA | Wik | String | query BEWFRBN N B AN fF 2R, 11

ppld AN 1D
StatusCode: 200 ok

Y e 3id) ik

name String(50) B HATR, AR KNG F R

description String(1024) WA RS B .

id String(50) B4 ID,

appld String (50) WM RN 1D,

maxDevNum | Integer (>=0) | B4 s i KBRS

curDevNum | Integer TR AN .

creator String(1-50) BB 4 FR.
Method: GET
request:
https://server:port/iocm/app/devgroup/v1.3.0/devGroups/{devGroupld}?accessAppld={acces
sAppld}
Header:

"app_key: FhFkxKxN

"Authorization:Bearer******"

Content-Type: application/json

Body:
{

"devGroupld"; "k

"aCCGSSAppId"; kR

}
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M) Rz 7~ 151

Fixhg

response:
Status Code: 200 OK
Content-Type:application/json
Body:

{

||namen: L e = 1]

"description™; "HxxExE"

||'d||. Mk khkh i i ikx
1a: )

"appld™:
"maxDevNum'"'; "Fxxxxxkn
"curDevNum'"; "&xxxkkn

"creator'; "xxkFAAN

}

Http K HiRAg AR A ol
=
401 100002 Invalid access token. R token 2 B,
ACER R TE R A L R TR T
1) accessToken & 754 ik
500 100203 The application is not N ATELE
existed. B
1. iBKE HTTP i3 sk LI rh 47y
(1) appld 72 5 %
2. EREIEREAE (ur) RN
() appld & 75 % .
403 100203 The application is not N ALETE
existed. Kb
1. B HTTP iR ki b 45
[ appld &5 H 1%
2. EREIEREAE (ur) RN
(1) appld /2 5 %
403 100217 The application hasn't N AR AZAL
peen authorized. RS F AR, i
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Http 1&
N

P Bix it 1A

BN SRS EP I appld v,

200

100603 The device group is not | & -2 ANFELE -

existed. PR IERE A ID ZE
EHf

2.9.6 EEHEE R ZHEM T

HEAR
55 = J7 B AT L b D B i e i I IR SR B B
EOIh&e
SCHPEE =T N ARYE B 4L 1D Bl RS B WA N PR, SRl AR S Bl A
FF BB A4
TEIER
EOMA IoT F&hRA TE LA
1.2.0 V100R001C52 Wi
EEEI
kI 2
Header:
"app_key: FFrrEEn
"Authorization:Bearer ******"
Content-Type:application/json;
EORR
BRFE GET
ek iE https://server:port
fiocm/app/dm/v1.2.0/devices/ids?devGroupld={devGroupld}&accessA
ppld={accessAppld}&pageNo={pageNo}&pageSize={pageSize}
RN HTTPS
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BEREH

RIS %

R &N

S WHik/A] | HKE & R
%
devGrou | Whidk String query W% 1D, TEH NS4S 10T “F 5
pld RFIRAS
accessAp | mJ ik String query M RUN R 5 2% 2 T R
pld 5, HERNHPINA ID.
pageNo | ik Integer | query | TS, BRIAEN 0.
o (HNZEW, BHNENTI,
o [HENKTET O MBEEN, e
il
o {HN OB —TL,
pageSize | W[k Integer(1 | query IR REE, BIMEN 10,
000)
StatusCode: 200 ok
S il ik
totalCount long e R IS
pageNo long PO 25 R TR
pageSize long R IL R,
devicelds List<String> | &4 N 14 ID 513K

Method: GET
request:

https://server:port
liocm/app/dm/v1.2.0/devices/ids?devGroupld={devGroupld}&accessAppld={accessAppld}
&pageNo={pageNo}&pageSize={pageSize}

Header:
"app key: Kk khkAk
"Authorization:Bearer******"

Content-Type: application/json

225



0 2 7 51

AR

Body:

{

"deVG roupld": --********",
"accessAppld"; "xxREER
"pageNQ"; MrrFER

"devicelds": "EEEFEH"

}

response:
Status Code: 200 OK
Content-Type:application/json
Body:

{

"totalCount™; "****x*xExN
"pageNQ"; "rrFEEE
"DageSize"; "FrEHIIIK!

"devicelds™: "rEFEFEHR

}
Hitp %k | #HiRES AR A ol
SHg
401 100002 Invalid access token. FERIF) Token 15 5.
ACFRRIL . VE R AR I SR A T
H#5) accessToken /& 754 i
500 100203 The application is not N ALETE
existed. QbR 7
1. R HTTP i SRSk 4
[ appld &5 H 1%
2. TER AT REEE Cur) RN
(1) appld 72 5 %
403 100217 The application hasn't IMEER 257
been authorized. WA AR,
NTE RS appld A7
400 100022 The input is invalid. EINS BT -
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Http 1&
N

EixRAg ARt

il

AERE: iE R AR R R
W NG IRE

2.9.7 [N FZER NI

AR

EOTHEE

TELR

AEE

ZORE

5 = J7 N AT R L 1 e e B NI A

SCRFSR =T B R E B LN BE %, FFRE e IR 55 8 0 Ge it B2 e % AL R 55 g
J3FA, SCRF AR LT B AN R (KB 2NN e % o

EOMA IoT F&RA T E AR
1.1.0 V100R001C52 ez
ol LI B
Header:

' 'ap p_key *khkikixn

"Authorization:Bearer ******"

Content-Type:application/json;

BRFE POST

15K ik https://server:port/iocm/app/dm/v1.1.0/devices/addDevGroupTagToDe
vices?accessAppld={accessAppld}

17 HTTPS
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BEREH

&N

B WHIE/A] | B g | ik

%
accessApp | Ak String query | 4 ALRL T I T AN N B & B TR
\d TS, SRS A 1D.
devGroup | Wik String(1- body | %4l ID, fEGINZA&AEH 10T ¥ &
Id 50) AIEREE
devicelds | Wik List<String | body | ZLIRINEIB A% ID FFK.

>(1000)

StatusCode: 200 ok

28 il iR
devGroupld | String(1-50) B D,
devicelds List<String> ININEBE &AL %45 1D F1l3 .

Method: POST

request:

https://server:port/iocm/app/dm/v1.1.0/devices/addDevGroupTag ToDevices?accessAppld={a

ccessAppld}

Header:

"app_key *khkkhixn

"Authorization:Bearer*****=*"

Content-Type: application/json

Body:
{

"accesSApPIQ™; xR

"dEVGI'OUpld": kA

"devicelds'"; "xFExIEN

}
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M) &z 7 451
response:
Status Code: 200 OK
Content-Type:application/json
Body:
{
"devGrouplg'"; "rrEEEEN

"devicelds': "*FFFEX"

}
R
Http FiRAD B g iR
S
200 100604 The device group 1ERBEAEGE.
request parameter is .
invalid. MR
1. WA G R 1D
REA B
2. IER B AR R IAR R
& AR
200 100603 The device group isnot | & HANIFLE .
existed. WA RS ID 7
1EH .
403 100217 The application hasn't NGB R i
been authorized. AL 5B B R
HHNFRSEP I appld 7.

2.9.8 Mg & B MFRIE &

BRI R
5507 IS T PR O VB M LN 2 4
EOINEE

SCRFER =7 L B 26 2L B e o, SRR AR N FH Bt O P FR) 8 6 2L B 4 4%
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FEIER

EEEM

O R

BEKREH

el &2 & 3

&N

EOMA IoT & hRA I E AR
1.1.0 V100R001C52 g n
A SR NS
Header:

' 'ap p_key *khkrkixn

"Authorization:Bearer ******"

Content-Type:application/json;

BERFEE POST

153Ktk https://server:port/iocm/app/dm/v1.1.0/devices/deleteDevGroupTagFro
mDevices?accessAppld={accessAppld}

RHtY HTTPS

¥ WIE/AIE | KB A= iR

accessAp | Ik String param | HLEFAUNH T Bk AN BR 15

pld I THEIS, SRS H )

RiF 1D,

devGroup | Wik String(1-50) | body P44 1D, FERINR 454

Id loT “F &R FI3RM .

devicelds | Wik List<String>( | body BN BRI 15 %% 1D 313K .

1000)

StatusCode: 200 ok

Method: POST
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A%

i

request:

https://server:port/iocm/app/dm/v1.1.0/devices/deleteDevGroupTagFromDevices?accessAppl
d={accessAppld}

Header:

"app_key: FkkFkKN

"Authorization:Bearer******"

Content-Type: application/json

Body:
{

"aCCGSSAppId": "-k-k-k*****n’

"devG I’Oupld"; "******n,

"devicelds': "*FFFFA"

}
response:
Status Code: 200 OK
Http 4k | $HIRES PSS A
PO
401 100002 Invalid access token. FEIRK) token 13 B,
AEFRE: ER AR LR TR T
M 1Y accessToken /& 75 4 157
500 100203 The application is not N FAANTEAE
existed. LB
1. 1B HTTP i R L8 b4
W appld 25 A 1% .
2. WK EE R Curl) Ak
AW appld 2B iR
403 100217 The application hasn't been | 5 F R334
authorized. WEEL AR U,
EHIAE RS0 1 appld
200 100603 The device group is not B AT
existed. WS WA ID &
5 1B
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Hitp X | $HIRES AR A i FA
S
400 100604 The device group request ERSEAEGTE
parameter is invalid. LY
1 EREREOERP &S ID
ERHR.
2. R ARAHLTIERHEKX
A HUE PR
200 100601 The number of device in the | 5 4% 4H P ¥ % 3 B f KAH -
group has reach the max. RRER AR A BT 4

f 15 25 %0 B /E maxDevNum W&
T HIVE A

2.10 & FZFHLK
2.10.1 EiGhRA SR

A=

EOThEE

TEILF

H=I7N AT DSl 2 EALE] 10T P 5 RRATHREEE

SCRFER =7 B A AL 35 02 AR RS AR AR

EOMA IoT E&RRA I E AR
15.0 V100R001C52 HrRE
S SURERSE
Header:

"app_key *khkkixn

"Authorization:Bearer *****=*"

Content-Type:application/json
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#ORR

HRSH

DI VES2)

BRI GET
Bk e https://server:port/iodm/northbound/v1.5.0/category?fileType={fileTyp
e}&deviceType={deviceType}&model={model}&manufactureName=
{manufactureName}&version={version}
17 HTTPS
g WIE/F] | KA g | &k
%k
fileType nJ % string(25 | query JRAS LT,
6) e firmwarePackage: [&f4f)
e softwarePackage: #fffy
deviceType | HJi% String(25 | query | WAL A B 2R Y
6)
model Gl String(25 | query | iRAMIEH R AR S .
6)
manufacturer | [Ji% String(25 | query | pRASELE H IR T4 FR.
Name 6)
version ik String(25 | query TR BRI A 5
6)
pageNo AT ik Integer | query | I EHZSEL, BRAE 0.
o [HANZEH, HHNERDT.
o [HNKTET 0 MBI, 7ris
il
o {EH VO MM I,
pageSize CIpS Integer | query | A4 B o U A D45 SRR, X
{E VG 1-100, ZRIAH 10,
Status Code: 200 OK
2 KE R
data array<CategoryIn | iR A5 #A5 S, HAkZ L Categorylnfo 45 #)14 .

fo>

233




BRI

¥ KE ik
pageNo Integer T NIUDIREN
pageSize Integer A5 R UL R
totalCount Integer A if) g5 Rl AL
CategorylInfo 244415t B :
¥ i ik
fileld String WA 1D
name String WAL 42 FR
version String AR AS .
fileType String FRAS LA 2R
e firmwarePackage: [f{441
e softwarePackage: {41
deviceType | String FRCABLIE Y B8 2
model String AL R 5
manufacturer | String WAL IE F 5% T 4 R o
Name
protocolType | String P A3 F 15 £ B 22
description String WAL R HE R E B,
date String FRAS B 1) A P ]
uploadTime | String WAL FAE H I
Method: GET
request:

https://server:port/iodm/northbound/v1.5.0/category

Header:

"app_key *khkkkxn

"Authorization:Bearer******"

Content-Type: application/json

Body:
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{

" deviceType ": "WaterMeter",

" fileType ": " firmwarePackage ",
" model ": "17",

" manufacturerName "; "***"

}

response:

Status Code: 200 OK
Content-Type:application/json
Body:

{

"data™: [

{

"flleld" "****************",

"namE"Z Mgk kdKxit

"version": "Vv1.1.10",

"fileType": "softwarePackage",

"deviceType'"; "**x***x"

"model"; "EFFEAEN

"manufacturerName": "***"

"protocolType™: "CoAP",

"description"; "Test software package made by WYH",
"date™: "2017-08-11",

"uploadTime": ""'20151212T121212Z7""

{

ne . HMkkkkhkkikikhkhkikikhihikiin
fileld™: ,

||namen: Mgk kK kil

"version": "1.0",
"fileType": "firmwarePackage",
"deviceType": "WaterMeter",

"model": "17",
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"manufacturerName'"; "******"
"protocolType™: "CoAP",

"description": null,

"date™: " 2017-11-11",

"uploadTime™: ""20151212T121212Z7""

}

]1

"pageNo": 0,

"pageSize": 2,

"totalCount": 2

}
Hitp ]S | $5iRAD SR 5
i
400 120015 Bad request error. | 53Rt iR .

AR TR AR 1 SR pageNo
A1 pageSize HIME & 75 7EIEH VG .

2.10.2 EifIEERAE

A=

FEIER

EEEM

=7 B R A e DB O 2 EAL R 10T P SR E T REEE .

SCHF S =07 N W E AR R .

EORRAK IoT & RA - AR
1.5.0 V100R001C52 R
a7 IE
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Header:
"app key *khkkkiik
"Authorization:Bearer *****=*"

Content-Type:application/json

EORR
BRGE GET
&R bk https://server:port/iodm/northbound/v1.5.0/category/{fileld}
RN HTTPS
EKREH
S8 | wE/AE | KE & ik
fileld | ik string path WAL 1D, 7 FARRR A G35
IS
Status Code: 200 OK
% il $Hiik
fileld String AL 1D,
name String Ji AL 42 F
version String WAL A S .
fileType String FRAS LSS,
e firmwarePackage: [}l
e softwarePackage: {1
deviceType String DN Ry a S
model String FRABLIE HI B BT
manufacturerNa | String B A0S 4% T B .
me
protocolType String FCAS AL 3 FH R B2 MR
description String A B FRE B o
date String FCA A, 1) A ST T
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M) Rz 73~ 151

2H RE it

uploadTime String WA BLI A% H .

Method: GET

request:
https://server:port/iodm/northbound/v1.5.0/category/{fileld}
Header:

"app_key: Frn

"Authorization:Bearer******"

Content-Type: application/json

response:

Status Code: 200 OK
Content-Type:application/json
Body:

{

"ﬁleld"- Nhkkkkhkhkiiikxn

||namen: Mgk kK kil

"version": "Vv1.1.10",

"fileType": "softwarePackage",

"deviceType'"; "******"

"model"; "ExFEAEN

"manufacturerName": "***",

"protocol Type": "CoAP",

"description": "Test software package made by WYH",
"date™: "2015-2-2 ",

"uploadTime": "20151212T1212127"

}
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EIxE

not found.

Http 7S | $EIxEG AR fiA i FA
i
404 123002 Device or package file B A B ANIEAE o

AR IR A ER
(1 fileld /2 75 1L o

2.10.3 fipRIEERAE

AR

EOTNEE

TELR

EEEIM

EORE

55 =07 B AT F e D R 22 EAL 3 10T P S 98 € A AL .

SCRFER =7 IR 3 52 O RRCAS B 301

EOMA IoT SF&RA T E AR
1.5.0 V100R001C52 ez
i SCAEISE
Header:

"app_key *khkkkxn

"Authorization:Bearer ******"

Content-Type:application/json

BERAE DELETE
1Bk ik https://server:port/iodm/northbound/v1.5.0/category/{fileld}
17 HTTPS
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BEREH

a8 | p/A | %R | GE ik
1k
fileld | & | sting | path WA 1D, 75 AL AR

i) 2 45
Status Code: 2000k
RGN
Method: DELETE
request:
https://server:port/iodm/northbound/v1.5.0/category/{fileld}
Header:
"app_key; FxFExk
"Authorization:Bearer******"
Content-Type: application/json
M) Rz 7~ 151
response:
Status Code: 200 OK
1R
Http X | $HIRES RS TUS il
Shg
404 123002 Device or package file not | % & A AR

found.

AEFRE: iE R AR L R
(1) fileld /& 75 IE7.

2.104 S EHRIES

A=

55 =75 N H AT R V6 NB-10T Bt AT B R A T+ 2, T RIIN TR 2 ek
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EOThEE

FEIEK

EEEIM

ZORE

BEKEH

SCRFS =05 A — AN B AN NB-10T W AT AT, B 48 52 e 4 IK 7 s Bl
Xttt B e A AT A T 4

EORRA IoT &k IRl
1.5.0 V100R001C52 s
ki E B
Header:

"app key *kKkkhkxN

"Authorization:Bearer ******"

Content-Type:application/json

KA POST
1K bk https://server:port/iodm/northbound/v1.5.0/operations/softwareUpgrade
B 17 HTTPS
S | wik/mik | KE s R
fileld | 24t string body LTI H AR AR 1D,
targets | Wik OperateDevice | body EHATH L H A, BEAAS0
S OperateDevices £ f444 .
policy | ik OperatePolicy | body | FFLES5OBITHEME, kS L
OperatePolicy 45444

OperateDevices 45 /7R :

2

Y

ix

Wik /]

il
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S WK/ | KB g ik
1k
deviceGrou | mJj%k array<stri | body WERHARINE, B FF 256 PMX
ps ng> %
Higew &R ik —.
deviceType | mJik string body Vil
fee WA AN, S Bk,
model ik string body AT FILR=N
e WA, thEBbik.
manufacture | nJi%k string body RIS
Name FRSE R A, BT B
devices Al %k array<stri | body W ID YR, B2 SCFF 256 M
ng> %’o
Higwewg&H ik —.
OperatePolicy 45414156 1 -
S WIE/Al | KE IE |k
pvi
executeTyp | £hifk String body | $ AT, BRIAME N now.
¢ * now: ILAEPAT
* device online: & FZRAF AT
e custom: HEX
startTime Al ik String body | fF45$h 4TI} 1A], executeType=custom Fif
DAk, B TEA%
yyyyMMdd T'HHmmss'Z',  4:
20151212T1212127,
endTime Al String body | f£:4515 1M H], executeType=custom I
‘,Z‘jﬁ9 Hj‘l‘Eﬂi:gﬁ:
yyyyMMdd' T'HHmmss'Z',  4i1:
20151212T1212127.
retryType | AJik boolean | body | $iTRMUERHATEIK, BRAAEEI.
o true: HEiR
e false: AEik
retryTimes | mi%k integer body | =i/, BUETEH 1-5,

retryType=true i WA i%k .
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el &2 & 3

BRI

M) Rz 7~ 451

Status Code: 2000k

¥ KE i3
operationld string RS 1D,

Method: POST

request:
https://server:port/iodm/northbound/v1.5.0/operations/softwareUpgrade
Header:

"app_key; FxFExk

"Authorization:Bearer******"

Content-Type: application/json

Body:

{

"fI|E|d"Z "**********",

"targets":

{
"devices":["*****"]
}

}

response:
Status Code: 200 OK
Content-Type:application/json
Body:

{

"Operatiomd": Nakkkkkkk kA

}
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Hixhg

Http K7 | 8BRS B EIA i FA
it
404 123002 Device or package file WA BB AR AR
not found. IRBERL: R AR 1R
(1) fileld 72 15 11 .
400 123001 Bad request error. iR AR,
ORI : TER A x-app-key P
BT IE
400 123016 The parameter is error, SN IEM, BinEASiEE
targetversion not match | ¥ & ASPLHL .
with device.
PR TR SR ER T
deviceType-
manufacturerName. model, 5
ZH fileld 18 1 H AR RASELE
Bt
400 123019 manufacturerName is IR Nl
null SRB AL PR AER DI R
) manufacturerName & 75 A
o
400 123020 deviceType is null W RN N,
PR TER SR ER T
) deviceType &5 %o
400 123021 model is null. WS HNENT .
PR TER SR ER T
() model &5 =
400 123023 deviceGroups and deviceGroups F1 devices A~fE [A]
devices cannot be exist I ELE
together
: AR : deviceGroups 5
devices J AEE £ — M HEATIR
.
400 123022 deviceGroups and deviceGroups #1 devices ANGE[R
devices cannot be null A2,
together
: AR : deviceGroups 5
devices WA i FE— AT IR
.
400 123024 The number of deviceGroups 5§, devices 4 2541

deviceGroups or devices
reached upper limit

HEIEF ER,
SEFARL: TR
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Http K7 | 8BRS B EIA i FA
g

deviceGroups 5% devices ¥4
7, BEARET 256 1.

400 123027 some deviceGroups not | #5r i% f HAAELE

found UAEERRL: WK S T
SR deviceGroups P &R 1E
Eﬁ o
500 120001 Internal server error. N EREE R

AEFEUL: 10T ¥ & W HRET IR,
HEER 10T T B4E5 A it
.

2.10.5 B2 EHHRIES
A=
55 =77 L FH AT I FH A 00 NB-10T et #EAT A RCA T 2, wT RN T+ 2 A ek
¥OThee
SCRESE =07 N FHA — AN B A4S NB-1oT B #EAT AT T, B 45 5E e 4L 77 :USEIL
XAt B A AT AT
TEIEER
O A IoT FEERRA T AR
1.5.0 V100R001C52 ez
EEEIN
i SCAENSE
Header:
"app_key *khkkkiik
"Authorization:Bearer ******"
Content-Type:application/json
EORE

KA POST
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BREH

Bk e https://server:port/iodm/northbound/v1.5.0/operations/firmwareUpgrad
e
Rty HTTPS
¥ Wik/A] | KB NE iR
%k
fileld i string body LT B FRUAEL 1D,
targets | ik OperateDevice | body | TEHEATTLL H bR, BAES L
s OperateDevices 45 414 .

policy GIps OperatePolicy | body THRAESS AT 50, kS

OperatePolicy 45 #1A
OperateDevices 45 Fa A5 17«
¥ Wik/Al | KE & e
1%k

deviceGrou | mJ ik array<strin | body WL TRYN R, &2 256 4

ps g> W
s gy £y ik —.

deviceType | maJik string body PR,
faE WA, M Bbik.

model [l ik string body AT,
faE WA AN, Bk,

manufacture | T[] %k string body W TARR.

Name Ho e A AL, LB

devices ik array<strin | body W% ID FIR, J% SCRF 256 Nk

g> %’o
HigewsH A =ik —.
OperatePolicy 45 #4fA 14 BH :
¥ Wik/Al | KE E e
%k
executeTyp | 4%k String body PATEA, ERIMAE N now.
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2H whig/Ar | KA E iz:pay

1k
e e now: ILEHAT
 device online: %% 2k
1T
e custom: [5E X
startTime T %k String body E AT [A],

execute Type=custom s} D43%, I [H]
A yyyyMMdd' T'HHmmss'Z',
4. 20151212T121212Z.

endTime GIpG: String body 5545 1L ],

execute Type=custom I} D43%, I [H]
¥ yyyyMMdd T'HHmmss'Z',
n: 20151212T1212127.

retryType | Ak boolean body | BT RIEEHATE R, BRIAR
i,
e true: HEiR
e false: Z:Eiﬁ

retryTimes | mfik integer body =, BUETEE 1-5,

retryType=true i DA%k,

R 5 5
Status Code: 2000k
g i) ik
operationld string AR ID,
HKR B

Method: POST

request:
https://server:port/iodm/northbound/v1.5.0/operations/firmwareUpgrade
Header:

"app_key: e

"Authorization:Bearer******"

Content-Type: application/json

247



M) Sz 73 451

A%

i

Body:
{

"flleld": "**********",

"targets":

{
"devices":["**F***"]
}

}

response:
Status Code: 200 OK
Content-Type:application/json

Body:
{
"operation|d"; "FFxEFFExAK
}
Hetp K7 | $41R88 $EIRAA i3
i
404 123002 Device or package file B B ANTEAE
not found. HEERE: R AR O R
1) fileld & 75 1EH
400 123001 Bad request error. 1E KRR,
PRI TERI AT x-app-key
WA E 15 IR -
400 123016 The parameter is error, SEAIER, HirmA5I8E
targetversion not match | 4+ & KL .
with device.
SEFHERIL . ER SRR g R
deviceType.
manufacturerName. model, 5
ZH fileld $i5 7€ 1) B An AL
RN
400 123019 manufacturerName is I TRAAE N
null WERREL: R R
f] manufacturerName /275N
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2.10.6 BifIEEHARIEFZER

AR

Http 7S | $EIREG B EIA i BA
i
’ifr_“? o
400 123020 deviceType is null WA N NS,
SEPREEL . E R R g R
i) deviceType & &5 N4,
400 123021 model is null. HWRASHNE T,
AP E R g R
] model /&5 %o
400 123023 deviceGroups and deviceGroups A1 devices INBE[R
devices cannot be exist | .
together
g AbF . deviceGroups 5
devices M BEe 4 — M iEAT IR
fB.
400 123022 deviceGroups and deviceGroups A1 devices INGE[R
devices cannot be null A S,
together
g AbF . deviceGroups 5
devices WA ZUE £ — AT IR
fHo-
400 123024 The number of deviceGroups % devices P 284k
deviceGroups or devices | ik F .
reached upper limit R
PP R i
deviceGroups B% devices ] /4
7, BEARE 256 /.
400 123027 some deviceGroups not | #B43ri% K HATELE
found R TR B BAE
sk deviceGroups 4542 75 I
Eﬁ o
500 120001 Internal server error. N EREE R .

REFRE: 10T “F & N e
%, SR 0T FE4 AR
REEE

55 =775 L AT i P P 1 [ T A 55 R A T AR 55 (R T R
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EOThEE

FEIER

AEE

EORE

BEKEH

el &2 & 3

SCRFER =7 L 240 [ B A T AT S5 IR 4 R

EOMA IoT &k I E AR
1.5.0 V100R001C52 i O

P I

Header:

' 'ap p_key *khkhkixn

"Authorization:Bearer ******"

Content-Type:application/json

BERFEE GET
TESK ik https://server:port/iodm/northbound/v1.5.0/operations/{operationid}
17 HTTPS
¥ WIR/F] | RKE & ik
%
operationld | %% string path BAE(T% 1D, TEOIEIRIE(E4S S th
loT “F & iR [H1 343 .
Status Code: 200 OK
g i) A
operationld string BAEES ID,
createTime string BRAEAT S B G s a] o
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2H RE it

startTime string HAEAE 515 Shin [A] .
stopTime string A (155 12 1L e
operate Type string BeE2RAY,

¢ firmware_upgrade
e software_upgrade

targets OperateDevices PATHRAER) B bR, BARSH
OperateDevices £ )14 .

policy OperatePolicy ERAEAT SRR, FAKZ: W, OperatePolicy 4514
14:0
status string EAEAESS IRES .

o wait: ZfF

e processing: 1EFEAT
o failed: KW

e success: &I

e stop: fE1k

staResult OperationStaResult | #/E45H 4011, HAAS L OperationStaResult
Lo (AL NS

extendPara JsonString B S8, UARERRKEREAR, R

A2, extendPara i sk 2% .

OperateDevices 45 #2415 1 :

2 i) Py

deviceGroups array<string> BERHAIRINR, % SCHF 256 M istddl.
SigERFIIRTT A L.

deviceType string WA,

e AR, Bk,
model string WIS,

e AR, Bk,
manufacturerNa | string WA AR
me R BT, UL B
devices array<string> 4 ID YR, &2 256 MK

SIRE R H T A ik —.
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OperatePolicy 4514 {15 1 :

2% e 3id)

ik

executeType String

PATRA, ERUMEN now.

e now: HIEHAT

e device online: & LRI AT
e custom: HiE X

startTime String

FES540AT I ], executeType=custom I A1k,
I TE A% yyyyMMAd' THHmMmss'Z', 4.
20151212T121212Z.

endTime String

fE5545 1B ], executeType=custom I A1k,
I lE A% yyyyMMAd' THHmMmss'Z', 4.
20151212T1212127.

retryType boolean

AT R RSB AT HIL, BRIAAEIR.
o true: EiR
e false: AHEHIR

retryTimes integer

IR, BUETGEE 1-5, retryType=true 1%
i

OperationStaResult 41 5 B :

¥ it ik

total integer(64) BeE B % B 2

wait integer(64) SRR &AL
processing integer(64) Navas: Y& S
success integer(64) BRAE BRI B L
fail integer(64) ARG 2

stop integer(64) (062 (B N3 e a8
timeout integer(64) HA R I R I8 2L

X F1AE 27 A softwareUpgrade A1 firmwareUpgrade, extendPara i sk 241 T -

S e is) ik
fileVersion string THE ) B ARIRAS S
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M) Sz 73 451

Method: GET

request:
https://server:port/iodm/northbound/v1.5.0/operations/{operationld}
Header:

"app_key: xrHxrkn

"Authorization:Bearer******"

Content-Type: application/json

response:

Status Code: 200 OK
Content-Type:application/json
Body:

{

"operation|d"; "FFFEFxEIREN
"createTime":"20151212T1212127",
"startTime": "20151212T121212Z",
"stopTime": null,

"operateType": "software_upgrade”,
"targets": {

"deviceGroups": null,
"deviceType'"; "**x**x"

"model"; "ExFEAEN
"manufacturerName": "***"
"devices": [

R

]

}

"policy": null,

"status™: "FAIL",

"staResult": {

"wait™: 0,

"processing": 0,
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HIx

2.10.7 EWIEEHARESFIESIEF

A=

EOTHEE

FEIER

EEEIN

"success': 0,

"fail": 1,
"'stop™: 0,

"timeout": 0

2

"extendPara": {

"fileVersion": "Vv1.1.10"

}
Http X | $HIRES B g i BA
Shg
404 123009 The requested task does | #5if) [RM{E 5SS ASTFEALE

not exist.

AEPHEL . E R B LE R
operationld P %572 15 IE7# o

58 =777 L AT P 6422 1 R RIS A [P T A 55 SR AE T AT 55 B A TR

SCREER =7 N B A B AT T AT 55 IR A R VER

EOMA IoT F &R A T E A
1.5.0 V100R001C52 ez
i SCAEISE
Header:

"app_key *khkkkxn
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EORE

EKEH

IEE

"Authorization:Bearer *****=*"

Content-Type:application/json

BRGE GET
1Bk bk https://server:port/iodm/northbound/v1.5.0/operations/{operationld}/su
bOperations?subOperationStatus={subOperationStatus}
&N HTTPS
g i/ | KB g | &k
Alik
operationld itk string path | #1E(F5% ID, EGIEERIEES 5 H loT
R=pUACIE/ER
subOperation | Wik | enums<stri | query | FAESSIRES, AfaE, WEWIZES T
Status ng> A AL AT VER
e wait: 51F
e processing: IFFEHAT
e fail: KM
® success: &M
e stop: {51k
pageNo Ak | Integer query | 7> I HZH, ERIAE 0.
o (HNTH, HHNHEAST.
o HARTEHT O KBHN, 4
i
o {H N0 EUHH— I,
pageSize ik | Integer query | ity Ry TN R LA R, BUE
JuE 1-100, ERiIAME 10,

Status Code: 200 OK

2H

E3id)

ik

data

list<SubOperationin

fo>

THEFIIRER, RS,
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¥ il ik

pageNo long R SRR

pageSize long e EEE SRS g8
totalSize long i) 45 R DAL

SubOperationInfo 4544 B :

Y e 3id) ik
T(ijbOperation string TA1E5 ID.
createTime String TAES BN TE] .
startTime String TAE5 B Bt A .
stopTime String TAESSAF LT
operateType | enum<string> BRAERAL,

e firmware_upgrade
e software_upgrade

deviceld string B 11X 4 1D,
status enum<string> FATLEMRES,

o wait: &£

e processing: IEAERAT

o fail: RIK
e success: fXI
e stop: fEik
detaillnfo string R FERGIAR, ST R M5 N R
JR A
extendInfo JsonString E4Y RBER, WARZSEHEEARR.

RGN
Method: GET
request:
https://server:port/iodm/northbound/v1.5.0/operations/{operationld}/subOperations
Header:

||app_key: b e o 2l
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"Authorization:Bearer*****"

Content-Type: application/json

Body:
{
" subOperationStatus ": " ****",
" pageNo ": 0,
" pageSize ": 1
}
M) R 7~ 51
response:

Status Code: 200 OK
Content-Type:application/json
Body:

{

"totalCount™: 1,

"pageNo": 0,

"pageSize": 1,

"date™: [

{

"subOperationld"; "*****xskrskktt
"createTime": "20151212T121212Z",
"startTime™: "20151212T1212127",
"stopTime": null,

"operateType": "software_upgrade”,

"dev'celd" Nkkkkkhkikkix!

"status": "FAIL",

"detaillnfo": "The task failed to start, unable to find protocol service based on device
information",

"extendInfo™: {
"upgradeTime": null,
"sourceVersion™: null,
"cur\Version™: "V1.1.10",

"downloadTime": null,
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"targetVersion": null

}
}
]
}
$HIRAD
Http $k | $EIREE | fBIRfER A
Sh
404 123009 The requested task does i) AT S ANAEAE

not exist.

AFRERIL: ER R CE R
operationld P4 ¥ /& 75 IEAf -

2.10.8 WIAHARIESFIZER

A7 =
B =77 N T R FH bz V2 [T AT 25 B A T AT 55 AT 25 91 3
O IhAE
CHRE =7 N A [ A T AT 55 AR S5 B3R
THEILR
EOMA IoT & hRA T E 1A
1.5.0 V100R001C52 im0
AEEIN
o KIS B
Header:

"app_key *khkkkxn

"Authorization:Bearer ******"

Content-Type:application/json
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#ORR

EK A GET
TESK bk https://server:port/iodm/northbound/v1.5.0/operations?operation Type=

{operationType}&operationStatus={operationStatus}&device Type={d
eviceType}&manufacturerName={manufacturerName}&model={mod
el}&deviceld={deviceld}

RN HTTPS
KRS
Y WIE/F] | KA g iE:3US
1%
operationT | A% string(256 | query PAERA,
ype ) ¢ firmware_upgrade
e software_upgrade
operationSt | nJi% string(256 | query PR S TIRES .
atus ) * wait: 51
e processing: IEFEHAT
¢ failed: 9%]}—&
e success: %)
e stop: fF1b
deviceTyp | W | string(256 | query | fRAF4%Fst it & 2.
e )
model ik string(256 | query | BAEAESS AR BT S
)
manufactur | A% | sting(256 | query | HRfEAES AR BSR4
erName )
deviceld | mJit string(256 | query | EREAESSEIXT KB ID.
)
pageNo | AJi% Integer | query | TS, ERIMIE 0.
o (HANTH, HHABKANSI.
o (HNKTEHET 0 MBHN, HuE
i
o fHN O &MY —IT.
pageSize | Wik Integer query AW SR DU R TUAE R, X
fE i 1-100, BRIME 10.
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el &2 & 3

Status Code: 200 OK

S e i) iR
data array<OperationInf | (£55%1|%(5 5., HAKZS I Operationinfo 251
0> {$0
pageNo Integer AL R TS
pageSize Integer RS SE YN UM IS 6 1)
totalCount Integer FSR P SRS (&
Operationinfo &5 F4 {41t 1 -
S e i) A
operationld string RS ID,
createTime String BRAVEAT S5 161 g st 1]
startTime String FEVEAT S5 10 8 Bhist ] o
stopTime String PRAEAT S5 15 R [A]
operateType enum<string> BAERTY,
e firmware_upgrade
e software_upgrade
targets OperateDevices PATERAIEM Bbr ikt %, BRI
OperateDevices 4514 .
policy OperatePolicy EAERAT SR, HAARZ: ML OperatePolicy 4514
N
status enums<string> BEARS BPIRAS .
o wait: Z1F
* processing: 1E7EAT
e failed: ZKIK
e success: I
e stop: fF1k
staResult OperationStaResult | #:E45 R 4i1t, HAKS I OperationStaResult
ghikk.
extendPara JsonString ARV RS, AR B EAR .

OperateDevices 45 #4781 :
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2H

e3id)

it

deviceGroups

array<string>

BRALAATRINL, 2 SCFF 256 i dl.
S SEiENhr e I E S Wt

deviceType string e vl

T B I, T BUnE.
model string PR,

T B, Bk,
manufacturerN | string W) PRAARR .
ame FRSE R AN, B
devices array<string> W5 1D HFR, 2T HE 256 NS

HiREwEH T k.

OperatePolicy 45 #4) {4 ii BH :

2

ik

executeType

PATEA, BRIMEA now.,

* now: HEHAT

e device_online: 4% FRIHAT
e custom: HE X

startTime

String

FESHATIHA], executeType=custom I %%,
A A& 2 yyyyMMdd THHmMmss'Z', -
20151212T121212Z,

endTime

String

fE5545 1B ], executeType=custom I 24 3%,
A% 0 yyyyMMdd' T'HHmMmss'Z!, -
20151212T1212127,

retryType

boolean

PATRMOE B TEIR, BIAAER,
o true: HiR
o false: AHEIR

retryTimes

integer

AR, BUETEH 1-5, retryType=true i
i% o

OperationStaResult £ 145 B :

S il R
total integer(64) BAE RS BB
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BRI

M) Rz 7~ 451

S i iR
wait integer(64) SRR B R N L
processing integer(64) IETEERAE R &2
success integer(64) BAE BRI B
fail integer(64) AR R Ve
stop integer(64) {5 1L RAE R B2
timeout integer(64) A RN R 2
Method: GET
request:

https://server:port/iodm/northbound/v1.5.0/operations
Header:

mapp_key: FrrrEEn
"Authorization:Bearer******"
Content-Type: application/json
Body:

{

"operationType'";""**xxkkxtt
"operationStatus"; " ***"
"deviceType":"WaterMeter",
"model";"***",
"manufacturerName":"***",

"deviceld":"x**"

}

response:
Status Code: 200 OK
Content-Type:application/json
Body:

{
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"totalCount™: 1,

"pageNo": 0,

"pageSize": 1,

"date™: [

{

"operation|d"; MrxEEAAAAk
"createTime": "20151212T1212127",
"startTime™: "20151212T1212127",
"stopTime": null,

"operateType": "software_upgrade”,
"targets": {

"deviceGroups": null,
"deviceType'"; "*****x"

"model"; "FFFEAEN
"manufacturerName': "***"
"devices": [

R

]

h

"policy": null,

"status": "FAIL",

"staResult": {

"wait": 0,

"processing": 0,

"success": 0,

"fail": 1,

"'stop™: 0,

"timeout™: 0

}

"extendPara": {

"fileVersion": "Vv1.1.10"
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Hitp %X | #HixHS PP A

Shg
404 123009 The requested task does i) AT S AAEAE
not exist WA R LR
operationld P4 %572 15 IEA# -
400 123029 pageNo or pageSize 2% pageNo BY, pageSize #HH T
beyond the limit. BEL 41 S5

AERERI . TER T B LE R
pageNo F1 pageSize HIME &7 1E
EHJEEA .
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3 N

K& E 1 15tRH
Access | FE AL NS THE=TT NN 0T TN Z2ER,
Token 1) 3 =75 L T AT ) 10T 6 HOMB L] G5
API Application APL R FE— ST E LR EL,  H KRR BN IR Y 5
Programming | JF & A 533 HE 00 SRS LAV ) — LI RR (1) 8
Interface T ST 77 1 U BT A PR 0 T A WL 45
32 A 2 A
el
IMEI International FRiREE— 5 GSM/UMTS/ILTE FHILIm 8T, A M
Mobile — 1k,
Equipment
Identity
[ f ke Bl i
FRiR
IMSI International fE 2/3/4G W& T ME—IRBIRE S i) — A 5. X
Mobile NS ILEHEPATMAE SIM e, HFHURBELS . &
Supscriber AT PSRBT B AL B 25758 (HLR) i)
ey PP AL 8, ST B0 U o B 25 47 el
[ FrA% 3 1
R
loT Internet Of VIR SRR 1T JEAl i it R\ B B Al e i, Bk
Things Ui, HURICEN AR AR BRE. KEE. B,
Yk kA R, BT BRER. MPEEL BEIE. A%, AL KR
i, ORI WAEES R AR, JF B IER:,
T AR o
NA Network NA & —FP7E BIB ) B Al Py 8 0 L AR g N R Acp, - 7
Application loT 45U 1 BEAR B AR BE . RIS AT ML
MR B | e
H
PSK Pre-Shared Key | 1% =75 R BLE B 10T T GREHLAL, 2B &
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A& 2R od)E]

Tt =% I @EIEFE N 10T 1154,
SP Service loT *F~ & 1 ) ¥ & & F P i) Portal . i SP portal 7] LA}
Portal Provider Portal

FT SP I T I N EAE MAVE R GEM NA) | B
7oA s ) BHEL R C SP A R B AR
W) HHL HNGIEE (SP gRR FHFIND | A
(BRI .
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