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Platform API &% (it[)

1.1 ®miE
1.2 #HOx%E
1.3 HHEEEE M E X

1.1 1=
KR ARG IR 10T Platform (R CRIFRF6) XMAMTFBUIPE 5. 5 AR B4
RS ZRREE R, BRI K& PR R 1 18 55 7 v AT i R S B 5
WSS FER . AR FEASU T JLAE
—EONR
FERR B ST DS, AN BN EORIIEE. ASEL WS, M
HBEFERIEE R
“HERABEEHE X
X 2N T ER 2 H 2N Bs S/ il — DN EAN 4, e KEETPE R .
1.2#FEO%%k

Application il 1B 7 %ACE 1 Auth,  HoAt 3 11 B & 75 227 request header HH#%77 2
¥ app_key A1 Authorization:Bearer {accessToken}. Authorization 7 {accessToken} ] {E EJ
N Auth £ FIEREC ) accessToken.

A W

NI KIE S 452 JAVA i3 H JDK1.8.

i) AP 2T 55 Application 2 [A]/] https 2 1, 15 H Z £ TLS
1.1/1.2.



121 NAZREEAN

Application #%777E 10T Platform (N SCHEFRSE-&) =411 appld £l secret ik, i FH %
B, FREUCERL token. i ESHA R 2.1.1 R ETHATH K

1.2.1.1 Auth(%4%)
BORe
S = 7 R GEAE VI TR AP 2 A
aliipaees
P51
BO®A
https://server:port/iocm/app/sec/vl.1.0/login
R

SRR DR AR AP ATHE, dbmd OB 7 S0 (Auth),  HAhdE DR AR
BLLE request header H1#717 2% app_key F1 Authorization:Bearer {accessToken}. app_key
NZHT Y appld, Authorization H1{accessToken}HI4E B i ] Auth 3% 3R BRI

accessToken.
WSR2 UGRELA T, W2 Fi A MRAL, e — RN 2 A B 2. 1§25 KRS
J.
SH U
SH WA /AT IR it iR
appld Wik String M4, HENHEF ID
secret Wik String BaH 04, HERHETS
fith
REIZGR
FE it faiR
scope String Yo, BRIME default
tokenType String YA token 27!, BRiAE bearer
expiresin Integer | V&4 IR 1] accessToken (45 2t 8], BAfrFb

accessToken String Oauth 2.0 %A%

refreshToken String Oauth 2.0 %W =¥, FKRI# accessToken. (14 H
FOESRNE LD




MERS 2]

Method:

POST

request: (JF JSON %)

https://server:port/iocm/app/sec/v1.1.0/login
Content-Type:application/x-www-form-urlencoded
Body:

appld={appld}&secret={secret}

response:

Status Code: 200 OK
Content-Type: application/json
Body:

{

"scope":"default",

"tokenType" :"bearer",

"expiresIn":MAxFAAAX
"accessToken" :"MEAXAAF AR
"refreshToken" :"****x*x%xn
}
FH IR E
Http Status error_code | error_desc #4AP
Code
401 100208 Appld or secret is not right. | appld B¥ secret 4%

1.2.1.2 Refresh Token(Rll# token)
BOTh6Ee

accessToken Pt MRS, 26 =77 KRG i H b8 10, &R H token. accessToken
R a1 2 8 2.1.1 %R0 1R [8] 7 BE expiresin 1A .

W
POST
BORe

https://server:port/iocm/app/sec/v1.1.0/refreshToken

Body %3 B

2

appld

i) iR
String M4, HENHRERF 1D

B
k]
=

B3




g Wi /AT ik it iR
secret Whidk String B H4, HENHEERF
g
refreshToken Whidk String T, IR AT
accessToken
AL
FE % | i
scope String A
tokenType String Y B token K7, BRiA{H bearer
expiresin String & A R IEIR [F] accessToken (45 R ], BAALFD
accessToken String Oauth 2.0 %S4
refreshToken String JRUHT R, F T 3REC— ST accessToken
HEFHH
Method:
POST
request:

https://server:port/iocm/app/sec/vl.1.0/refreshToken

Content-Type:application/json

Body:
{

NappIdt="R R kR Ex T

"secret"="xxA kAN
"refreshToken":"x***xxxn

}

response:

Status Code:

Content-Type: application/json

Body:
{

"accessToken' :"xxkkkxxn ,

"tokenType" :"Axxx xRN

"expiresIn":"*******",

o ”
"scope". Kok Kk k ok k K ,

"refreshToken" ;" ***x%%%n

}

FHIREG




1.2.1.3 ;%8

Hittp Status
Code

error_cod
e

error_desc

AR

400

100022

The input is invalid.

MASHIR

401

100006

Refresh access token failed.

refreshToken 54K

401

100208

Appld or secret is not right.

appld B secret 4 1%

BOThRe

NA JFEEBUE B .

WA
POST

BOKE

https://server:port/iocm/app/sec/v1.1.0/logout

ERHEMR
x
SHLH

2

WA /AT i

xKE ik

accessToken

String(256) U FH SRR LRI 2 ) Oauth

2.0 538

RESR

Status Code: 204 No Content

MEPSE:-R )|
Method:
POST

Request:

https://server:port/iocm/app/sec/v1.1.0/logout

Header:

Content-Type:application/json

Body:
{

"accessToken":

}

Response:

Mk kkkkxkxM




Status Code: 204 No Content
Content-Type: application/json

IR [ A5

Http Status error_code | error_desc Ll
Code

400 100022 The input is invalid. EINSHITC

122 BB ETE
WA E LML 7 Application CFICHIFR App) HIF &R, M, o &HU&EkX
HIEAGE RN,
App T4 10T Platform Hi i #1145, 10T Platform 23 Bo bk B2 A 4 WA RD,  F5 4 & #5106
WG RN GG, 2B deviceld 1 secret, FVFHALR. “F&Heat 7, M,
o, BFEO, SEEXTHTIE R AN RIEEAE . TR &N E IS S H A I T I R .
1221 FMEEFRE
BEOThEE
N HFRFF NI 2%, SREBE A& P GUERD,  FELEBEA& V5 17 5 [0 32 IR 5 A BREARD,  $RE
B ME— bR IR
R
POST
BEOKE

https://server:port/iocm/app/reg/vl.2.0/devices?appld={appId}

ERFH

o S B
Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

ZVE: app_key AZH () appld, Authorization i {accessToken}I{# B i Fl Auth 22
135 H 2 () accessToken.

SH
FE WIR/AIIE | HE A
appld CIpvs String | B ME—ARIN
verifyCod | &% String | % u4s L verifyCode M3 [ ) 5t 23X AN
€ verifyCode, E[Ifii % F A H A verifyCode.
WRAIRE, RFGHNENR.




FE WHIE/ATE | KB iR

nodeld whid String | #A&AME—FRIN, W: MAC 5 SIM K5 805 %
esn 52, SERAXTHER, BAS %A FIRT
nodeld —%L.
#7E: nodeld 1 verifyCode 75 %38 5 A [A) {1 4f
1 5B ) 4% SoftRadio MRS, (A H
1T X, RN TESTS. XXXXXX. fn s 2 HiL
WEE, ZEEHE NRAN IMEI 5.

endUserld | m] ik String | & 1d, WFEHLS, email ik

psk Cipis String | psk %, FHTARKEENSE: WAEN, &
=R

timeout Cipis Integer | BLA7FP, ASIEALFHBRIAA(180s), IS 0 /KA
BEHA, 9E 0 RoRTESRE R M N R & TS e, 8
ORI L AN R '

RESR

FE FA | FEdk

deviceld String | ¥E&ME—FRIR, 1-64 NF

verifyCode String | HE RIS IS UERD, 15T DL S IE R SR id A2 AT

timeout Intege | SOUERD A AL ], FRALFD, B4 T B A RN A 2N

r SRE

psk String | psk %, HTAER & ESEL

?ﬁl@\$%

Method:

POST

request:

https: //server:port/iocm/app/reg/vl
Header:
"app_ key:{appId}"
"Authorization:Bearer {accessToken}"
Content-Type:application/json
Body:
{
"verifyCode":"AE10-12424-12414",
"nodeId":"AE10-12424-12414",
"timeout":300

.2.0/devices?appld={appId}




response:

Status Code:
Content-Type:
Body:

{

200 OK

application/json

Telawile@nelV g Westrisisuserisi

"verifyCode" "MHxFx KA

"timeout":300,

"psk" . Wk k% x %%
}
>t IR [E 5
Hittp Status error_cod | error_desc Vi RA
Code e
401 100002 Invalid access token. AR token 1E &,
400 100022 The input is invalid. INSHITCR
401 100025 Appld for auth not exist. FRHUAZ appld X4501E 2
200 100203 The application is not N AIEAE
existed.
200 100217 The application hasn't IMEE R EEav
been authorized.
400 100007 Bad request message. B EE
200 100412 The amount of device has | 4ui N Fik&aEExT -
reached the limit. 3!
400 100003 Invalid verify code. BSIERS TE A%
200 100416 The device has already WA E
been binded.
500 100001 Internal server error. R4S N BB A FR AR
200 103026 The license is not exist. License NFAE
200 103028 The license pool License JC 7
resources.
200 103027 The license sales is not License )84 & IUAAFAE
exist.
1.222 X IMAEFEEKR
BEOYRE

Application /% i% DISCOVERY #2450 R g . — M Tlid W S i & i 2%,

HERAWR, ZIEEME .




BRI
POST

BORE

https://server:port/iocm/app/signaltrans/vl.1.0/devices/{deviceId}/services/{servic
eId}/sendCommand?appld={appId}

EERFH

http Fa k5 8.:

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

URL 23 i Bl :
FE Wi /AT ik i) R
deviceld Wik String MR ME— AR, 1-64 77T
serviceld Wik String {4 "Discovery"
http “{ﬁ%\'ﬁimfﬁ:
FE Wi /AT ik il R
appld Al ik String N7 FH ME— R 1
message Wik CommandDTON | CommandDTONA2Cloud 74 2.4
A2Cloud L E S
CommandDTONA2CIoud 3% B4k Ui B«
FE | WIE/ATE il iR
header | ik CommandNA2Cloud | IiLFf3% 1.3.9
Header CommandNA2CloudHeader 45 k4435 B
FB
body | mJik ObjectNode BUEKETCESR, JHERHEBAA
REIGR:
FE et 3%
status String(128) AR AS: sent-—- CURI%. delivered - L%k
executed --- AT




FE RE i

timestamp String(128) RIEATA I B, 1-32 54795
R yyyyMMdd” T HHmmss™ Z7 -

2015121271212127
requestld String(128) 132 5, TEDIITAS, PRl id

72 requestld JCIEXT B Ay &P AT 45

HEEH
Method:
POST
request:

https://server:port/iocm/app/signaltrans/vl.1.0/devices/{deviceId}/services/Discove
ry/sendCommand?appId={appId}

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:
{
"header": {
"mode" : "ACK",
"from": "************ll,
"to": null,
"toType": null,
"method": "DISCOVERY",
"requestld": "*****************************************",
"callbackURL": "https://server:port/na/iocm/message/confirm"
}7
llbody": {
llfrom": "************ll,
llsessionID": "*******k**k*ll,
llsdpll: Mk kkhkhkkhxkx*xn
}
}
response:

Status Code: 202 Accepted
Content-Type: application/json
Body:

{

"requestId":"**‘k‘k‘k**‘k‘k***‘k‘k‘k**‘k‘k‘k***‘k**************‘k**"’

"status":"sent",
"timestamp":"1446202014815"
}

7 1R [E A5



Http Status error_code | error_desc VAR
Code
401 100002 Invalid access token. 4R token 12 &,
400 100022 The input is invalid. NSHICH
200 100203 The application is not N AT LE
existed.
200 100217 The application hasn't been N AR AL
authorized.
200 100418 The deviceData is not WA EE ANTEAE
existed.
500 100023 The data in dataBase is Fod P B e
abnomal.
400 102203 CommandName is invalid. S 4R IC
200 100431 The serviceType is not exist. | AR5 RAUANIEALE
200 100428 The device is not online. W ANES
200 100432 The device command is W O muted
muted.
1.2.2.3 B &HUEIRTS
BOIhge
255 78 I SR B (R TR0 2% M — A PR 2 1) I SR L8 BB RS
WA
GET
BOBgE
https://server:port/iocm/app/reg/vl.1.0/devices/{deviceld}?appld={appId}
EREW
ks B
Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SHUH
FE WIik/ATIE | FKE ik
deviceld Wik String WA ME—FRIH, 1-64 NFT




FH Wik /arik | KR iR

appld GIp: String I FH P — R iR
RELR

FH Wik /arik | R iR

deviceld Wik String WAME—PRH, 1-64 DTS
activated Wik boolean AT 73 18 I IOAE AL R B A PR A F i

true: EL 0 false: R G

name ik String W8 A4 FR

HBER

Method:

GET

request:

https://server:port/iocm/app/reg/vl.1.0/devices/{deviceld}?appId={appld}

Header:

"app_key: {appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

response:

Status Code:

200 OK

Content-Type: application/json

Body:
{

"deviceId":kAxxkkxn,

"activated": xxxxkkk,

"name" ;"X AX"
}
S IR [E Y
Http Status error_code | error_desc izl
Code
401 100002 Invalid access token. FERIC token {5 5
200 100203 The application is not N AT
existed.
200 100217 The application hasn't been M A AR
authorized.




Http Status error_code | error_desc izl
Code

200 100403 The device is not existed. W ANELE

1.2.2.4 MIEEIEZ &
BEOTHEE
FE SR 4 4 5 4 5
)y
BOKEZ

https://server:port/iocm/app/dm/vl1.1.0/devices/{deviceId}?appld={appld}s&cascade={ca
scade}

EERFH

A S STIEYS S

Header:

"app_key: {appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

A3 O A BER IR B B

SR

FE WHIR/FTIE | KB DU

deviceld Wik String WA ME—FRIR, 1-64 N7

appld Ciped String J8% FH i — AR iR

cascade Al %k Boolean | {UfEH &ML, HiER: | 1L I8 NA 2L
BUE null 563 true JHBR IS¢ 22 H R 505
BUH false IFMIER RIS, IR T RAL A JE
PEAR A G 1t

B R

Status Code: 204 No Content.

HEHER

Method:

DELETE

Request:




https://server:port/iocm/app/dm/vl.1.0/devices/{deviceld}?appld={appld}s&cascade={ca
scade}

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;
Response:

Status Code: 204 No Content

FH IR [E G

Http Status error_code | error_desc 7Ll

Code

401 100002 Invalid access token. %1 token (Z B

200 100203 The application is not N ALELE
existed.

200 100217 The application hasn't been | N FH AR FZAL
authorized.

200 100403 The device is not existed. W AIEAE

200 100418 The deviceData is not BB BRI
existed.

500 100023 The data in dataBase is Fdmh F e
abnomal.

400 102203 CommandName is invalid. A IR TC R

200 100431 The serviceType is not exist. | R4 ZKEEUANTELE

200 100428 The device is not online. W ANLE 2

200 100432 The device command is a4 4 muted
muted.

1.2.2.5 MIBRIFEZE R
BOThRe

Application %1% REMOVE #ir &4 /¢ N I8 & . T e ipRfe kes, 235 M
K, GIEIEME .

W%
POST

BORR

https://server:port/iocm/app/signaltrans/vl.1.0/devices/{deviceld}/services/{servic
elId}/sendCommand?appld={appId}



EERFH

http #EH kB E .

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

http J8 S &JiEH
FE WAE/ATIE | B 3
appld Alik String I FH ME—FR 1
message ik CommandDTONA2Cloud NA RIELERZIESNE

CommandDTONA2CIoud 3% B3 BA :

FE WIE/ATIE | 2R iR
header Wik CommandNA2CloudHeader | I, 1.3.9
CommandNA2CloudHeader %
T i B - B 1 B
body Al ik ObjectNode PUEKETRESR, HERHEE
&
RESR:
FE e it A
status String RS 1-32 7
sent --- CLRI%E
delivered --- CLi%ik
executed --- AT
timestamp | String Ik A A IR TR, 1-32
I rE A% C: yyyyMMdd” T” HHmmss” 27 -
20151212T1212127
requestld | String 1-32 N, SFEABLRTAS, iR — s
5 2L requestld JCIPERT i & AT 45
H B4
Method:

POST




request:

https://server:port/iocm/app/signaltrans/vl.1.0/devices/{deviceId}/services/Remover

/sendCommand?appld={appId}

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:
{
"header": {
"mode": "ACK",
"from": "************"’
"to": null,
"toType": null,
"method": "REMOVE",
"requestld": "*‘k*‘k**‘k****‘k*‘k**‘k*‘k**********************",
"callbackURL": "https://server:port/callbackUri"
s
"body": {
"timeout": 90,
"deviceId": "x*x*xxxx-(0fda-4a56-bed6-4d9019891493",
"mode": "ON"
}
}
response:

Status Code: 202 Accepted
Content-Type: application/json
Body:
{
"requestId":"*‘k‘k‘k‘k**‘k‘k***‘k‘k‘k**‘k‘k‘k**‘k‘k***‘k‘k****‘k****‘k**"’

"status":"sent",
"timestamp":"1446202014815"
}

74 H 1R B A5

Http Status error_code | error_desc izl

Code

401 100002 Invalid access token. R token (2 B

400 100022 The input is invalid. NS EICRL

200 100203 The application is not N ALEAE
existed.

200 100217 The application hasn't been | W FH R4
authorized.

200 100418 The deviceData is not R BIRANIELE
existed.




Http Status error_code | error_desc izl

Code

500 100023 The data in dataBase is B T BaE e
abnomal.

400 102203 CommandName is invalid. 2 IR

200 100431 The serviceType is not exist. | AR5 BBIATELE

200 100428 The device is not online. WA NES

200 100432 The device command is W& % muted
muted.

1.2.2.6 BMIEZER

BOThRe

B EE RO, Hall s td, M esaigsE 6

WA

BORR

https://server:port/iocm/app/dm/v1.2.0/devices/{deviceld}?appld={appIld}

ERFH

i KI5 B

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SR
FE WiE/FTIE | KB i3S
deviceld Wik String B ME—FRIR, 1-64 4
T
appld Ciped String 32 FHIME—F3 iR
request %k UpdateDevicelnfoReqgDTO HE etk (R

=)

UpdateDevicelnfoReqDTO £k

WIE/FIIE




FE WIE/AE | KB | iR

name ik String | A& 4 FF

endUser ATk String | &umH ;. XA AMIE, N endUser 7]
Wy AW NI, T
endUser ‘254 null.

mute Al Enum | FoREA 2B THREIRES, BIER Bk
Him ETHREGRES, WA E#HREER
BUEA “TRUE” , “FALSE”

manufacturerld Al ik String | J ® ID

manufacturerName | 7]k String | | W4

location ik String | &NV B

deviceType A% String | &AL KBEIEmy 477 20
MultiSensor
ContactSensor
Camera
Gateway

model Tl ik String | 5
z-wave: ProductType + Productld
16 HEfl:  XXXX-XXXX Fb 0 X 5%
U1: 001A-0A12
ARV

protocolType [l ik String | ¥R

deviceConfig CIpvs Devic | &RERE, HEXEWER (LFHR

eConfi
gDTO

region A% String | K& FTAE X

organization ik String | W& ATBH A

timezone T % String | & PR X

DeviceConfigDTO

FE WIE/ATE | 2R ik

dataConfig | WJik DataConfigDTO | AL EEE, HE L&k (I

3]




DataConfigDTO

=2k /AT | 2<E

ik

dataAgingTi | 0]k Integer[0,90]
me

HlEe A KRCE, HUE:

LEDANPS

090,

REZER

Status Code: 204 No Content
RS2

Method:

PUT

request:

https://server:port/iocm/app/dm/vl1.1.0/devices/{deviceId}?appld={appld}

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:

{

"name":"¥x xxn,
"endUser" :"xx &k xn
}

response

Status Code: 204 No Content

1.2.2.7 RIFm& & %4A

BODIRE

SCHF R M 2R I A9 380 2 A3 T BB PR FE e 2 R 180 #%
HHRBIHE, deviceld A48, nodeld R A ARk, B4 75 BEEILE .

W%
PUT

BORR

https://server:port/iocm/app/reg/vl.1.0/devices/{deviceld}?appld={appId}

EREHR
o S5

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;




S

S WIE/ATE | KB E iR
appld Al ik String | query AN H Id
deviceld ik String( | path “ 4% 1d
256)
verifyCode | ik String( | body IAERS: null ~F & A4 RRIRIER,
256) FEIRE JE null EH, HIR A%
AR, CR/NG AU
nodeld Al % String( | body null:nodeld A48; HE null: 55§
256) W ME— 1D, P& M THE
timeout Al %k Integer | body YRR ER I I 8], BAZAD . null:
PRIMHE(180s); 0: 7K ALHH; dE
0: 5 E (A
REIEGR
FE i) iR
verifyCode String(25 | HIE ARG SEAERD, oA DL BGUERS SRE id Al
6) g
timeout Integer | B UERS A AL E], FALED, XOCTR AR A RN (Al RN
DY APAN
=
%‘§\$M
Method:
PUT
Request:

https://server:port/iocm/app/reg/vl.1.0/devices/{deviceld}?appIld={appld}

Header:

"app_ key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:
{

"verifyCode":
"nodeId":

"timeout":

}

Response:

"AE10-12424-12414",
"rewgrewgrewqgre",
300




Status Code: 200 OK

Content-Type: application/json

Body:

{
"verifyCode": "AE10-12424-12414",
"timeout": 300

}

FH IR [E G
Http Status error_code | error_desc BiAf
Code
401 100002 Invalid access token. HE R token {5 5
400 100022 The input is invalid. MNSEL
401 100025 Appld for auth not exist. N ID AELE
200 100203 The application is not N AT
existed.
200 100217 The application hasn't been IV E R T2
authorized.
400 100007 Bad request message. SEAE
200 100403 The device is not existed. WRANEAE
200 100610 Device is not active. BB AT
200 100611 Device is online. WS
200 100418 The deviceData is not &S BANTRAE
existed.
200 100426 The nodeld is duplicated. nodeld &
400 100003 Invalid verify code. ISUFRSICARK
1228 & EME
BOThRe
NA i F e COR BN s (5 R A P 6
W%
PUT
BORE

https://server:port/iocm/app/dm/vl.1.0/devices/{deviceld}/services/{serviceType}

EERFH



£ S ST

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SHULH

S Wik | KB LE | ik
AJiE

deviceld Pk String path | %4 id

serviceType | #,i%& | String path

W MR-, WEE carEncrypt,

carinfo, vehicleProperty

data Ak | JSONO | body | JIR %54 :
bject serviceType HU{H carEncrypt i, data £5#4
{22 1.3.10 ApplicationSetEncrtptDTO 45
PR LA 5
serviceType HU{H carinfo. vehicleProperty
i), data 451491427 1.3.11 PutCarinfoData
ARSI
REIZR

BB N2 AT . Status Code: 200 OK

R4 KR ASE]: Status Code: 400 Not Found

VS ]
Method:
PUT

Request:

https://server:port/iocm/app/dm/vl1.1.0/devices/{deviceld}/services/{serviceType}

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:
{
"data": {

* Kk k kK

}

Response:

Status Code: 200 OK
Content-Type: application/json




FHIREG

Http Status error_code | error_desc VAR

Code

401 100002 Invalid access token. BT token 13 5,

400 100022 The input is invalid. NS EICRL

200 100203 The application is not N AT LE
existed.

200 100403 The device is not existed. W ATEAE

400 100019 Illegal request. AEvEiE R, request N

7

400 103008 The encrtpt iv is not exist. s iv G ANFEAE

400 103009 The encrtpt key is not exist. | 1% key NFETE

400 103007 The encrtpt flag is not exist. | %% flag AN{FAE

200 103004 Add new car info, H 1 carlnfo,
simNumber or carModel simNumber &% 3%
cannot be null. carModel A BE 2 null

200 103001 The simNumber is already simNumber &4 1F1E
exist.

200 103002 The plateNumber is already | plateNumber 2417
exist. 7

200 103010 The vin is already exist. vin C&fF1E

404 200001 The resource is not found. BIRAEAE

1.2.3 MiEXRE

A SCRERT I R HAFIRATI, [RIR IR SR B AR A BRI s, B sy, Ry
H R HE R B AR IS BT Bl . R ARSI 1 R B U

1231 BEHMEEEZFERTIR

BODRe

HRMI R AR AEESIR, WERdE e MR TR & s B &,

WA
GET

BOKRE




https://server:port/iocm/app/dm/v1.3.0/devices?appld={appld}&gatewayld={gatewayId}&

nodeType={nodeType}&deviceType={deviceType}&protocolType={protocolType}&pageNo={pag

eNo}&pageSize={pageSize}&startTime={startTime}&endTime={endTime}&status={status}é&so

rt={sort}

ERHEMR
P s B

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH U

FE WHIE/ETE | KB | HEk

appld A ik String | S ME—FRiR

gatewayld ZAArig | String | WAAME—FRIR (HROCHIR SR o 24
WS HIER N, gatewayld ik A& 1
deviceld. MUt RAIEEIE R AR, gatewayld A
W& T RB EE B (BPSE) [ deviceld.
gatewayld 11 pageNo ANBEFRI 24 null, =35 A1k
H—.

nodeType GIp: String | #5E T A MZE: ENDPOINT: f£/# s,
GATEWAY: W%,

deviceType Tl ik String | & &M

protocolType | A& String | PpERY (v1.3.0url )

pageNo FAEnTige | Intege | srUIEHISEL,  pageNo=null B 75 i) A A5

r 51 BUE R TET 0 T 70 U &, % T 0

I A 25— T
gatewayld 1 pageNo AFEFIE A null, 3 %k
ﬁ\:—‘o

pageSize Al ik Intege | I EMSEL, PUERTET 1L, 6t

r A1

status A% String | W AR BUE :ONLINE 7E£L;OFFLINE AN7E
25 ABNORMAL 55 R4S

startTime AT 1%k String | A ifyEM 15 S BT [RIFE startTime 2 J5 1id
o WFER: yyyyMMdd” T' HHmmss’ Z’
. 20151212T121212Z

endTime AT % String | A )yEM &5 S BT [AIFE endTime 2 B HIC
o BFEER: yyyyMMdd” T' HHmmss’ Z’
fn.  20151212T1212127

sort GIp: String | 48 IR FCKHET, PTHUE ASC #iEM %%




WIE/ATE | FEE |

FrEsl

(IR [ FH 7 HES ;. DESC 4 A5 4% FRI S [

B4 DESC

VE: gatewayld F1 pageNo ABE RN A=,

RN
FE i) ik
totalCount Long TR E
pageNo Long IR [BI ) TR 5 CR T4 T 0 iU 4,0
REFH—N)
pageSize Long TR RN, A 73 DL i e 55T
totalCount
devices List<GetDeviceRspDTO | &3 ARG E, HE XM,
> 1.3.8 GetDeviceRspDTO 45414 it i
HEHH
Method:
GET
request:

https://server:port/iocm/app/dm/v1.3.0/devices?appld={appld}&gatewayld={gatewayId}é&

nodeType={nodeType}&deviceType={deviceType}&protocolType={protocolType}&pageNo={pag

eNo}&pageSize={pageSize}&startTime={startTime}&endTime={endTime}&status={status}é&so

rt={sort}

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

response:

Status Code:

200 OK

Content-Type: application/json

Body:
{

"totalCount":1,

"pageNo": 0,

"pageSize":10,

"devices": [

{

vvdeviceldvv:n*************************n,

"gatewayld":ll~k************************",




"nodeType" : "GATEWAY",

"createTime":"20170426T022604Z",

"lastModifiedTime":"20170426T022604Z",

"deviceInfo":{
"nodeId":null,
"name":null,
"description":null,
"manufacturerId":null,
"manufacturerName":null,
"mac" :null,
"location":null,
"deviceType":null,
"model" :null,
"swVersion":null,
"fwVersion":null,
"hwVersion":null,
"protocolType" :null,
"bridgeId":null,
"status":"OFFLINE",
"statusDetail":"NOT ACTIVE",
"mute":null,
"supportedSecurity":null,
"isSecurity":null,
"signalStrength":null,
"sigVersion":null,
"serialNumber":null,
"batteryLevel" :null

b

"services":null,

"connectionInfo": {
"protocolType" :null

b

"location":null,

"devGroupIds": []
]
}
7t 7 1R [E]hY
Http Status error_code | error_desc izl
Code
401 100002 Invalid access token. 1] token 2 B
400 100216 The application input is NI TR
invalid.
200 100218 The gatewayld and pageNo | [%5¢ id 1 pageNo A~
can't be both null. e Rl A null
200 100203 The application is not N ALEAE
existed.
200 100217 The application hasn't been IS ER s
authorized.




1232 BHBEMEZER
Eqmps
WS IR 1 B
R
GET
BOKE
https://server:port/iocm/app/dm/vl.3.0/devices/{deviceld)?appIld={appIld}
VAR

A S STAEDS)

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH

FE Wik /AT | SR AR

appld Al ik String N FH ME— R 1

deviceld Wik String BEAAME—FRIT (IS B ME—FRi) , 1-
64 N7

REZR: 1.3.8 GetDeviceRspDTO £ 1A i3 B 45
HEEEH

Method:

GET

request:

https://server:port/iocm/app/dm/v1.3.0/devices/{deviceld}?appld={appld}
Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;
response:

Status Code: 200 OK
Content-Type: application/json
Body:

{

vvdeviceldvv:n*************************n,

"gatewayld":ll~k************************",



"nodeType" : "GATEWAY",
"createTime":"20170426T022604Z",
"lastModifiedTime":"20170426T0226042",

"deviceInfo":{

}I

"nodeId":null,
"name":null,
"description":null,
"manufacturerId":null,
"manufacturerName":null,
"mac" :null,
"location":null,
"deviceType":null,
"model" :null,
"swVersion":null,
"fwVersion":null,
"hwVersion":null,
"protocolType" :null,
"bridgeId":null,
"status":"OFFLINE",
"statusDetail":"NOT ACTIVE",
"mute":null,
"supportedSecurity":null,
"isSecurity":null,
"signalStrength":null,
"sigVersion":null,
"serialNumber":null,

"batteryLevel" :null

"services":null,

"connectionInfo": {

}I

"protocolType" :null

"location":null,

"devGroupIds": []
}
FH H IR E
Hittp error_code | error_desc R
Status
Code
401 100002 Invalid access token. FEIR 1 token fE
200 100203 The application is not existed. N ALEAE
200 100403 The device is not existed. BB AEAE
200 100418 The deviceData is not existed. W B HARATE
£
200 100217 The application hasn't been authorized. N FH R AL




1.2.3.3 Application TIF]F & #E
B:OThEE
Application 7 B& 5 £ AR B AT, 2B K AEAR T IN - & 24T Application.
WHTE
POST
BORRE
https://server:port/iocm/app/sub/vl.2.0/subscribe
EEEW

£ S ST DS

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH

FH DT | KB |k

notifyType | Wik String | JEENIRAY, -

1. deviceAdded CNINHTIiAE%)

2. devicelnfoChanged (%15 B24L)
3. deviceDataChanged (%% %#i454k)
4. deviceDeleted (IR %)

5. deviceEvent (¥4 {4)

6. messageConfirm (VB2 HiiA)

7. commandRsp (3 A4

8. servicelnfoChanged (%15 E)

9. ruleEvent CHiNI=E{4)

10. bindDevice (i #4hE#is)

11. deviceDatasChanged (&% #Eitt&E4L
1£)

callbackurl | %1% String (Bl url Hohk . AAUERH HTTPS 151 B
L85 O 1 CET 7 e B VAR = D= LS e L | W 2
U e (BB HTTP {518 H ol F T )

REIZGR
Status Code: 201 Created

HEEH



Method:
POST
request:

https://server:port/iocm/app/sub/v1.2.0/subscribe
Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"
Content-Type:application/json;

Body:

{

"notifyType":"deviceInfoChanged”,
"callbackurl":"https://server:port/callbackUri"
}

response:

Status Code: 201 Created

¢ H IR [B] A

Http Status error_code | error_desc 7Ll

Code

401 100002 Invalid access token. FEIRIK) token 135 B

400 100222 The request callbackurl is ] A bk R
illegal.

200 100203 The application is not YN FANATAE
existed.

500 101017 Get newCallbackUrl from M\ oss FRELHT 1 =1
oss failed. Hishil 2k W

500 101016 Get iotws address failed. FREX iotws Hihik 26 M

1.2.3.4 Bl & HEHIE
BOThAE
Application ¥ i) ¥ #% [ 524 -
WA
GET
BO%e

https://server:port/iocm/app/data/vl.1l.0/deviceDataHistory?deviceld={deviceId}s&
gatewayId={gatewayIld}&serviceld ={serviceld}&pageNo={pageNo}&pageSize
={pageSize}&startTime={startTime}&endTime={endTime}&property={property}&appld={appl
d}

EREN



£ S ST

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH

FE W% /FTIE | 2B iR

deviceld Wh ik String WEME—FRI, 1-64 N0

gatewayld | Wik String BHSH, WRIRAE—RR. Y& RHE
ER AR, gatewayld A A B ) deviceld.
Mg AE EER &R, gatewayld A% T
PRI EE R (RIS (1) deviceld.

serviceld nJ %k String RS 1d

property Alik String Jik 55 T 1t A

appld CIpes String 37 FH M —FR iR

pageNo ik Integer | 7> T E IS4,  pageNo=null HT%@V\]%?I%
1 BUE R T5T 0 py8Et 43 il A5 if,
0 I A — L

pageSize | n[ik Integer | HTEMSE, BUEKTET 1185, 6y
BN 1
B T B B 2 AR AT 10 5%k, XAMEUEA ]
Rediiz e miB ek

startTime | mJi% String TS, MHEIT (] B 1) B A T 8] B[]
#A: yyyyMMdd” T’ HHmmss” Z”  1:
20151212T121212Z7
WA P R B B 2 R AT 90 K, XAMEUEA AT RE
Wiz BB

endTime Al ik String TS, PRI [a) B 1) 1 45 AT [R); (]
#: yyyyMMdd® T' HHmmss® Z°  1i:
20151212T121212Z

IR [H 25 R

FE W% /ATIE | 2R iR

totalCount | mJi% Long BT R =

pageNo Wik Long IR 5] () TR P 5 CR T4 T 0 B 48 45,0 AR —
)

pageSize | Whik Long TURS RN, A 43 DU I BB 25T totalCount




FE Wi /FTiE | KA it

list Wik List<Dev | jj stit %41
iceDataH
istoryDT
o>

DeviceDataHistoryDTO

FH Wik | #E | R
A

serviceld Pk | String RS ID

deviceld Wik | String WAAME—RIN, 1-64 N

gatewayld | #nit | String 1 T — B, 1-64 A0, i B i
Bk, gatewayld ¥ # A B deviceld, 8%
AR EIE VLRI, gatewayld i T I I B
% (RPM2) (1 deviceld.

appld Whik | String N FHFEFP ID
data Phik | JsonObje | & FHpIEdE, HdE2BiEx, WEHIES L
ct Profile ST Hh AR 45 BE /13 BLIHI Y propertyties.

timestamp | 3% | String R g P i B

I fE A% C: yyyyMMdd” T HHmmss” 27 -
20151212T1212127

HEER
Method:
GET

request:

https://server:port/iocm/app/data/vl.1l.0/deviceDataHistory?deviceld={deviceId}s&
gatewayld={gatewayIld}&serviceld ={serviceld}&pageNo={pageNo}&pageSize
={pageSize}&startTime={startTime}&endTime={endTime}&property={property}&appId={appl
d}

Content-Type:application/json

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;
response:

Status Code: 200 OK
Content-Type:application/json
Body:



}

"totalCount":"**x*x*x",
"pageNo" : MrxxkxEN
"pagesize":"*****",

"deviceDataHistoryDTOs" : ["*****x"]

S A5 Ut BT P A 1 S e LR B 452, R

"totalCount": 2,
"pageNo": 0,
"pageSize": 10,
"deviceDataHistoryDTOs": [
{
"deviceId": "0d34bb9d-73el-4780-al2f-9243345a4567",
"gatewayId": "f6eebaff-53f1-4459-be2f-4£fc05ccd7004",
"appId": "c8855f40-d7a3-4d51-8b46-9£7747839%ee2",
"serviceId": "Battery",
"data": {
"batteryLevel”: 100
s
"timestamp": "20160708T025828Z2"

"deviceId": "0d34bb9d-73el1-4780-al2f-9243345a4567",
"gatewayId": "f6eebaff-53f1-4459-be2f-4£fc05ccd7004",
"appId": "c8855f40-d7a3-4d51-8b46-9£7747839%ee2",

"serviceId": "Temperature",
"data": {
"temperature": "33.5"

}I
"timestamp": "20160708T0258272"

RS I (1 Profile SCHFIR SR IR W1 :

1.

servicetype-capability.json (Battery)
{

"services": [
{
"serviceType": "Battery",
"description": "Battery",

"commands": null,

"properties": [
{
"propertyName": "batteryLevel",
"dataType": "int",

"required": true,
"min": O,

"max": 100,
"step": 1,
"maxLength": null,
"method": "RE",



}

"unit":

"enumList":

by

null,

null

2. servicetype-capability.json (Temperature)

{

"services":
{
"serviceType": "Temperature",
"description": "Temperature",
"commands": null,
"properties": [
{
"propertyName": "temperature",
"dataType": "decimal",
"required": true,
"min": 0,
"max": 100,
"step": null,
"maxLength": null,
"method": "R",
"unit": "C" ’
"enumList": null
}
]
}
]
}
7+ H IR [B1 A
Http Status error_code | error_desc 1 RA
Code
401 100002 Invalid access token. 1] token 12 B
200 100203 The application is not N ANIEAE
existed.
400 100419 The deviceld and gatewayld | deviceld 1 gatewayld
can't be both null. NI S
200 100217 The application hasn't been N R
authorized.

1.2.3.5 EifIEZEEN
BEOTE
BB R RS




BRI
GET

BORE

https://server:port/iocm/app/data/vl.1.0/deviceCapabilities?appld={appld}&gatewayld
={gatewayld}é&deviceId={deviceId}

EREH
o S5 B

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH

S

FhROO| @ik | XRE |
Ak

appld | mJik String | N ME—ARIR, 1-64 T

devicel | A3k String | WA ME—FRIR, 1-64 TS

d

gatewa | AJik String | WA id. 4% &HE HIE AR, gatewayld 554

yld 5 deviceld fRFF—5. H& &Ik HIER &N,
gatewayld ik % BT KIE I EIE &% (RIS 1
deviceld.

REIGR

FE il iR

deviceCapabilities List<DeviceCapabilityDTO> H5E gk, ILRE

DeviceCapabilityDTO

FE it ik

deviceld String BEAAME—FRIT,
1-64 A

serviceCapabilities List<ServiceCapabilityDTO > W& B SSEE 11
IE:S

ServiceCapabilityDTO



FE it iR
serviceld String R 55 iR
serviceType String Ji[F & Sayit
description String iR
commands List<ServiceCommand | 7 £ 4 WA 3E,
> ServiceCommand 45 ¥4 /4
properties List<ServiceProperty> | &l J@ 14 M3,

ServiceProperty 4444

ServiceCommand %5444 BH

FE i ik
commandName String(256) fir & 44 B
paras ServiceCommandPara | J& 415
responses ServiceCommandResp | 1 v 51| &
onse
ServiceCommandPara 5144 B
FH e Hiik
paraName String(256) o\
dataType String(256) KA
required boolean Sk
min String N
max String SN
step Double HK
maxLength Int KRR
unit String AL (FF5)
enumList List<String> MZER AT R
ServiceCommandResponse 5144 BH
T K BN




responseName String(256) M N 44 FR

paras List<ServiceComman | J&4: %3
dPara>

ServiceProperty 5148

FE i ik

propertyName String(256) J& M 42 R

dataType String(256) EEHY

required boolean =& ik

min String 15/

max String PN

step double WK

maxLength int BAKE

method String(256) Vil J57%: RWE Al R, A5 W, AIRi%E
E

unit String BAL (FF5)

enumList List<String> el bilE

HEFHH

Method:

GET

request:

https://server:port/iocm/app/data/v1l.1.0/deviceCapabilities?appld={appld}&gatewayId
={gatewayId}&deviceId={deviceId}

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;
response:

Status Code: 200 OK
Content-Type: application/json
Body: {
devilceTd!t i xx&x=
"serviceCapabilities" : [{
"serviceId" :

nwn
4

"serviceType" :

"o
’



"option"

"description" : null,
"commands" : null,
"properties" : [{
"propertyName"
"desc"
"dataType"
"enumList" : ["", ""],
"min" : O,
"max" : 0,
"step" : 0.0,
"maxLength" : 0.0,
"unit" : null,
"method" : "",
"required" : true
11,
"events" : null
}
]
}
¢ H IR [B] A
Http Status error_code | error_desc Vi RA
Code
401 100002 Invalid access token. AR token 12 &,
400 100022 The input is invalid. INSHITC
200 100203 The application is not N FHAIEAE
existed.
200 100217 The application hasn't been IMEER EEav
authorized.

1.2.4 551X
N5
iﬁi%‘é
JE o

1241 8|8 EEZHSV

BORE

N2 FH B i 4

WA
POST

BORR

% Ty

NA 253 % A H

AP T T RERENEL, TREENREARATESREL

o




https://server:port/iocm/app/cmd/vl1.4.0/deviceCommands?appld={appId}

EREN

oty K5 2

N

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SHHH:
FB WhIGEIAT HA (A" g
body Wik PostDeviceCom | body WA AN
mandReq 25 s R g
R A 1B
appld Tl %k String(1-64) query MNH 1D, %M
M ID ZEE
HIUT 18] B A
e KR Tl
ila]
PostDeviceCommandReq & 3K 25 #4481
FB V3V Brir Ryt g
deviceld Wik String(64) TR HIES ID
command | ik CommandDTOV | F kx4 HIEE
4
callbackUr | mJ ik String(1024) AR AR @ A hE, S
l HTTPS {5if MRl (8. HTTP
FE R T TR, AnTHT RS
58);
i A RSB A (AT R, AT
I, HEE, Ki%, CUER)SEA
NA, “F&4LLPOST 70k 1% HTTP
HELA N, R Body A json F4F
o, AT
{"deviceld":"deviceld","commandId":"c
ommandld","result":{"status":"SUCCES
S""result":{-*-}}}
expireTime | nJ ik Integer(>=0) N AR R S TE], ALK
W, FoRk&mSEEE
expireTime #P B R, I X AN (]
WHEm AR MR, WRRKE
ERIN Ty 48 /NS




CommandDTOV4 ¥4k BA

FB W/ i HA i

serviceld Wik String(1-64) 1 20T L 1 R 55
ID, REENZFERF
Hi

method Wk String(1-128) A RS T B ARm
AL, M8
P, RNEEANE T
T

paras CIpH ObjectNode Hr BB
jsonString, EAkks
TR FH AR 2%
Z/‘J% o

RESR

i ;. Status Code: 201 Created

IR 62505 WM 1.3.6 DeviceCommandResp 45 #4441t B 45 K4 35 B

H B
Method:
POST

request:

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommands?appld={appId}

Header:
"app_key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:
{
"deviceId™: Mrxxxkkkkkn
"command": {
"serviceId": M"WAEAFFKAXN
"method": "xxxxAxAEN
"paras": {
"paraNamel": "paraValuel",
"paraName2": "paraValuel2"

}l
"callbackUrl": "https://server:port/callbackUri"
}

response:




Status Code:

201 Created

Content-Type:application/json

Body:
{
"COmandId": "‘k‘k‘k**‘k**",
"appId": "‘k‘k**‘k‘k‘k*",
"deViceId"2 "********",
"command": {
TgervicelclVg Wiwissdisiisel
"method": “‘k*‘k*‘k***",
"paras": {
"paraNamel": "paraValuel",
"paraName2": "paraValue2"
}
}I
"callbackUrl": "https://server:port/callbackUri",
"expireTime": null,
"status": "PENDDING",
"result": null,
"creationTime": "20170222T164000z",
"executeTime": null,
"platformIssuedTime": null,
"deliveredTime": null,
"issuedTimes": null
}
7+ H IR [B1 A
Http Status error_code error_desc i B
Code
400 100022 The input is invalid. ENSHICN
500 100220 Get AppKey from header FREL appKey 2
failed.
500 100001 Internal server error. SERP RN KA A Rk
I
404 100203 The application is not existed. | N FA1ELE
404 100418 The deviceData is not existed. | #4538 ANTELE
404 100431 The serviceType is not exist. R4S EANANTEAE

1242 BEEREFHLSV

EODge
N B 2.
WA

GET




BOKE

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommands?pageNo={pageNo}&pageSize={pa
geSize}&deviceld={deviceld}&startTime={startTime}&endTime={endTime}&appld={appld}

HEEEM
http #8577 K385 5

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"
Content-Type:application/json;

SH U
FB DI ik Syt & g
pageNo Ak Integer(>=0) | query | EifjMTHY, KF5TF 0, B
N
pageSize Al ik Integer(>=1& | query | EifjRIIIEE, KT%T
&<=1000) 1, BK{H 1000, ZRik 1000
deviceld Al % String(64) query | fRE AW WA LIS ID
startTime %k String query B IFIRT R, &R KA
A (] 7E startTime 2 )5 (130
%o Hﬂ‘]‘m*ﬁﬁ:
yyyyMMdd' T'HHmmss'Z'
G, 20151212T1212127
endTime CIp?s String query | EHILEHRIN ], A TR AT
A5 [ £E endTime 2 Bif (1140
Ko IFTEAG
yyyyMMdd' T'HHmmss'Z'
. 20151212T1212127
appld Al String query | N AT ID, ZMNHA ID EEXY
B IA) A 90 e ¢ 205 1)
i 17
IR [H 25 R
i T: Status Code: 200 OK
DeviceCommandQueryResp £ #4441t B
TB Dhide/m] ik KA iR
pagination ik Pagination RIS
data Ak List<DeviceCom | #4713, 1.3.6
mandResp> DeviceCommandResp 4% #4441 B




Pagination 45445 B

T Wi/ W] ik KA ik
pageNo Wik long iy
pageSize Wik long 43 UK/
totalSize Wik long IREIISE

R[EILER

i) T Status Code: 200 OK

MRS VAN

Method:

GET

request:

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommands?pageNo=0&pageSize=10&devicel
d=****x**gstartTime=20151112T101012Z2&endTime=20151212T1212127

Header:

"app_key: {appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;
response:

Status Code: 200 OK
Content-Type:application/json

Body:
{

"pagination": {
"pageNo": 0,
"pageSize": 20,
"totalSize": 100

}y

"data": [
{
"commandId": "xEKxkxkKN
Mappld": MEEExxAAEN
"deviceId": "Axkkkkxkm
"command": {
"serviceId": "HkxxEkxxxM
"method": "HAxxAkxxEAN,
"paras": {
"paraNamel": "paraValuel",

"paraName2": "paraValue2"



}I

}

"callbackUrl": "https://server:port/callbackUri",
"expireTime": null,

"status": "PENDDING",

"result": null,

"creationTime": "20170222T164000z",
"executeTime": null,

"platformIssuedTime": null,

"deliveredTime": null,

"issuedTimes": null
{
YeemmamellelV g VwRwwwwww
MappIdl: MExKKKKxKN,
"deviceId": MxxxkxkkkM
"command": {
USeavalcellicUr A BHa AT A
"method": "rxxxkxKKKM
"paras": {
"paraNamel": "paraValuel",
"paraName2": "paraValue2"
}
"callbackUrl": "https://server:port/callbackUri",

"expireTime": null,

"status": "PENDDING",

"result": null,

"creationTime": "20170222T164000Z2",
"executeTime": null,
"platformIssuedTime": null,
"deliveredTime": null,

"issuedTimes": null

7+ H IR [B1 A

Http Status error_code error_desc 1t BH

Code

401 100002 Invalid access token. R 1 token (2 B

400 100022 The input is invalid. TR IE N

500 100220 Get AppKey from header FREL appKey 2<%
failed.

200 100203 The application is not existed. | W FANTELE

200 100418 The deviceData is not existed. | & & EIEATELE

200 100403 The device is not existed. WA ANEALE

200 100434 Th_e dgvice command is not AL
existed.




1.243 B TEHLV
BOTheE
MBS AE S, HARNCCRHME S & RS, BV e & m 24
WHRFE
sy

% |} %%****

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommands/ {deviceCommandId}?appId={app
Id}

HEEFI
http #5717 K85 B -

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH U
FB DhigEI AT ik St (A iR
deviceComman | % String path %1@6&[3’]&%
did 4 ID
appld Al ik String query NHA 1D, %M
1D ZE5
AU 18] B A
e KR T Al
i ]
body Wik UpdateDeviceC | body (EBe & St
ommandReq KN 2, I
SR AR U
i
UpdateDeviceCommandReq 4 #4445 B
T B AT i S ik
status Whidk String WmAPATEE R, 7T
#%{H: CANCELED

RESR

Status Code: 200 OK



REZH: 2 WM 1.3.6 DeviceCommandResp Z5 #4441 B 45 k) A 35 B
MRSV

Method:

PUT

request:

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommands/ {deviceCommandId}?appId={app
Id}
"app key:{appId}"
"Authorization:Bearer {accessToken}"
Content-Type:application/json;
Body:
{
"status":"CANCELED"
}

response:

StatusCode: 200 OK
{

"commandId™: MRk kkkkkkM
"app]d": Tk Sk Sk T
"deviceId": Mrxxkkkkkkm
"command": {
VgervicelelWy Wrmwwwwwsl
"method": "rrxxAxAKN
"paras": {
"paraNamel": "paraValuel",
"paraName2": "paraValue2"
}
by
"callbackUrl": "https://server:port/callbackUri",

"expireTime": null,

"status": "PENDDING",

"result": null,

"creationTime": "20170222T1640002",
"executeTime": null,
"platformIssuedTime": null,

"deliveredTime": null,

"issuedTimes": null
}
7t H 1R B A
Http Status | error_code error_desc i B
Code
400 100022 The input is invalid. ENSHICN
500 100220 Get AppKey from header failed. FREL appKey I
200 100217 The application hasn't been N A B ERR
authorized.




canceled, expired or executed,

Cannot cancel.

200 100203 The application is not existed. N AR

200 100418 The deviceData is not existed. B R HARANTEAE
200 100434 The device command is not existed. | 7 & A1ELE

200 100435 The device command already fird Oy .

AT, JCIRIH

1.2.4.4 IR B SHTH{ES V4

BOT)RE

N2 FH 1) 3 v 6 i 2 AR AT 55

WA
POST

BORR

2RSS H TR € e ID NI ik i 2.

https://server:port/iocm/app/cmd/v1.4.0/deviceCommandCancelTasks?appld={appIld}

ERFH

http #77 SL I35 & -

Header:

"app_key: {appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SR
FB WAk ik &3t (A= BN
appld Ali% String query M ID, %R
H ID %54
R 1) S A
Hh5E K FRITA]
i 7]
body Dk CreateDeviceC | body WA i 2 Y
ommandCancel £33, i
TaskReq WKL R
Ui I

CreateDeviceCommandCancel TaskReq i 3R 45 #) /415 B

TR

Wi/ AT 3% KA




deviceld

String(1-64)

RERLE B 4 A0
B4 1D, ST
Fo 2R AT 25
B TR

é?

RESR

Status Code: 201 Created

DeviceCommandCancelTaskResp i % £ 444 154, B

TR

Whide W]

HAY

ik

taskld

Wi

String(1-64)

B i S M AR 55 HESS
ID

appld

String(1-64)

L&Ay AU AT 55 g B M
H 1D

deviceld

String(1-64)

VLA Ay S AT 5548 0 HUEH

2B 1D

status

i

String

BTSSR SRES,
WAITTING FRERHHAT
h, RUNNING FoR#sHT
% IEfE$AT, SUCCESS #
TN AT 25 BAT
FAILED &R U5 $AT
W, PART_SUCCESS %
INHERAT 55 35B 0 AT BT o

totalCount

.
Wik

Integer

i Gl & NP SE

deviceComma
nds

CIpH

List<DeviceComman
dResp>

WA 2 AT 55 AT S5
ID, ZILfff>x 1.3.6
DeviceCommandResp 2514

U] 2R

MEISON
Method:
POST

request:

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommandCancelTasks?appld={appld}

Header:

"app_ key:{appId}"

"Authorization:Bearer {accessToken}"




Content-Type:application/json;
Body:

TelawileanelVg Wirtsissrisiss

}

response:

Status Code: 201 Created
{

"taskId": "HAxEAAAAEN
"appId": "*‘k‘k**‘k‘k‘k",
"deviceId": "HEAxxAAAxN
"status": "WAITTING",
"totalCount": 1,
"deviceCommands": [
{
"commandId": "xFxxxkxxxM,
"appld": "‘k‘k*‘k‘k‘k**",
"deviceId": "FEAxFFAxxI
"command": {
"serviceId": "HFXFAEAxAAN
"method": "**‘k‘k‘k**‘k",
"paras": {
"paraNamel": "paraValuel",
"paraName2": "paraValue2"
}
}y
"callbackUrl": "https://server:port/callbackUri",
"expireTime":
"status": "PENDDING",
"result": null,
"creationTime": "20170222T164000Z",
"executeTime": null,
"platformIssuedTime": null,
"deliveredTime": null,
"issuedTimes": null
}
]
}
Ft H R[5 RG
Http Status error_code error_desc 5t BH
Code
401 100002 Invalid access token. IR token 12 &
400 100022 The input is invalid. s LN
400 100220 Get AppKey from header FREL appKey 2k
failed.
401 100217 The application hasn't been N ANAEAE
authorized.




404 100203 The application is not existed. | &£ E3EATFELE

404 100418 The deviceData is not existed. | &£ ANfELE

1.24.5 T FHSHRTHIES V4
B:OThRE
2 FE 25 46 iy S T 5
il peaes
BO%E

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommandCancelTasks?pageNo={pageNo}&pa
geSize={pageSize}&taskId={taskId}&deviceld={deviceld}&status={status}&startTime={st
artTime}&endTime={endTime} &appld={appId}

EREN
http #5385 B -

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SHLH

TR /AT 1% R (DA Eitipa

pageNo Ali% Integer(>=0) query A I TS,
ERIN O

pageSize Ak Integer(>=1&& | query BT E
<=1000) B, KTET
1, mKME
1000, #RIA
1000

taskld ik String query fREMAE% ID
B WAL
HEHAES

deviceld ] 1%k String query THERE ID
SO & Siiee
R T%

status Tk String query BT B
IR BE 2% i
AR5




startTime

CIpH

String

query

TGS
(], 2iaEE
iGN i
AT 55 i [a) 75
startTime 2 J5
sk, B
S
yyyyMMdd'T'H
Hmmss'Z' 4.
201512127121
2127

endTime

CIpA

String

query

FSNES T
MB), #riffs
RS B 4
AT 55 B A1 LE
endTime 2 Hif
HIic st . B[]
s
yyyyMMdd'TH
Hmmss'Z' 11:
201512127121
2127

appld

String

query

N ID, %M
FID 2524
HI U7 18] B A
e KR T Al
Vilal

RESR

A AT Status Code: 200 OK

TR

0VSvid BB

K

Eiiipay

pagination

Pagination

DR EIEDS)

data

Cipe

List<DeviceComma
ndCancelTaskResp>

B2 AR

Pagination i v 25 1) 4 156 B

TR

Wi/ m] 3%

pageNo

pageSize




totalSize Witk long EEISE
DeviceCommandCancel TaskResp il v £ 444 15 1

TB W] % et} ik

taskld Wik String(1-64) BT A AT 55
1I4E55 1D

appld Wik String(1-64) TR 2 AT 55
FriE N H 1D

deviceld Wik String(1-64) & R R R
EIEPaEk i el hse
% 1D

status Wik String FUHAT 55 AR 551k
A, WAITTING £
INERF AT,
RUNNING FE/rHl
BT S5 IEAESAT
SUCCESS il
AR AT RS,
FAILED #7144
T4 HAT R,
PART_SUCCESS
ROREHAT S5
PAT LT

totalCount Witk Integer R % & 2 e
b

deviceCommands AT ik List<DeviceComma | % % fir & A4 1T-5%

ndResp> fI1E%% 1D, Z WL

3% 1.3.6
DeviceCommandRe
sp SERIMRTEIE 4
a4 15 B

H 2R
Method:
GET

request:

https://server:port/iocm/app/cmd/vl1.4.0/deviceCommandCancelTasks?pageNo={pageNo}&pa
geSize={pageSize}&taskId={taskId}&deviceld={deviceld}&status={status}&startTime={st
artTime}&endTime={endTime} &appld={appld}



Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

response:

Status Code: 200 OK
Content-Type:application/json

Body:
{

"pagination": {

}I

"pageNo": 0,
"pageSize": 20,
"totalSize": 100

"data": [
{
"taskId": "HAXEAAAAEN
"appId": "EEEXxxXAT,
"deviceId": "xFkxAkkxxM
"status": "WAITTING",
"totalCount": 1,
"deviceCommands": [
{
"commandId": "xAxxkxokkN
TappIdt: MEEExxKAKN
"deviceId": "HExxxAkxM
"command": {
"serviceId": "AxxxAxxxM
"method": "HrxxkxkxkAkEN
"paras": {
"paraNamel": "paraValuel",
"paraName2": "paraValue2"
}
}y
"callbackUrl": "https://server:port/callbackUri",
"expireTime": null,
"status": "PENDDING",

}l

"result": null,

"creationTime": "20170222T164000Z",
"executeTime": null,
"platformIssuedTime": null,

"deliveredTime": null,

"issuedTimes": null

}
]

{
"taskIdM: MHEEkAkxkxkxM
MappId": MHAExxKAEN
"deviceId": "XxFxxkkAxw
"status": "WAITTING",

"totalCount": 1,

"deviceCommands": [



"commandId":
"appId":

"deviceId":

Mk, kxrxkkkN
’
MhkkkkkkxxM
’

Mk, kkxxkxl
’

"command": {

"serviceId":
"method":

MhkkxxkkkkN
’

MhkkkkkxxxW
’

"paras": {

o

"callbackUrl":
"expireTime":

"status":
"result":

"creationTime":

"paraNamel":

"paraName2": "paraValue2"

null,

"PENDDING",

null,

"20170222T1640002",

"executeTime": null,

"platformIssuedTime": null,

"paraValuel",

"https://server:port/callbackUri",

"deliveredTime": null,
"issuedTimes": null
]
}
]
}
7+ H IR [B1 A
Http Status error_code error_desc 1t BH
Code
401 100002 Invalid access token. 21K token 12 B
400 100022 The input is invalid. TR HIEI N
400 100220 Get AppKey from header KL appKey KK
failed.
401 100217 The application hasn't been N AR
authorized.
404 100203 The application is not existed. | & $IRATTEAE
404 100418 The deviceData is not existed. | & ANTFEALE

1.2.5 & &R 55 E B
1.2.5.1 &%k 55 AR
BOTEE




Application % # K% A & B, SBIXHE RSB, T AN MIRET FRE
B o RS IRt A 4 1, R R L I B s 27 3 Application 1544
(RS T ATER T, B,

Application % i &4 (BHI FIIBEAD HE MRS T R fr & 19 1k
AR

POST

BOKE

https://server:port/iocm/app/signaltrans/vl.1.0/devices/{deviceId}/services/{servic

eId}/sendCommand?appld={appld}

ERHEMR

#t L EE B

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH U

S WIE/ATIE | KB & R

appld | Ak String query | AR Id

deviceld | %% String path WA ME—FRR, 1-64 A~

servicel | 24ik String path A% id, 1-64 7

d AR MRS, WIS
FKEIAMTE, MR 2RSS
idO

header | ik CommandNA2 | Body 2 CommandNA2CloudHeader

CloudHeader = Bt B

body Wik JsonObject Body A RN, BUMEKE TS
JsonObject B [ A& — A/ MEE XS
BEAMEAS A profile a4 IS4
4 (paraName)

CommandNA2CloudHeader =Bt 81

FE whik/ | KA it
Ak

requestld | mJik | String(128) | 4nRIEE1Z requestld, A IEE Y requestld fx
A4, XEM requestld NEEEREE, HAiE
Uiy APP 4% HE T TH] AR CRAUE L ME— 1% . Generate




FE Wi/ | KR iR
Ak

seqNum: APP “Ej&f7 %15 seqNum, 7£ POST &
3k BODY H#fEafr, 7415 R -
UUID_XXXX, UUID &4 JAVA HarFiEE
B, BRHR APP R R4 — AN IME, ek
RS, B3| NIR APP B3 E sh A — AN
UUID i, XXXX HJHUETEHE: 0001-9999, &%
9999 5 F T M 0001 FFiG, ntbiEIs

mode Phife | Enum ATEmAEE, AHEMmAEE:
NOACK , TZHiliHE: ACK, HEMEILH

from Al | String(128) | FRIRIE B KA 1)L
App RELHIER: Jusers/{userld}
NA KHEEMIER: /{serviceName}
P& RERITE R [cloud/{serviceName}

toType Tl ik Enum CLOUD. GATEWAY

to Afig | String(128) | i Hibik

method | w4k | String(1-32) | ar &4 HK, profile dr 4 LKA 44
(commandName) , #1: "DISCOVERY"

callback | mJit | String(1024) | [B[3E K url Huhk. 25 HTTPS {31 B i Hb

URL b, (RIS Rl ikt o 250 S (el R sk g 11
(Uil HTTP {51& X A] F i)

RESR

fir 4 OO D38 Status Code: 200 OK

fird DRIk StatusCode: 202 Accepted

FE

i

it

status

String(128)

rARAs:  sent-—- ©LKI% deliveried ---toType A
CLOUD iR 4 4 1% [al{f failed--- toType &y CLOUD
(138 SR A %R B

timestamp

String(128)

R4 I TEEL BARG S yyyyMMdd” T’
HHmmss” Z” 1. 20151212T1212127

requestld

String(128)

toType A GATEWAY, WIHIE KA requestld I [F]i% K
requestld —%(, WIRIERTE requestld NI°F & 43t — NP
55 toType A CLOUD, WK null;

MEpsYN ]




Method:
POST
Request:

https://server:port/iocm/app/signaltrans/vl.1.0/devices/{deviceId}/services/{servic
eId}/sendCommand?appld={appId}

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:
{
"header": {
"mode": "ACK",
"from": "/users/23212121",
"method": "INVITE-INIT",
"callbackURL": "https://186.25.1.49:8043/na/iocm/message/confirm"
s
"body": |
"from": "**‘k‘k**‘k‘k‘k*‘k‘k",
SESShlonND RN
"Sdp": Mhkkk hkk krxixxxxN
}
}
Response:

Status Code: 200 OK
Content-Type: application/json

Body:
{
"requeStId": "************",
"status": "sent",
"timestamp": Mixkkkkk kA xx0
}
IR E G
Http Status error_code | error_desc izl
Code
401 100002 Invalid access token. R 1 token (2 B
400 100022 The input is invalid. NS EICRL
200 100203 The application is not N ALEAE
existed.
200 100217 The application hasn't been | W FH R4
authorized.
200 100418 The deviceData is not R BARANIELE
existed.
500 100023 The data in dataBase is e B e e




Http Status error_code | error_desc izl
Code
abnomal.
400 102203 CommandName is invalid. 2T
200 100431 The serviceType is not exist. | AR5 EBIATEAE
200 100428 The device is not online. WRAMNES
200 100432 The device command is W B muted
muted.

1.2.6 #t =418

1.2.6.1 QEM =TS
BEOI)kk

NA GUEHEEAT 5o SCHFER AR AR T AR A JH e b FH G AT 55

WA
POST

BORR

https://server:port/iocm/app/batchtask/v1.1.0/tasks

ERER
o S B

Header:

"app key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SHULH
S | Wik | KB | LB ik

Alik
appld | ik Strin | body I FH A — A 15

g(64)

timeo | W[4k Integ | body AT 55 FER S N (1]
ut er
taskN | ik Strin | body 1E 55 44 15
ame g
taskT | ik Strin | body 1445257 DeviceCmd
ype g
para | 44k | Objec | body IR taskType 155 S8 (1) 0] AN [F] K 4L 2




2 | wik/ | KB | LB it
HJ i

m tNod ¥, VEW N param SE45 U

taskType Z U DeviceCmd (#t& T KA 44E%), param Z4L:

FE Wik | EE ik
E1pvi

type Wik | String HEA AR DeviceList/
DeviceType / DeviceArea / GroupList /
Broadcast

deviceList A% | List<String> deviceld 13, XardRAN
DeviceList iif, 75 ZHAS

deviceType | A& | String WK, Mir4FAN DeviceType
R EIHE .

manufacturer | % | String J T ID, H4ir ALK DeviceType B

Id AEE

model A% | String WM, M SIA0 DeviceType
RS .

deviceLocati | mfi% | String WEALE, M2 RA0N DeviceArea

on i, WEHE

groupList Ak | List<String> HE7HER, HanLKAA GroupList
R EIHE .

command Wik | CommandDTOV1 | f54, A% CommandDTOV1 Z5#4)5E X

CommandDTOV1 &4k

FE Wi/ | KB ik
Al ik
serviceld Pk | String(64) k%5 id
method wik | String(32) IR, RSB IS
paras A% | ObjectNode 22401 jsonString
BREER

Status Code: 200 OK



FE i ik

taskID String 1155 ID

H Bl
Method: POST
Request:

https://server:port/iocm/app/batchtask/v1.1.0/tasks
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Body:

{

"appld" o MEEExxEN

"timeout" : 1000,

"taskName" : "HAxxEkkxM
"taskType" : "DeviceReg",
"param" : {

"EF{ileId" : MhkkxkxKkm

}

}

Response:

Status Code: 200 OK
Content-Type: application/json

Body:
{
DERGRIIDT g P&t i s
}
IR [E Y
Http Status error_code | error_desc iR
Code
401 100002 Invalid access token. FER G token {5 5
200 105001 The batchTask count has R TFEIIMESER T
reached the limit. S 10 AN, IR [A]
A 55 15 ) K = PR A
200 105002 The batchTask name has 1E4- 47 O AFAE
exist.
400 100007 Bad request message. HERIERE R
401 100028 The user has no right. FH P VG HEAERLR




1.2.62 BGENMEFER
B:OThEE
NA BEHI AT (5 B SRR A N7 AT AT TSR A 22 7 R O R 4515
W%
GET
BO%E
https://server:port/iocm/app/batchtask/vl.1.0/tasks/{taskId}?appld={appld}
FEEHER

#t L EE B

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

YA
£% SIEATE | AE | B sk
taskld Wik String | path 14 1d
appld Ak String | query FAUNH Id
RE LR
Status Code: 200 OK
FE it iR
taskld String {5 ID
taskName String 1£4544F
appld String 12451495 appld
operator String T RAEF I HRAT
taskFrom String Portal/Northbound
taskType String 1145257 DeviceCmd
status String fE4RZS Pending/Running/Complete/Timeout
startTime String AE 551 B 2 it ]
timeout Int AT 5% PR ) B )
progress Int fE553E, T4tk 0-1000, [H) FHUE
totalCnt Int RS VERE B




FE it iR
successCnt Int BRI IR 45 B £
failCnt Int RIS 1E 15 5K
timeoutCnt Int R AT 25 VEIR 2L
expiredCnt Int RPAT B R BT F VEE 2
completeCnt Int FERIMES TEIEEL 5 K=+ R+
successRate Int R4 %, 43t 0-1000, [ T HUEE
param ObjectNode AFFAE SR B AR S5
param S5 &3 :

taskType 2% {ii DeviceCmd (HIt&E N K fr41F55), param S5

FE ik | KE ik
Alik
commandTy | 24 | String fitm 428, DevicelList/
pe DeviceType / DeviceArea / GroupList /
Broadcast

deviceType a1k String W T

rganufacturer ik | String JwE I

|

model nfik | String - it

serviceld ik | String B T AR S5 AR iR

method Wi | String 4%, W: "DISCOVERY"
MRSV

Method: GET

Request:

https://server:port/iocm/app/batchtask/v1.1.0/tasks/{taskId}?appld={appId}

Header:

"app_ key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;

Response:

Status Code:

Body:

200 OK
Content-Type: application/json




"taskId" : "*

Kk kkkk kN
’

"taskName" : "rxxkEkkkkkm
"appId" i MEEFEAEEEN
"operator" : "KEExxFAAN
"taskFrom" : "kxxkEkkkkkM
"taskType" : "DeviceCmd",
"status" ;o MrFEKKkKEM
"startTime"™ : "kkxkkkokxm
"timeout" : 1000,
"progress" : 100,
"totalCnt" : 100,
"successCnt" : 70,
"failCnt" : 10,
"timeoutCnt" : 10,
"expiredCnt" : 10,
"completeCnt" : 100,
"successRate" : 70,
"param" : {
"fileName" : "xxxkkxw
}
}
¢ H IR [B] A
Hittp Status error_code | error_desc ¥5RE
Code
400 100022 The input is invalid. i N BRI
200 100203 The application is not Wi AR 7R
existed.
200 100217 The application hasn't been | [ Ffj A 435242
authorized.

1.2.6.3 WEESIFIBEER
BEOTA

NA EH EAMEF R FTEIEE B o SCREEWA R A TR K H S B B f &

E5ER.
WA
GET

BORR

https://server:port/iocm/app/batchtask/vl.1.0/taskDetails?taskId={taskId}&appIld={ap
pId}é&status={status}&index={index}&nodeIld={nodeld}&deviceld={deviceId}&commandId={c
ommandId} &pageNo={pageNo}&pageSize={pageSize}

EERFH



£ S ST

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH
¥ Wk ATE | KE L& faik
appld CIpvs String query BN 1d
taskld itk String query 1£% Id
status ik String query B TEEIRS
Pending/WaitResult/Success/Fail/
Timeout
pageNo Al ik Integer | query DI SH, pageNo=null i}
BHNEANG T BUERTHT
0 fAI BRIt 43 T AT ), 261 O I
W —T
pageSize | Wik Integer | query I ENSE, BUERTET 1
B B 1
index A% Integer | query SO B AT A WA R R
#AEH
nodeld Al ik String query 4% nodeld, AHALETEMXS
i
deviceld | Ak String | query WA Id, ka4 i H
commandl | A] ¥k String query 4 1d, EitEsSHH
d
B JE 5 R
Status Code: 200 OK
FE it ik
pageNo Integer g
pageSize Integer TV IR A E
totalCount Integer MR ST
taskDetails LIST<QueryTaskDetail DTOCloud2NA> - ST S IIE S

QueryTaskDetailDTOCloud2NA 514



FE | xm

ik

status String

Pending/WaitResult/Success/Fail/Timeout, 1F55FERIRZS

output | ObjectNode

HEEJEN B B R T R ar M, PRI TR

error String

BRI, ¥ {"error_code™: ™, "error_desc™: "}

param | ObjectNode

AFEFAE SR BAASH, T TR

HET RMSES, output A:

TR i iU
requestld String(64) &K id
commandResult CommandResult A A B ) B

HET RMSESE, param A:

FE e 3id) ik
deviceld String w4 Id
commandld String w1

HE~H

Method: GET

Request:

https://server:port/iocm/app/batchtask/v1.1.0/taskDetails?taskId={taskId}&appld={ap
pId}é&status={status}&index={index}&nodeIld={nodeld}&deviceld={deviceId}&commandId={c
ommandId}&pageNo={pageNo}&pageSize={pageSize}

Header:

"app_ key:{appId}"

"Authorization:Bearer {accessToken}"

Content-Type:application/json;
Response:

Status Code: 200 OK
Content-Type: application/json
Body:
{

"totalCount": 1,

"pageNo": 0,

"pageSize": 1,

"taskDetails": [

{

"status": "Fail",



"output": null,

"error": "{\"error code\":100007,\"error desc\":\"Badrequest message.\"}",
"param": {
"index": 0,

"nodeId": "1666"

}

FH IR [E G

Http Status error_code | error_desc 7Ll

Code

400 100022 The input is invalid. EINSETC R

200 100203 The application is not N ALELE
existed.

200 100217 The application hasn't been | [ FH R4 F2AX
authorized.

1.2.7 |

Application REWSHRYE FLARAOML 55 75 22, il N (R AF) AIEhfE, HRSCRPRESIE S
TR RN, CABBF B8 4 A5 1007 5O P AT Se S . ARV 35 70 2, ZwHERL
W, 48 E Al -

1.2.7.1 QRN
BOThRe
oless
R I%
POST
HREE
https://server:port/iocm/app/rule/v1.2.0/rules
ERHE
ot KI5 S
#at L E B
Header:
"app_key: {appId}"

"Authorization:Bearer {accessToken}"
Content-Type:application/json;

S


https://server:port/iocm/app/rule/v1.2.0/rules

24 Wikl | KA | T E ik
i%
app_key Wik String | header | %A 44, S Q1SN R [ id.
Authorizatio | ik String | header | AUz 8, S XA R A
n accessToken.

HEESH 2 XEE RuleDTOL1.2 B X #HH.

RuleDTO1.2 W& #iH

ZH Whglmr | R (A= ik
ik
app_key Wik String header | BAUH 4, S QR A B IR ]
17 id,
Authorizatio | 0 i% String header KR ER, HES%AEO6RE K
n accessToken.
ruleld Al ik String body FI S5 Py id, A R B R B
B, RN N
appKey CIB%S String body I3 5491 1) key 18 (1-128)
name Wik String body M4 OF B3 1~128 M40
description | AJi% String body FE U 34 (1-256)
author Whidk String body B R i P 8 id (1-128)
(ABERTD
conditions Al ik List < body KMEHIR, HEXEE (LT
Json > %), 5 groupExpress — ik — 4 IH
logic CIpvs String body Z %M MR EIE R, X and
Al or, BRiAA and
timeRange | 7% TimeRange | body A3 IR [E B . TimeRange A
H & X5 Rk (WL R 3R Condition-
CycleTimer)
actions JEMfY | List< body R I ZENAE . Action S H & X &5
Sk | Json> f&. (W R Action-DeviceCMD.
Action -SMS. Action -email.
Action-DeviceAlarm)
matchNow | 7] ik String body T e L o, B S EE gt
AT AW, SRAERFE IEAT B
£, BUEA “yes” , “no” , BRI N
43 no”




status A i String body UM PR, “active” RFFIHAR
A, “inactive” RREARBE, BRIk
A “active” IRZ
groupExpre | wJif% GroupExpr | body B2 %MRIA . NHEE XN
ss ess & GroupExpress, 5 conidtions —i%
_“’[Z\i-ﬁ
timezonelD | W] ik String body E BRI X, 40 Asia/Shanghai. UTC
triggerSourc | ]k List <Json | body il R IRFNR, H g LR
es TriggerSource, 5 GroupExpress
BCHME S A 2 20, HlH
DEVICE 2£4¢F1 TIMER 257!
Device-TriggerSource Z5#44 i 81
FE DhiI] ik TR ik
type Wik Enum Wil R JE2E7Y DEVICE
deviceld Wik String BE#% 1d(1-36)
serviceld Wik String A% %5 id(1-128)
Timer-TriggerSource %5443 8H
FB DhiEIA] ik FRRM ik
type Wik Enum WA AR IEEAY TIMER
GroupExpress 5 #4449 :
TB WIglmriE | TR iR
operator Al 1k Enum EEEFF and/or, BRiAN and
groupEleme | W% List<GroupEleme | A ZEAERFXRIIGER, HIE X
nts nt> gk MKk GroupElement
GroupElement Z5 #4415 91 :
FE WA/ i FRRM A
operator | Wik Enum EEAVESF and/or, BRI and
elements | ik List<Json> NEFRERZBHEKI TR, — element




Fx— condition, [ 5E X 454

conditions

Condition-DeviceData £+ B :

FE Wikl | R ik

type Wik String ZAfi % condition 287, HUE A
"DEVICE_DATA"

id ATk String X} condition 145, TE— 2K
aHENME—, NMEENHRSAA
HIE RS

devicelnfo Wik Devicelnfo AR ELE R, HiE X5
¥, AR AL B E R B s A
N ERIE A A

operator whik String HA LA R AR TR AR LA i)
PERF(H TSR
H: ><>=<== between,geo.circl
e.in,
geo.circle.out, EARAEH W25 i)
i)

value Alik String A RIA M A A (55 between #
TERFICFIS, AR R e/ MERM
RAMEHBE SRRIT a1 “20,30” 3%
RAKTFEET 20 /T30, R
SR FEAE 20 3] 30 2 [A)fit
)

transinfo Al Json AN BT 6 BRI AE B

duration Ak Integer FU AT SERS T[], B DNy
B, BRI O ANIERT

strategy WA Strategy e B SR AL B SR, H o A5
& Strategy

Strategy G544 Ui B :
FE Wiglmlik | FEIRA it
trigger Al ik String pulse: FH R 2 2% A I

AW E—IREIEE reverse: E—Ik
B AN R A, AR 2 A&
Mifs % ERINA pulse




eValidTi | wJik Integer (>=-1) HAER R, AN s, R B

me REEIEZ ABE R, (L eventTime N
R

Devicelnfo Z5 ¥4k 14 89 «

TR WEIMTIE | Bk Eiiipu

deviceld | ik String %4 id

path Wik String DL BN BERAR, TR AR A e 5

A4, 4% Serviceld/DataProperty, 1]
IR 25 A" DoorWindow/status™

Condition-DeviceGroupData 451415 9 :

TH

a6 P e

TBERR

ik

type

String

Ak ful % condition 57, HY
HN
"DEVICE_DATA_GROUP"

Ciped

String

*f condition H)4ms, 7E—%%
R TG [l A I —, ANHE E B
R NERTE RE

deviceGrouplinfo

DeviceGroupinfo

s BlRrefifEmeE, A
SE XA, R E A
B Bt 1 D b AR 5
FAE

operator

String

HH EE A BR A R 0 LR
FERAERT(H B SCREHRVERT
H: ><>=<==between,geo.
circle.in,geo.circle.out, H.Ak

i FH L2451 35 ] )

value

String

bt Rk N A E (S
between #/E B, A
HR B/ MEM R KEHIE
SRR “20,30” F#R AT
T 20 /NF 30, MR
TR EEAE 20 3] 30 22 1) fih & ¥
i)

transinfo

Cip:A

Json

AT EF G BRI B

duration

CipeA

Integer

UM PAT LB B[], A7
oy, BRIADN 0 ANIERY




strategy ik Strategy B B 2 AR B SR IS , e S
ZE K1k Strategy
DeviceGrouplnfo Z5# 4441 83 :
FEB WHikmr | FEERE | ik
%
groupld | bk String WA id
path Wik String PA oy BN E BB, TR AT SR AR,

B2 4

%1% Serviceld/DataProperty, 1] JHERZS N
"DoorWindow/status", J& P32 £F £ A4~ Lt 41 OBD
TEWAN RN S MG, 2N EHEE L

Condition-DeviceTypeData 514 1}i 85 :

TR

Whide W]

PR

ik

type

Wit

String

A% condition 257!, BY
BN
"DEVICE_DATA TYPE"

CIpH

String

X condition H)%R5, 1E—%
FINTE BB P ME—,  ANFRE RS
HAGHZE S

deviceTypel
nfo

i

DeviceTypelnfo

ABFHARREMER, B
S AR, AR E LA
IR Bt 1 D b ARk 3
FAH

operator

String

HH EL A R AR R 0 LR
BT (H AT SCRERAERF
H: ><,>=<==between,geo.
circle.in,geo.circle.out, HAk

i FH L2451 33 P )

value

String

bR RIAM A E(S
between #AERFECHI, £
2R e IME AR A FE
SRR “20,30” Fom kT
&+ 20 /T30, N
IR EAE 20 3] 30 22 1) fi & K0
i)

transinfo

Ak

Json

IEREPFEHBRER




duration Ak Integer FHMBRAT LE S B[], AT Ay
8, BRI O ANZERS
strategy Whidk Strategy e B 2 AR TR NS, H o L
ZERJIAR Strategy
DeviceTypelnfo £5# 4k BH :
FEB IR | B ik
i%

manufacturer! | 43k String A7 Id

d

model Wik String WS

deviceType ik String WA

protocolType | 43k String PRI

path W% String DAy IR BAT, 1R RT3
PR, ERIRN
Serviceld/DataProperty, #1401 JHEARZS
“N"DoorWindow/status", J& 11 32 £ A,
EL 11 OBD 5 EE PN 1, 28 BRI 26
FE” ZAE M E LLE S 5 [

Condition-DailyTimer £5#J i 8 :

FE A% AT i FEBA | ik

type Dhidk String 5E s fil & condition 287,

“DAILY_TIMER”
id ATk String Xt condition FI4m"5, 7E—2 M NVE R A
ME—, AR ENHRREN S

time Wik String FaE PATIS ) 5, 4 30ON" HH: MM

daysOfWee | mJi% String EWHER, LLES5RE

k

Condition-CycleTimer 5t #A

FB DA i TR | iR
type Wik String JE #AYEfl % condition 2K, BU{E A

“CYCLE_TIMER”




id Al ik String X} condition H4 5, 7E— 2% KLIITE FE P A
—, MMBEENHRGHI IS

timeRang | W,k timeRange MR 52 FR I ] 9 )

e

interval | %% Integer JARA, HALR e

Action-DeviceCMD £ 97 :

FB Wik /T ik TR ik

type Ptk String DEVICE_CMD

id Al ik String XI action F1gm's, TE—2HL0
Yo ME—, ARl RS
EFETRSS

appKey Al %k String(64) IS FH SEB ) key fH

deviceld Al ik String(64) W& A IERS, w4 T RA M
KI5 25 )

cmd sk CMD L

cmdVersion | \i%k String AN R A

cmdMetaDat | [] %k ObjectNode R RIS

a

transinfo Ali% Json ANTFEF G HEREE

CMD ZE#iHH:

TE AR/ T 3% TR ik

messageT | ik String(128) 447

ype

messageB | Ak Json IR AA TITH BN

ody

serviceld | ik String(64) k%% id

24 cmdVersion=""V1.3.0"F}, OjbectNode(cmdMetaData)Z5#J3 0 :

TR

Wi/ W]

TR

iR

requestld

CIpeH

String(64)

iR
T 21K Id




callbackUrl Ak String(1024) | iy A RABALIEAIHNE, Ay SRS
AR (PAT R M, PATES),
i, Ki%k, UK NA
expireTime ATk Integer SRS mPad 1.3 A
FL Demo
Action -SMS #3685 :
TR | whikmrik | FBERA P
type Witk String RI%KEAS action 2R, HUEA “SMS”
id Al String X} action 14w, 76— 2R Y BB Py ME—,
AR e RS EH 395
msisdn | 1k String FAS @ 0k
content | A% String AN A (FHE content NZEHT,
FEAS MR e b g B A 3%)
subject | [Ji%k String 30 20 3
title Al ik String VSRR B4
accoun | Ak String K 1d
tid
Action -email Z5# 8 :
FB WikIhiE | FERRM | ik
type Witk String KIEMAE action 257, BUEA “EMAIL”
id Wik String Xt action FIgmS, 1E— 2 HNIVE [l P ME—,
AR e RS H 395
email Wik String HIE 4 ik
content Wik String BEHAN BN (IR content B34
subject AT, A WA F Ak 1) B %)
subject itk String SR
title Wbk String S ) 44
accountld Wik String K 1d

Action-DeviceAlarm Z5#i 85 :




TR W/ AT TR filiig

type Wik String RIZMBLE action KA, BUE A
“DEVICE_ALARM”

id Al ik String XT action (Mg, 7E—Z&HIUTE ] A rfE
—, MMEENHRGHN S

name Wik String i A7

status Wik String HEORZS fault/recovery

severity ik String 475 ) warning/minor/major/critical
descriptio | ik String AR

n

FRINGE R

RS StatusCode: 200 OK

2527 Content-Type: application/json i [ 4544 :

T TR i34
ruleld String FH s id
5 1R [FY
HttpStatus | error_code error_desc i BH
401 100002 Invalid access token. FER ) token 15 B
401 101409 Authentication failure. TSR S P
# appld
200 100203 The application is not existed. 53R Sk d5k p g s
appld NAF7E
200 101403 The rule is not existed. H N AIEAE
200 100217 The application hasn't been N BB MR
authorized.
200 101402 The rule name already existed. HL 42 FR CAFEAE
500 100023 The data in dataBase is abnormal. | 3KEUAC B S8 5
R
200 101404 The rule count of each app has IVgsEER LB g =y
reached the upper limit, the 5 10 5E 1 KAl
current up limit is 30 entries.




400 100216 The application input is invalid. MBS A E
2%
500 101424 Internal server error happened B I Feey
when create rule.
200 101401 The rule input is invalid. HIESAEE
400 101416 The action of rule is invalid. Action ZHA G
400 101418 Action id duplicated in same rule. | Actionid E&
400 101425 Rule api parameter is invalid. VS AEHE
500 50204 Convert json to class failed. FIEAR R L He 2
HE~H
Curl

curl -X POST
--header "Content-Type: application/json"
--header "Accept: application/json"
--header "app key: string"
—--header "Authorization: Bearer {accessToken}"
"https://server:port/iocm/app/rule/v1.2.0/rules"
-d "{
"name": "rulel",
"author": "wudashan",
"description": "this is a test rule 2015.12.23",
"status": "active",
"logic": "and",
"conditions": [
{
"type": "DEVICE DATA",
"deviceInfo": {
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"path": "DoorWindow/status"
s
"operator": "=",
"OPEN",
"strategy" :{

"value":

"trigger": "pulse",
"eValidTime": "-1"

}
i
"actions": [
{
"type": "DEVICE CMD",
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"cmd": |
"serviceId": "DoorWindow",
"MUTE",

"messageBody": {

"messageType":




"force": "true"

]
po

FP e 1.3 lRAAIEMN Demo

curl -X POST
--header "Content-Type: application/json"
--header "Accept: application/json"
--header "app key: string"
--header "Authorization: Bearer {accessToken}"
"https://server:port/iocm/app/rule/v1.2.0/rules"
-d "{
"name": "rulel",
"author": "wudashan",
"description": "this is a test rule 2015.12.23",
"status": "active",
"logic": "and",
"conditions": [
{
"type": "DEVICE DATA",
"deviceInfo": {
"deviceId": "0285f8e6-f0fl1-441la-bc27-30£02545658c",
"path": "DoorWindow/status"
by
"operator": "=",
"value": "OPEN",
"strategy" :{
"trigger": "pulse",

"eValidTime": "-1"

}
i
"actions": [
{
"type": "DEVICE CMD",
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"emd": |
"serviceId": "DoorWindow",
"messageType": "MUTE",
"messageBody": {
"force": "true"
}
by

"cmdVersion": "V1.3.0"
1
pn

4 1.3 A EIZ between RIANFN Demo

curl -X POST
--header "Content-Type: application/json"

--header "Accept: application/json"



--header "app key: string"

—--header "Authorization: Bearer {accessToken}"
"https://server:port/iocm/app/rule/v1.2.0/rules"
_d "(

"name": "rulel",

"author": "wudashan",

"description": "this is a test rule 2015.12.23",
"status": "active",

"logic": "and",

"conditions": [

{
"type": "DEVICE DATA",

"deviceInfo": {
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"path": "Temperature/temperature"

s

"operator": "between",

"value": "20,30",
"strategy": {

"trigger":"pulse",

"eValidTime":"-1"
}
}
i
"actions": [
{
"type": "DEVICE CMD",
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"emd": |
"serviceId": "DoorWindow",
"messageType": "MUTE",
"messageBody": {
"force": "true"
}
s
"cmdVersion": "V1.3.0"

]
}ll

4 1.3 AR geo.circle.infout RiERFN Demo

curl -X POST

--header "Content-Type: application/json"
--header "Accept: application/json"

--header "app key: string"

--header "Authorization: Bearer {accessToken}"
"https://server:port/iocm/app/rule/v1.2.0/rules"
-d "{

"name": "rulel",

"author": "wudashan",

"description": "this is a test rule 2015.12.23",
"status": "active",

"logic": "and",

"conditions": [

{



"type": "DEVICE DATA",

"deviceInfo": {
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"path": "Location/longitude, latitude"

by

"operator": "geo.circle.in",

"value": "114074792,22641851,100",

"strategy": {

"trigger":"pulse",

"eValidTime":"-1"
}
}
i
"actions": [
{
"type": "DEVICE CMD",
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"emd": {
"serviceId": "DoorWindow",
"messageType": "MUTE",
"messageBody": {
"force": "true"
}
s
"cmdVersion": "V1.3.0"
}
]
P
BEIZR
{
Al @REIT g My 5T

}
1.2.7.2 EHAN
Ok
SEHTAL
HRITE
PUT
R
https://server:port/iocm/app/rule/v1.2.0/rules
ERFH
Heir KI5 B

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH


https://server:port/iocm/app/rule/v1.2.0/rules

ZH WA Ik 1%k eyt (A= ik
app_key | 4bik String | header ERH 4, S 8N I R (]
1] id.
Authoriza | ik String | header KRR, HEEAEEOREI
tion accessToken.
HEARSH e LA RuleDTOL.2 & Ui A
FRINGER
RZ5HY StatusCode: 200 OK
M 25257 Content-Type: application/json
R [E 454
FB FERH i3
ruleld String F =451 id
> 1 IR [E 5
HttpStatus | error_code error_desc il
401 100002 Invalid access token. HER TG token 15 B
400 101419 Ruleld can not be null or empty ruleld ARg A=
when update rule.
401 101409 Authentication failure. R S P
i appld
200 100203 The application is not existed. 15 R Sk P HE Y
appld NAFAE
200 101403 The rule is not existed. N ATFAE
200 100217 The application hasn't been N FE A AR
authorized.
200 101402 The rule name already existed. 0] 44 Bk CAEAE
500 100023 The data in dataBase is abnormal. IRELED B SR
R
200 101404 The rule count of each app has N B B
reached the upper limit, the current | 2y 53 #3152 11 8¢ KA
up limit is 30 entries.
400 100216 The application input is invalid. N E AT S AE
%




500 101424 Internal server error happened when | G121 U] &
create rule.

200 101401 The rule input is invalid. S ANEE

400 101416 The action of rule is invalid. Action ZHANEE

400 101418 Action id duplicated in same rule. Action id &

400 101425 Rule api parameter is invalid. B IES AL

500 50204 Convert json to class failed. A% R L 2

H B~

Curl

curl -X PUT

--header "Content-Type: application/json"
--header "Accept: application/json"

--header "app key: string"

—--header "Authorization: Bearer {accessToken}"
"https://server:port/iocm/app/rule/v1.2.0/rules"
-d "{

"ruleId":"rulel"

"name": "rulel",
"author": "wudashan",
"description": "this is a test rule 2015.12.23",
"status": "active",
"logic": "and",
"conditions": [
{
"type": "DEVICE DATA",
"deviceInfo": {
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"path": "DoorWindow/status"
s
"operator": "=",
"value": "OPEN"
}
i
"actions": [
{
"type": "DEVICE CMD",
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"cmd": |
"serviceId": "DoorWindow",
"messageType": "MUTE",

"messageBody": {

"force": "true"




FBar4 1.3 REAFEH MU Demo

curl -X POST
--header "Content-Type: application/json"
--header "Accept: application/json"
--header "app key: string"
—--header "Authorization: Bearer {accessToken}"
"https://server:port/iocm/app/rule/v1.2.0/rules"
_d "{
"ruleId":"rulel"
"name": "rulel",
"author": "wudashan",
"description": "this is a test rule 2015.12.23",
"status": "active",
"logic": "and",
"conditions": [
{
"type": "DEVICE DATA",
"deviceInfo": {
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"path": "DoorWindow/status"
s
"operator": "=",
"value": "OPEN"
}
1y
"actions": [
{
"type": "DEVICE CMD",
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",
"emd": |
"serviceId": "DoorWindow",
"messageType": "MUTE",
"messageBody": {
"force": "true"
}
s

"cmdVersion": "V1.3.0"

REZER

"ruleId": MRk Ekkkkkxn

}

1.2.7.3 &AM TS
BOThEE
B BRZS
R
PUT



THREAE

https://server:port/iocm/app/rule/v1.2.0/rules/{ruleld}/status/{status}

EERFH

o kg e

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SHULH
ZH Wi/ A 1% KE (DAL i3
app_key itk String header W4,
HE QN
I [A] ) id
Authorization Witk String header KNER, H
HERE IR
[ )
accessToken
ruleld Witk String path HL ) 1D
status Witk String path ] IR,
“active” &
b SLIR I
“inactive” 1%,
RARWE
FRINEER
IR#AH StatusCode: 200 OK
Ft H R[5 RG
HttpStatus | error_code | error_desc i BH
401 100002 Invalid access token. IR 1Y token 2 B
401 101409 Authentication failure. T SR S dg v g 1
# appld
200 100203 The application is not existed. 15 3R Sk gk H
appld NAF7E
200 101403 The rule is not existed. N ASTEAE
200 100217 The application hasn't been authorized. | & %A R
200 101401 The rule input is invalid. BOESAETE




H B

Curl
curl -X POST
--header "Content-Type: application/json"
--header "Accept: application/json"
--header "app key: string"
--header "Authorization: Bearer {accessToken}"
-d "{
Ygtatugly Miswauisi
P
"http://server:port/iocm/app/rule/v1.1.0/rules/string"

RESR
NA
1.2.7.4 MHRREL I
Ok
IR e R
HRITIE
DELETE
R
https://server:port/iocm/app/rule/v1.2.0/rules/{ruleld}
EEE

Ei A D SCAEDEN

Header:

"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SHULH

Y dAIR /AT RE g 3%

app_key Dotk String header YW 4,
HE N
i A1) id

Authorization Wik String header BRER, HE
HERFE IR
[=] )
accessToken

ruleld Wi String path FLI <451 1) id




FRINGER

JRZASHY StatusCode: 204 No Content

¢ H IR [5] A
HttpSta | error_code | error_desc e
tus
401 100002 Invalid access token. BT token 12 8,
401 101409 Authentication failure. 15 R S bk g G HE
## appld
200 100203 The application is not existed. 15 3R Sk b
appld NAFAE
200 101403 The rule is not existed. N AAEALE
200 100217 The application hasn't been authorized. N EBRR
H B
Curl

curl -X DELETE

--header "Accept: application/json"

--header "app key: string"

—--header

"Authorization: Bearer {accessToken}"

"http://server:port/iocm/app/rule/vl.1.0/rules/{ruleId}"

BEED
NA

1.2.7.5 &N
BODAE
AHH
R
GET
HRER

https://server:port/iocm/app/rule/v1.2.0/rules?name={name}&author={author}

EERFH

i LI 5 B

Header:

"app_ key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

S




ZH WA/ 1 R (A= Eiipa

app_key Dhidk String header YW 4,
HE N
I3 [5] (1) id

Authorization itk String header BN EER, H
HERFENIR
[=] )
accessToken

author Wik String query A id

name ik String guery FALI) 44 F

FRINGER

JRASHS StatusCode: 200 OK
RIEIEEE: Rule 73R, JHEAASEE L EE RuleDTO1.2 5 LIt HH .
IR 5 hS

HttpStatus | error_code error_desc i BH
401 100002 Invalid access token. HiiR [ token 5 &
200 100217 The application hasn't been N FH A AR
authorized.
H BB
Curl

curl -X GET

--header "Accept: application/json"

--header "app key: string"

—--header "Authorization: Bearer {accessToken}"

"http://server:port/iocm/app/rule/v1.2.0/rules?name={name}&author={author}
THIREIS5 R

{
"name": "X**xx",
VautnerWy MLl
"description": "this is a test rule 2015.12.23",
"type": "noType",
"status": "active",
"logic": "and",
"conditions": [
{
"type": "DeviceData",
TiglWg @,

"deviceInfo": {



"deviceId": "0285f8e6-f0fl1-441la-bc27-30£02545658c",

"path": "DoorWindow/status"
by
"operator": "=",
"value": "OPEN"
}
1,
"actions": [
{
"type": "DeviceCMD",
"id": O,

"appId": "pnS6yhwLszJ8kZF7HhuH7cOeoGQa",
"deviceId": "0285f8e6-f0f1-441a-bc27-30£02545658c",

"emd" . {
"serviceId": "DoorWindow",
"messageType": "MUTE",
"messageBody": {

"force": "true"

1.2.7.6 #tEZBINARTS
BOThee
HEEABEEGRNPIRZS
HRITIE
PUT
HRERE
https://server:port/iocm/app/rule/v1.2.0/rules/status
ERFM
#atr I HE B

Header:
"app key:{appId}"
"Authorization:Bearer {accessToken}"

Content-Type:application/json;

SH

ZH WhigEImT ik it (AY ik

app_key Wik String header W4,
HE )N H
R Al id

Authorization Wik String header BRER, HE
SE Y e MBS
[|] 1)




accessToken
requests itk List<RuleStatus | body S ey ALl
UpdateReqDT %,
0> RuleUpdateReq
uestDTO A H
T LA,
YU
RuleStatusUpdateReqDTO 45 #4415 B«
ZH WAk i e 3it) iR
ruleld Wik String FL 1d
status Whifk String W&, BUERT A
“active”
“inactive” .
FRINGER
N T
StatusCode: 200 OK
PIART
Content-Type: application/json
R [a S5
S8 &3t Eiiipa
result RuleResultBodyDTO MAAHATER, AE NS
Ffhs, BRI TR
responses List<RuleResponseBodyDT | &4 HIFATE R, B
0> TESUEERIR, B G A
T

RuleResultBodyDTO 5444 it B «

S et ik
result_code String SSARPAT &5 AR, R

AT “OK” , 5
N “Partial OK”

result_desc String

AT S5 R AR, A




AT T )y
“Operation successful.” ,
34 “Operation partial
ok.”

RuleResponseBodyDTO 45444 15 H «

ZH RKE iR
ruleld String FLI 1d
response ExceptionMsg PATEER, AR A
i S REE R
¢ H IR [B] A
HttpStatus | error_code error_desc P BA
401 100002 Invalid access token. EER 1 token 15 2
401 101409 Authentication failure. 15 3R S 35 VR A 185
i appld
200 100203 The application is not existed. 175 3R S s g
appld NAF7E
200 101403 The rule is not existed. HMASTTEAE
200 100217 The application hasn't been M A AR
authorized.
200 101401 The rule input is invalid. VIS AEE
HEAH
Curl

curl -X GET
--header "Accept: application/json"
--header "app key: string"
—--header "Authorization: Bearer {accessToken}"
"https://server:port/iocm/app/rule/v1.2.0/rules/status"
-d "{

"requests": [{
Prplelel” g Ui raledel 1V,
"status":"active"
b d
"ruleId"
"status

}
]

:"******ruleidﬁZ",

":"inactive"




-
RESR

{
"result": {
"result code":"Partial OK",
"result desc":"Operation partial ok"
by
"responses": [
{

"ruleId":"***x***ryleid 1",

"response": {
"erroricOde": Tk ok ok ok ok Sk kR kT
Terrer CeseVy TEHdudddastm

}
b d

"ruleId":"***x***ryleid 2",

"response": {
Terrer coeleVy THwdudstatm,
Terrer CeseVy TEHdudddastm

}
}
]
}

1.2.8 iHEHEIE

Application [F]°F- 51T % & A B8 %0 (1.2.3.3 Application 1T 18 &%#8), Hik& k4t
AFEE N, SF 4 1H Application HEi% I 7H B (Application & 3h#14a463T 1), Application
P38 RIS AT 2R B AR 25 A e AT b

Application 1T ji#11: 2% 1.2.3.3 Application 171 [~ & i# .
1.2.8.1 jE M EE R ZHIBE
BOIhEE

NA i [ BAS PN BT 6 B8 VI e, SREGR &R (S0 1.2.2.1
M EER D, E AP HCT 6 448 248 D el i[5 Bd A% NA, TFH
W4 Application.

W
POST
BORe
{callbackUrl}

LAk 482 1 BR AR 2 I8 FH 1) 5 1T T 2508 By A (40 % 182 notify Type 4 “deviceAdded” (1)
[l 8 Ak, i52% 1.2.3.3 Application 17157 & 3k

EREN
SH



FE Wik /Al i i3

notifyType it String AR deviceAdded

deviceld Wik string BA ME— R

resultCode itk string HUfl: expired i3, ASTh;

succeeded /&I

devicelnfo Al % Devicelnfo %, 1.3.1 Devicelnfo 454444 15 1
MEPSVN
Body
{

"deviceld":"74febc35-805f-4c43-9189-649d5d7ff77",

"resultCode":"succeeded",
"devicelnfo":{
"name":"Sensor_12",
"manufacturer”:"wulian",
"deviceType™:90",
"model":"90",
"mac™:"C7EA1904004B1204",
"sw\ersion":"-+-",
"fw\ersion™:"-+-",
"hw\ersion":"---",
"protocolType™:"zigbee",

"description":"smock detector",

"nodeType":"GATEWAY",
}
}

1.2.8.2 XA B EZ ZHIEBE

BODRe

r ] LA T X BT 6 HE SR X DGR I 16 % »
FI DI ReR A5 BB En45 Application.

WRTTI
POST

o ] R A DB X TOT- £ A P 224%




BOge
{callbackUrl}

LA F 38 1 B AR A N 1901 5 T el 5 iy A A6 B2 notify Type Ay “ deviceAdded” )
[l A bk, 15 2% 1.2.3.3 Application 1715 F & 3 .

SR
FE Wik/A] | KB ek
1%k
notifyType | %% String JEAIZRAL, deviceAdded (NN
deviceld Witk String B PE—hR iR
gatewayld | @ik String WM — bR 248 A ELIE AT

gatewayld NI & A E [ deviceld. 4% /2
JEEER &N, gatewayld Jyik % BT e BE )
HiEwR & (RIS 1Y deviceld.

nodeType Wik String ER RPN iU it
ENDPOINT: 1% /828,
GATEWAY: %,

devicelnfo | 24i% Devicelnfo | &5 E, &&EERML. Wm0, MERR&
& k240, € XS 1.3.1 Devicelnfo 45
AR TS

I N

Body

{
"notifyType ": "deviceAdded",

"deviceld":"7b3979fc-b072-433b-b3f6-673072e1bc04",
"gatewaylg"; " HHx Rk Rk

"devicelnfo™:{

"name":"Sensor_12",

"manufacturer":"wulian",

"type™:90",

"model":"90",

"mac":"C7EA1904004B1204",

"sw\ersion™:"---",

"fw\ersion™:"---",



"hw\ersion™:;"-+-",
"protocolType":"zigbee",

"description”:"smock detector”

}
}

1.2.83 B & EE2TLAVEH
BOTE

Hh [ S PDIEROT HOT S IR BB 5 B (FRSE R, W& 48K, | id, F
HLE DRI 0CT 65 4 1% 4% D Th B %45 BB 145 Application.

WH T
POST
BORRZ
{callbackUrl}

LA ()82 O BR AR B F [0 5 1T T 250 B3 W (10 5% 182 notify Type iy
“devicelnfoChanged” ¥Rl Z1 b, 1557 1.2.3.3 Application 11 [T & £ .

SRR
FEB Wik/A] | KB faik
1t
notifyType | #4i%k String WAIZKAL,  devicelnfoChanged (¥ #5848
1)
deviceld ik String B ME—FRiR
gatewayld | @ik String POCHME—ARIR . A L&,

gatewayld NI &AL 1] deviceld. 4452
EEIE &, gatewayld Jyis & AT R 1)
HiEwR A (RIRIE) 1Y devicelds

devicelnfo | ik Devicelnfo | % &EE, B&EELI. BN, MBERBEA
o k2%, € X3 1.3.1 Devicelnfo 45

FaAA 1580
w&E B
Body
{

"notifyType ": "devicelnfoChanged",
"deviceld":"7b3979fc-b072-433b-b3f6-673072e1bc04",



"gatewayld" Nkkkkhkhkhkiiikiixixx!!

"devicelnfo™:{
}
}
1.2.8.4 W EZHIRTALAYIEAN
BOThEe

Hh [ HLAE IR IO G 3 R s B At (382t 0, RSs JE PR E A0,
o [ A DB X T 8T 65 A FH 12 4% D D) e 45 Bl ks Application.

W
POST
BORR
{callbackUrl}

S A PR 1 B A I ]~ 5 1T ) 5048 By R 60 B notify Type A
“deviceDataChanged” F IS &b, 2% 1.2.3.3 Application 17 [~ & 5z .

SHYLHA:
FE® whik/mr | HKE Ep%
1%
notifyType | &4k String AR, deviceDataChanged (5 %% ¥
40
requestld Al % String KICIH B 1d
deviceld Witk String WA ME—FRIR
gatewayld | mJik String WA ICHE—FRiR . A2 B AT,
gatewayld Jy L&A B 1) deviceld. 417
RAFEIEW AN, gatewayld ik % FT < Bk
FIEERS (A 1 deviceld.
service itk DeviceService | £ 1] service 35, RAELEBIEZE
Data Sk, XS TFE
DeviceServiceData
FE WHik/E] | KB P2
1%
serviceld itk String AR SRR
serviceType | mJik String AR 552K AY




FE Wi/ | KA iz:pay

%
data Al ObjectNode | i45 @A S
eventTime %k String A AR ] (AR A yyyyMMdd” T

HHmmss” Z’ 1. 20151212T1212127

H B

Body

{

" notifyType ": "deviceDataChanged",

"requestld”: "{requestld}",
"timestamp":"{timestamp}",
"deviceld™:"7b3979fc-b072-433b-b3f6-673072e1bc04",
"gateway|q"; xR Rk
"service™: {

"serviceType™: ",

"data”: {"battery low": 1},
"eventTime":"{eventTime}"

}
}

1.2.8.5 MIPRIE B iZE 1% & A8 &0
BOThEE

o [ L AE I X T T G B B R AR BDE 4%, b [ B (S B I 8T 18 12
FI D ReR %45 BB 045 Application.

W
POST
BORe
{callbackUrl}

LA (382 1 BR AR 2 I8 FH 1) 5 1T T 508 By A (40 5% 182 notify Type v “deviceDeleted ” (1)
[l A bk, 1527 1.2.3.3 Application 17157 & 3k -

SER



FE Wi/ | KA iz:pay

1%k
notifyType | W4ik String AN, deviceDeleted CHHIRR ¥4
deviceld Wik String BA ME— R
gatewayld | 2hi% String WICME—ARIN . A 2 BRI,

gatewayld Jy L&A B 1K) deviceld. 452
A EER LN, gatewayld ik 4 T BRI
HiE®RS (HIE) 1) deviceld.

T B v -

Body

{

"notifyType ": "deviceDeleted",
"deviceld":"7b3979fc-b072-433b-b3f6-673072e1bc04",

"gatewayld" Nkkkkkkhkhkkiiixi

}
1.2.8.6 JHEfHIAEE]
BEOTEE

e ] S IR T O S BB R AR AT B (I N R am 2458, M IRHIA BRI
FNZHED, Rz BaE%NZE Application.

WHTTE
POST
BORE
{callbackUrl}

I A B D B AR I FH 1) ~F 5 1T ) 5080 B v A (19 6 B2 notify Type 2 “messageConfirm”
() [ml B Ak, 2% 1.2.3.3 Application i1 [#°F 4 $¥E .

SHR
FE SV b it A
notifyType WA String IR, messageConfirm (74 5
DN
header ik Header I, header =7 B B
body itk ObjectNod | #R#5Mk 25 BAkE L, HAIH S 7]
€ PAEHPIR SR AL A 2




Header B8

FE WH 1% /T ik

i)

iy

requestld Wik

String

HEBFEHS, ME—triRi%
B, 1-128 7

from ik

String

PRI B RATE R

WA D% BB 2 A HES R K -
/devices/{deviceld}

e I 55 AR TR K -
/devices/{deviceld}/services/{servic
eld}

1-128 7§

to Whidk

String

FoniH BEcE il 1-128 7

RE]

To B AR+ From, 41 APP
f] userld

status Wik

String

R 1-32 77
sent --- CKI%E
delivered --- CLi%ik
executed --- AT

timestamp ik

String

AR yyyyMMdd” T’
HHmmss” Z° 1.
20151212T1212127

1-32 F74

WSS ATH B8 A

Body

{

"notifyType": "messageConfirm",
"header":

{

"requestld™:"{ requestid }",
“from": "{from}",

"to": "{to}",

"status":"delivered",

"timestamp":"{timestamp}"




}

"body":

{
JSONBody

}
}

1.2.8.7 & &M [ 5 & 18 41
BEOTEE

Hh [ HLE PR X ST B e B R (@%H?@m%ﬂl FEWAS) MmRAr A (WR
RADEHRS, WAPATHRE, KIEWPBA 46, WRseEn . Ak, 91
KIS, HixiH Sad s Application.

W
POST
BORRZ
{callbackUrl}

SR AL e D B AR I8P 1601 £ 1 ) 5t I V0 KD 6T 2 notify Type 4 “commandRsp”
[l i A, 152 1.2.3.3 Application 111 & %3k .

ERE
commandRsp X} ¥ command 215 & & IR F KB 4. 1§55 1.25 W&
M5 -
SH U
FE WK /IR i A
notify Type Wik String 1AL, commandRsp (M B iy
%)
header ik Header W, Header FE% i 1H
body Wik ObjectNode | m i #4114 B & Body H )4
)/'—é?.
Header
FE Wi /AT ik i) AR
requestld wWhik String HERFAS, ME—FRiixiH

B, 1-128 N

from Witk String 1-128 NNFT1, FKoRHBE KA E W




FE WAk /AIIE e i) iR
Huhk
WA G B £ R AR IR T K
/devices/{deviceld}
WA MRS KA E K «
/devices/{deviceld}/services/{servic
eld}

to Dhik String Fonig B ik, 1-128 A
S
To W&k 11 From, 41 APP
f] userld

timestamp ok String B A% . yyyyMMdd” T’
HHmmss” Z’ 1.
20151212T1212127, 1-32

deviceld Wik String WAME— RN (2 PRI 1)
ID)

serviceType Wik String fr P @ RS2 A

method 3 String (1-32 M54 dr & 4Rk, TEFET %
HIRFRETT T a2 B IR B
i1: "DISCOVERY"
"REMOVE" . #15%% profile 4=
AR

B2y A MR SLE &0

Body

{

"notifyType":"commandRsp",

"header":{

"requestld™:"{requestid}",

"from":"/devices/{deviceld}/services/{serviceld}",

"to":"/apps/{appld}/users/{userld}",

"deviceld":"{deviceld}",

"serviceType":"

{serviceType}",

"method":"{commandRsp}",

}1
"body":

{




}

}
1.2.8.8 & & E 1B 4%
BEOThEE

e ] LS IR T IO 2 B B & K I (N s UDS 74 =5 (R AN 2 40D,
FZ I Bl A4y Application.

VR
POST
BORE

{callbackUrl}

LAk (382 1 B AR B F 1) 5 1T T 250 By A (0% 82 notify Type S “ deviceEvent” (1)
[l E Al , i52% 1.2.3.3 Application 1751 & 4 -

SH A

FE Wi/ A] ik Eid) A

notify Type ik String EHIZEA, deviceEvent (W

)
header Wik Header W, Header B ijt.
body ik ObjectNode | mi v iy 417 2 44 Body H N
ﬁ

Header

FE WIE/AIE | KB Y

eventType QA String R, 1-32 P

from Wik String 1-128 15, R B R AT
bk, WA IRST AR I K -
/devices/{deviceld}/services/{serviceld
}

to A% String 1-128 N1, 24 catogery A
“event” WIE KL
AR ST A
levent/v1.1.0/devices/{deviceld}/servic
es/{serviceld}

timestamp Wik String B raA%C: yyyyMMdd” T’
HHmmss” Z°  1:




FE WE/FTIE | KA it

20151212T1212127, 1-32 NEH

eventTime Wik String i E R yyyyMMdd” T’
HHmmss” Z’ 1.
20151212T1212127, 1-32 N7

deviceld Whifk String WEME—RIN (A FTR &I
ID)
serviceType Wik String i 2 T & i 5 R A
HEEH
Body
{
"notifyType":"deviceEvent",
"header":{

"eventType":"{eventType}",
"from":"/devices/{deviceld}/services/{serviceld}",
"to":"/event/v1.1.0/devices/{deviceld}/services/{serviceld}",
"deviceld™:"{deviceld}",
"serviceType":"{serviceType}",
"timestamp":"{timestamp}",
eventTime":"{eventTime}",

b

"body"":

{

usedPercent":80

}

}

1.2.8.9 & &Pk 55 LIRIBEN
BOTR

i [ HLE PR X F IO S i B A IR 5515 B AL, [ B E MR T & 48 1%
B2 O D)REK %45 HiE A4y Application.

WRTTI
POST



BO®RE
{callbackUrl}

LAk ()82 O B AR B F [0 5 1T 1 2508 B3 A (1056 B2 notify Type iy
“servicelnfoChanged” [l @ Aiitl, 1523 1.2.3.3 Application i1 [#°F- & %# .

SHYLA:

FE Wi/ E] | KR ik
jvid
notifyType | @ik String WAIZKAL, servicelnfoChanged (%415 H A8
1)
deviceld Witk String WA ME—FRiR
gatewayld | ik String W JeME—ARiR . WA e L AT,

gatewayld NI & A 5[] deviceld. 4% /&
A EE RN, gatewayld ik 4 T BRI
HIEWR& (HIM3E) 1 deviceld.

serviceld Wik String W RS FRiR
serviceType | 1hi%k String W24 AR 25255

servicelnfo | Wik Servicelnfo | &R ERE BEEFR) , WTE

Servicelnfo
FE WIE/AT | HKE mik
1%k

muteCmds ik List<String> | Ay 4: "VIDEO _RECORD",
"INVITE-INIT", "INVITE",
"IMAGE_FIXED_CAPTURE"

?‘ﬁ‘%\gw

Body

{

"notifyType":"servicelnfoChanged",
"deviceld":"7b3979fc-b072-433b-b3f6-673072e1bc04",
"gateway (" xxE Rk

"serviceType":"{ serviceType}",

"serviceld": "{serviceld}",

"servicelnfo":



{
"muteCmds":"VIDEO_RECORD"

}
}
1.2.8.10 AN ZE 4 4R %A
BEOThEE
e ] HhL £ BB IO T ST 45 00Ul 2 2 FRon 7 000 <1588 61 N
YT
POST
BOKe
{callbackUrl}

LA P38 1 B AR A N 170 6 VT ) 5 BV A A 6E 2 notify Type 4 “ruleEvent” () [=] 1
sk, %5 1.2.3.3 Application 1T 1 & $¥E .

SR
FE Wik m] | KR faik
%k
notifyType | 1hik String "ruleEvent"
author wWhidk String [ K42 115 1) author
ruleld Wik String F) id
ruleName itk String 0] 44 By
logic A% String ZHRMEEKR
reasons Wik List<Reason | fi &% J5i[Xl, *}3 conditions
>
triggerTime | 24i%k String FILIU) ik i B (1]
actionsResul | 41k List<Action | Zh{EPATE R
ts Result>
Reason 7Bt it i :
FE Wi/ A | HEY R
1%
satisfactionTi | 43k String A0 JE I [A]

me

type Wik String A2, {135 DEVICE_DATA,




FE WIE/A] | KB 3%
SV
DailyTimer, CycleTimer —ff
id Ak String *F M condition fY id
info Al Json NGRStk % ¥ NEIE IS
transinfo Al ik Json HAFHEER BRSSO R
condition #17J transinfo

DEVICE_DATA KA 24547 1] info:

FE DA vAL] rid E3il) iR
realValue Al String B 2% B A S2 bR E

ActionResult =B iji i :

FE WIE/R] | KB 3%
1%

type itk String action 27!

id Al ik String Xt M. action [ id

exception 5 result | String KON 5] #2438 action X W A1 >R A2 a2
ik T R RS S

result 5 Json FWEMBATE R, XT
exceptio DEVICE_CMD/SMS/EMAIL 274 () zh 1k,
n ik PN %% N statusCode+body, VE4I{E B &% 0
- SRS HR ST I 1 1 B

info Al ik Json AFEEERE ARG R

transinfo Al Json IR A RS R, 6N action

tH ] transinfo

DEVICE_CMD KA #h{E#% 511 info

FE W% /AT ik il P2
requestld Wik String NR LA, NERE RS

BCHy UUID




HEZHER
Body
{ "notifyType™: "ruleEvent”,

"authOI‘"Z n*****n’

"ruleld": "*************"’

"ruleName": "name",

"reasons": [ {

"satisfactionTime": " yyyyMMddTHHmMmSssZ ",
Nype; MRk

}

I

"triggerTime": "yyyyMMddTHHmmssZ",
"actionsResults™: [ {

"type": gk dkedkk kK0t

"exception®; MEkFAxEN
}
]
}
1.2.8.11 HE i &Eid

BODIRE

B & HIan S RE A, PSSR AE T GUEEMIE (MR AET & QIE X M # 115
SIOFRBUE SRR, F el NA.

W
POST
BORe
{callbackUrl}

AL P42 1 B A2 B 1907 & 1T Bl 58 B3 Al X6 B2 notify Type 24 “bindDevice” 119 [5]
VB AL, 2% 1.2.3.3 Application 11 [#°F & £ .

SH U
FE W] i et Eiiipa
notifyType Dhidk String HEENRA, HUA:

bindDevice

deviceld Dk string B4 Id




resultCode Wik string ghEas R, WUAE:
expired/succeeded

devicelnfo ik Devicelnfo wEER, =0
1.3.1 Devicelnfo 4
LA

BE4R

P

H BB

Method: POST

request:

Body

{

"notifyType": "bindDevice",

"deviceld": "74febc35-805f-4c43-9189-649d5d 7ff77",
"resultCode": "succeeded",

"devicelnfo™: {

"name": "Sensor_12",

"manufacturer": "wulian",

"deviceType™: 90,

"model™: "90",

"mac": "C7EA1904004B1204",

"sw\ersion"; "---",
"fw\ersion": "--+",
"hw\ersion™; "+-",

"protocol Type": "zighee",
"description”: "smockdetector",

"nodeType": "GATEWAY"

}
}

1.2.8.12 #it 2 FHET L _EHRiB
BOTRE

A A B AR A 5 T R



R
POST

BO®BE
{callbackUrl}

LAk ()82 O B AR B F 1) 65 1T T 250 B3 A (10 5% B2 notify Type iy
“deviceDatasChanged” H Rl AE &N, 152 1.2.3.3 Application 17 47 & dE .

S
FE Wik ] ik et iR
notifyType ik String deviceDatasChange
d
requestld Wik String N AN R E S
deviceld Wik String WA ME—HR I
gatewayld Dhide String I S PE— PR iR
services Wit List<DeviceService | R%
Data>
DeviceServiceData 41 :
¥ | ikATiE KR B
B’
ser | DAk String k%% ID
vic
eld
ser | ik String i & it
vic
eT
ype
dat | ik ObjectNode Z g
a
eve | ik String i) % 3 yyyymmddThhmissz , 4140,
ntT 20151212T1212127.
im
e
REIZER
yn

MEpsYN ]




Body
{

"notifyType": "deviceDatasChanged",

"requestld" Nkkkkkhkikiikhkikikikix!

"deviceld": "7b3979fc-b072-433b-h3f6-673072e1bc04",

"gatewayld" Nkkkkhkikhkiiikiixixx!!

"service": {

"serviceld"; "Battery"”,

"serviceType": "Battery",

"data™: {},

"eventTime": "20170101120000"

1.3 & A EIEELIRE X

1.3.1 Devicelnfo Z&5#3{& iR

FE Wik AR | KR iR
nodeld Witk String | & ME—HRIA
name ol ik String W A4 TR
description nlik String AR
manufactureld DAtk String | LR EAR IR
manufacturerName Tl %k String N T 4%
mac BB String W Hh
location Al ik String | &ALE
deviceType Dhisk String | W&ME:
MultiSensor
ContactSensor
Camera
Gateway
model Dk String | & &AE. G2 Z-Wave HhiX, S

it /& ProductType + Productld (231
7, WRFE) AW L,




FE WIR/ATE | KE ik
il 001A-0A12.
IR AR, RS TR — R
LR

sw\Version Al ik String | {i [ Z-Wave PSR RAS S
HA% 2 major version number.minor
version number, #il#0, 1.1.

fwV\ersion Al ik String [Ef G wiNe=

hwVersion Al ik String AR R AS =

protocolType Whidk String PR ER (Z-Wave).

signalStrength nJ %k String E5IRE

bridgeld nJ %k String MR IR

supportedSecurity GIp:s String | RASCFEE AR, HEUEN TRUE
o% FALSE

isSecurity A3 String | W RE 2L, R4 R TRUE
IO AR, AN TRUE B¢
FALSE

sigVersion Tl ik String ERSYITWIN

runningStatus ik String | B RZIBITIRE
NORMAL: IE%#
ABNORMAL: ¥
FAULT: #jfE

status J %k String PERRAS.
ONLINE: 7E£;
OFFLINE: T4
INBOX: {5 H.

statusDetail Alik String | WARSHITVEAIEB M

mute A% String | W& IAT B
TRUE: # 5.
FALSE: &4 Bt k.

1.3.2 DeviceService £5#5) {415 BB
FE WA /AT IR il ik




FE DALl b it iR

serviceType | 24k String i yir

serviceld Dk String k%% ID #1iR

data Wik JSON String | 485 — A~ @ PEME XS (AVP).

eventTime Wik DateTime i E R 2 yyyymmddThhmissz , 40,
20151212T1212127Z.

servicelnfo | wlik Servicelnfo | M5 S, BB H T ST EE,
AH RO T B

1.3.3 QueryDeviceDTOCloudNA £5#3{4 15 ER

FE ke | R ik
%

deviceld Wik String B ME— PRI

gatewayld Wik String W eME—HriR. ik BIE X
#% I, gatewayld A% % A< B 1)
deviceld. M eIEHER &
i, gatewayld Jvist 4% B <K B
R (HINSE) 1Y deviceld.

nodeType hifk String P e T 2R A
ENDPOINT: f%/& 2.
GATEWAY: M.

createTime Wik String B TE M [E]

lastModifiedTime Pk String WAE B 5 & st a]

devicelnfo Witk Devicelnfo £ I1L"1.3.1 Devicelnfo &5 #4443 B

services Al %k List<DeviceSe | # . "1.3.2 DeviceService 4tk

rvice> LA

1.3.4 ServiceCommand 543445 BH

FE whig/ml | 2REY ik
ik
commandName nJik String RS
paras Tl List<ServicecCommandPara> JBHEEYR, SER




FE Wik /Al | B ik
%
*®
ServiceCommandPara £t
FE WIk/ATE | KE ik
paraName Al ik String ZH 4
dataType T %k String g ey |
required %k boolean & ik
min AT ik int SN
max A% int = IN
step nJ %k Double +HK
maxLength T ik int RRKE
unit 1B String B (555
enumList ik List<String> | #x$2571 %132
1.3.5 ServiceProperty Z543{4 5 B
FE WIE/ANE | KB ik
propertyName Al ik String JE 144
dataType Ak String Kt
required A% boolean Ik
min Al 3% int SN
max A% int I
step Tl %k double HK
maxLength Tl %k int KK E
method A% String Vi i RW
AR, AT W
unit Ak String BhrL (FF5)
enumList ] %k List<String> | MrzéK R %%




1.3.6 DeviceCommandResp

LE Rk R

B Whide/m]

i

it

=

commandl
d

String(1-64)

appld Wit

String(1-64)

B AR S5 P @ AR 1D

deviceld

Wit

String(1-64)

B an L 4RE & 1D

command

CommandDTOV4

TRMAHELR, EXZIMFE 1.3.7
CommandDTOV4 45 #4443 B

callbackUr
I

String(1024)

AR I Fn ik, 2
HTTPS {5 R AMEE (M. HTTP (S
18R e, ASGE TR AR
M AR (FAT R, PAT R
I, HEE, Ri%, CUER)ZEH NA,
52 bh POST 77 UK I& HTTP W 245
RiF, 153K Body 24 json F4F e, A%k
AR
{"deviceld":"deviceld","commandld":"co
mmandld","result":{"status":"SUCCESS","

result":{---}}}

expireTime

CIpH

Integer(>=0)

TR A B (A, BN,
FoR B ATER) 5 expireTime #2 Py
B, R IX AN [R)YE G 6y A8 A
TR, WRABE NI 48 /N

status

String

WA IR, DEFAULT £RA R
K, EXPIRED ®rfind &t i,
SUCCESSFUL /x4 & R IAT,
FAILED FIR 2 HAT R, TIMEOUT
Fonm R N RPATHIET, CANCELED
TRt A AR AT

result

ObjectNode

B PATAITEAIEE R, Rl O json
T

creationTi
me

String(20)

B A ]

executeTi
me

String(20)

B A 2 HRAT IS TR

platformlss
uedTime

String(20)

B AR B i 4 AR (A




deliveredTi | mJi%k String(20) T EB RA i A IR TR B U A8 I B[]

me

issuedTime | mJi%k Integer(>=0) & RIS A IR EL

S

1.3.7 CommandDTOV4 544415 8A

B DVSvi b Eapt| iR

serviceld Wik String(1-64) AN R IARSS ID, AN A

method Wik String(1-128) e &l M= RN T SO O 2 9
A, NN ZRFE

paras Al ObjectNode #2251 jsonString, B AKX T
f%ﬂu%%mo

1.3.8 GetDeviceRspDTO Z5#a {4 i5tER

rvice>

FE i) i3

deviceld String WRME—FRN, 1-64 NFH

gatewayld String WAME— RN AR EIERAR, gatewayld Jy
WA G deviceld. 415452 JF BB,
gatewayld SN & BT ORER I ELE R & (HISE) 1)
deviceld.

nodeType String RPN eIt
ENDPOINT: {&/&#5s.
GATEWAY: %,

createTime String WA M) B kg yyyyMMdd” T
HHmmss” Z’ #f: 20151212T1212127

lastModifiedT | String BB ] IR yyyyMMdd” T

Ime HHmmss” Z’ #f: 20151212T1212127

devicelnfo Devicelnfo Devicelnfo [#]5E X2 W, 1.3.1 Devicelnfo £ #4141 B

services List<DeviceSe | DeviceService € X 2 I, 1.3.2 DeviceService 4514

AR ]

connectioninf
0

Connectionlnf
o}

ERER

location

Location

(DA-REPS)




FE

i

ik

devGrouplds

List<String>

WA 1d FREESIR

1.3.9 CommandNA2CloudHeader Z5#344 15 A8

FE WIE/ATE | KB R

requestld Alik String WIS % requestld, IS 1 requestld
PR =4, RS 64
Ao 1-32 AN

mode Wik String RGEMIAEE, AHEERAHEE:
“NOACK” , TFHEHIAHE:
“ACK” , HeMET.

from Al ik String (1-128 779 R TH B R AT & [P AL -
Application K HAZHITER: /{serviceName}

to Al String el bt

toType Al String HUEEH: CLOUD|GATEWAY

method hifk String RIAn 44 Fk: "DISCOVERY"
MR 4 % FK: "REMOVE"

callbackURL | AT ik String [l url Hodik . DAZIEH HTTPS 151 1]

VA, [ B[] Rk 2 20 S ]
Bk . (BEEH: HTTP{EiE R el T
)

1.3.10 ApplicationSetEncrtptDTO Z5#3{4 15t AR

FE WIE/ATIE | KR iR
flag Dhisk Integer | fnsshrd, BUHE 0 BRI, BUE 2 %
75 AES %, key Al iv 053
iv ATk String(1 | iv F1 key FL[A]¥esE gy
6)
key Wik String(1 | iv F1 key JL[A)wkiE ine =%

6)




1.3.11 PutCarInfoData Z&#3{ i BR

FE Wi/ | HKE faik
Ak

engineModel A String(256) KL=

vin al ik String(256) VIN

plateNumber Al ik String(256) s

simNumber Ak | String(256) SIM £5(F: BEIREVEETIE B L2
i simNumber; 12 B4 (5 B 1) 1)

carModel AfiE | String(256) | AT (. EIROVER G B 2
iy carModel, 1E (5 S AT k)

terminallD Al | String(256) | & 1D

iccid ik String(256) ICCID

imei nlik String(256) IMEI

encryptFlag Ali% | Integer nErRd, BUE 0 FoRAinE, BUE 2 %
NI

encryptlv nfik | String(256) | encryptlv I encryptKey IRk N 7
X

encryptKey A% | String(256) | encryptlv 1 encryptKey It [E R E % Ty
X




